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Kerberos v5 grammar

Here is the ASN.1 grammar for SPNEGO V5 as define din RFC 4220 :

Ker ber osV5Spec2 {
iso(1) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4) krb5spec2(2)

} DEFINITIONS EXPLICIT TAGS ::= BEG N

-- ODarc for KerberosVs

-- This OD may be used to identify Kerberos protocol nessages
-- encapsul ated in other protocols.

-- This O D also designates the O D arc for KerberosV5-related QO Ds.

-- NOTE: RFC 1510 had an incorrect value (5) for "dod" in its OD.
i d- krb5 OBJECT I DENTIFIER ::= {
iso(1) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2)

}
I nt 32 1= | NTEGER (-2147483648..2147483647)
-- signed values representable in 32 bits
Ul nt 32 21 = I NTEGER (0. .4294967295)
-- unsigned 32 bit val ues
M cr oseconds ;= I NTEGER (0..999999)
-- mcroseconds
KerberosString ::= General String (1A5String)
Real m ;.= KerberosString
Pri nci pal Name 1= SEQUENCE {
nane-type [0] Int32,
nanme-string [1] SEQUENCE OF KerberosString
}
Ker ber osTi me ::= GeneralizedTime -- with no fractional seconds
Host Addr ess ;1= SEQUENCE {
addr -type [0] Int32,
addr ess [1] OCTET STRI NG
}

-- NOTE: Host Addresses is always used as an OPTIONAL field and
-- shoul d not be enpty.
Host Addr esses -- NOTE: subtly different fromrfcl510,
-- but has a val ue mappi ng and encodes the sanme
;1= SEQUENCE OF Host Address

-- NOTE: AuthorizationData is always used as an OPTIONAL field and
-- should not be enpty.

Aut hori zati onDat a ;1= SEQUENCE OF SEQUENCE {
ad-type [0] Int32,
ad- dat a [1] OCTET STRI NG



PA- DATA 11 = SEQUENCE {
-- NOTE: first tag is [1], not [O]
padat a- t ype [1] Int32,
padat a- val ue [2] OCTET STRING -- night be encoded AP-REQ

}
Ker ber osFl ags 1= BIT STRING (SI ZE (32.. MVAX))
-- mni mum nunber of bits shall be sent,
-- but no fewer than 32
Encrypt edDat a 1= SEQUENCE {
etype [0] Int32 -- EncryptionType --,
kvno [1] U nt32 OPTI ONAL,
cipher [2] OCTET STRING -- ciphertext
}
Encrypti onKey 1= SEQUENCE {
keyt ype [0] Int32 -- actually encryption type --,
keyval ue [1] OCTET STRI NG
}
Checksum 1= SEQUENCE {
cksunt ype [0] Int32,
checksum [1] OCTET STRI NG
}
Ti cket ;.= [ APPLI CATI ON 1] SEQUENCE {
tkt-vno [0] INTEGER (5),
real m [1] Realm
snane [2] Principal Nang,
enc-part [3] EncryptedData -- EncTicketPart
}
-- Encrypted part of ticket
EncTi cket Part ::= [ APPLI CATI ON 3] SEQUENCE {
flags [0] TicketFl ags,
key [1] EncryptionKey,
crealm [2] Realm
cnane [3] Principal Nane,
transited [4] TransitedEncoding,
aut hti ne [5] KerberosTine,
starttine [6] KerberosTi ne OPTI ONAL,
endti ne [7] KerberosTine,
renewtill [8] KerberosTi me OPTI ONAL,
caddr [9] Host Addresses OPTI ONAL,
aut hori zati on-data [10] Aut hori zati onData OPTI ONAL
}
-- encoded Transited field
Transi t edEncodi ng 1= SEQUENCE ({
tr-type [0] Int32 -- nust be registered --,
contents [1] OCTET STRI NG
}
Ti cket Fl ags ;= KerberosFl ags

-- reserved(0),
-- forwardabl e(1),
-- forwarded(2),
-- proxiable(3),
-- proxy(4),
-- nay-postdate(5),
-- postdated(6),
-- invalid(7),
-- renewabl e(8),
-- initial(9),
-- pre-authent(10),
-- hw aut hent (11),
-- the follow ng are new since 1510
-- transited-policy-checked(12),
-- ok-as-del egat e(13)



AS- REQ = [ APPLI CATI ON 10] KDC- REQ
TGS- REQ = [ APPLI CATI ON 12] KDC- REQ
KDC- REQ 11 = SEQUENCE {
-- NOTE: first tag is [1], not [O]
pvno [1] INTEGER (5) ,
nsg-type [2] INTEGER (10 -- AS -- | 12 -- TGS --),
padat a [3] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not enpty --,
reg- body [4] KDC- REQ BODY
}
KDC- REQ BODY 1= SEQUENCE {
kdc- opti ons [0] KDCOpti ons,
cnane [1] Principal Nane OPTI ONAL
-- Used only in AS-REQ - -,
real m [2] Realm
-- Server's realm
-- Also client's in AS-REQ --,
snane [3] Principal Nane OPTI ONAL,
from [4] KerberosTi me OPTI ONAL,
till [5] KerberosTi ne,
rtinme [6] KerberosTi ne OPTI ONAL,
nonce [7] Ul nt32,
etype [8] SEQUENCE OF Int32 -- EncryptionType
-- in preference order --,
addr esses [9] Host Addresses OPTI ONAL,

enc-aut hori zation-data [10] EncryptedData OPTI ONAL
-- AuthorizationData --,
addi tional -tickets [11] SEQUENCE OF Ticket OPTI ONAL
-- NOTE: not enpty
}

KDCOpt i ons :: = KerberosFl ags
-- reserved(0),
-- forwardabl e(1),
-- forwarded(2),
-- proxiable(3),
-- proxy(4),
-- all ow postdate(5),
-- postdated(6),
-- unused7(7),
-- renewabl e(8),
-- unused9(9),
-- unusedl10(10),
-- opt-hardware-aut h(11),
-- unusedl12(12),
-- unused13(13),
-- 15 is reserved for canonicalize
-- unused15(15),
-- 26 was unused in 1510
-- disabl e-transited-check(26),

-- renewabl e- ok(27),

-- enc-tkt-in-skey(28),
-- renew 30),

-- validate(31)

AS- REP

[ APPLI CATI ON 11] KDC- REP

TGS- REP

[ APPLI CATI ON 13] KDC- REP

KDC- REP ;= SEQUENCE {
pvno [0] INTEGER (5),
meg- t ype [1] INTEGER (11 -- AS -- | 13 -- TGS --),
padat a [2] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not empty --,
crealm [3] Realm
chane [4] Principal Nane,



ticket [5] Ticket,

enc- part [6] EncryptedData
-- EncASRepPart or EncTGSRepPart,
-- as appropriate

}
EncASRepPar t ;= [ APPLI CATI ON 25] EncKDCRepPar t
EncTGSRepPar t ;.= [ APPLI CATI ON 26] EncKDCRepPar t
EncKDCRepPar t 1= SEQUENCE {
key [0] EncryptionKey,
last-req [1] LastReq,
nonce [2] U nt32,
key-expiration [3] KerberosTi me OPTI ONAL,
flags [4] Ticket Fl ags,
aut hti ne [5] KerberosTine,
starttine [6] KerberosTi me OPTI ONAL,
endtine [7] KerberosTi ne,
renewtill [8] KerberosTi me OPTI ONAL,
sreal m [9] Realm
snane [10] Princi pal Nare,
caddr [11] Host Addresses OPTI ONAL
}
Last Req = SEQUENCE OF SEQUENCE {
Ir-type [0] Int32,
Ir-val ue [1] KerberosTine
}
AP- REQ ;.= [ APPLI CATI ON 14] SEQUENCE {
pvno [0] INTEGER (5),
nsg-type [1] I NTEGER (14),
ap- options [2] APOptions,
ticket [3] Ticket,
aut henti cat or [4] EncryptedData -- Authenticator
}
APOpt i ons .= KerberosFl ags
-- reserved(0),
-- use-session-key(1),
-- nutual -required(2)
-- Unencrypted authenticator
Aut henti cat or ;= [APPLI CATI ON 2] SEQUENCE {
aut henti cat or-vno [0] INTEGER (5),
crealm [1] Realm
cnane [2] Principal Nane,
cksum [3] Checksum OPTI ONAL,
cusec [4] M croseconds,
ctine [5] KerberosTi e,
subkey [6] EncryptionkKey OPTI ONAL,
seq- nunber [7] Ul nt32 OPTI ONAL,
aut hori zation-data [8] AuthorizationData OPTI ONAL
}
AP- REP ;.= [ APPLI CATI ON 15] SEQUENCE {
pvno [0] INTEGER (5),
nmsg-type [1] INTEGER (15),
enc-part [2] EncryptedData -- EncAPRepPart
}
EncAPRepPar t = [ APPLI CATI ON 27] SEQUENCE {
ctine [0] KerberosTi ne,
cusec [1] M croseconds,
subkey [2] EncryptionKey OPTI ONAL,
seq- nunber [3] U nt32 OPTI ONAL
}
KRB- SAFE ;= [APPLI CATI ON 20] SEQUENCE {

pvno [0] I NTEGER (5),



meg-type
saf e- body
cksum

}

KRB- SAFE- BODY
user -data
tinestanp
usec
seq- nunber
s-address
r-address

}

KRB- PRI V
pvno
meg-type

enc- part

}

EncKrbPrivPart ::=
user -data
tinestanp
usec
seq- nunber
s-address
r-address

}

KRB- CRED
pvno
neg-type
tickets
enc-part

}

EncKrbCredPart ::=
ticket-info
nonce
timestanp
usec
s-address
r-address

}

Kr bCr edl nfo =
key
preal m
pnane
flags
aut hti ne
starttine
endtine
renewtill
sreal m
snane
caddr

}

KRB- ERROR L=
pvno
nsg-type
ctine
cusec
stine
susec
error-code
crealm
chane
real m

[1] INTEGER (20),
[2] KRB- SAFE- BODY,
[3] Checksum

SEQUENCE {
[0] OCTET STRING
[1] KerberosTime OPTIONAL,
[2] M croseconds OPTI ONAL,
[3] U nt32 OPTI ONAL,
[ 4] Host Address,
[5] Host Address OPTI ONAL

[ APPLI CATI ON 21] SEQUENCE {
[0] I NTEGER (5),
[1] INTEGER (21),
-- NOTE: there is no [2] tag

[3] EncryptedData -- EncKrbPrivPart

[ APPLI CATI ON 28] SEQUENCE {
[0] OCTET STRING
[1] KerberosTi me OPTI ONAL,
[2] M croseconds OPTI ONAL,
[3] U nt32 OPTI ONAL,
[4] Host Address -- sender's
[5] Host Address OPTI ONAL - -

[ APPLI CATI ON 22] SEQUENCE {
[0] INTEGER (5),
[1] | NTEGER (22),
[2] SEQUENCE OF Ti cket,

addr --,
recip's addr

[3] EncryptedData -- EncKrbCredPart

[ APPLI CATI ON 29] SEQUENCE {
[0] SEQUENCE OF KrbCredl nfo,
[1] U nt32 OPTI ONAL,
[2] KerberosTi ne OPTI ONAL
[3] M croseconds OPTI ONAL
[4] Host Address OPTI ONAL,
[5] Host Address OPTI ONAL

SEQUENCE {
[0] EncryptionKey,
[1] Real m OPTI ONAL,
[2] Principal Name OPTI ONAL,
[3] Ticket Fl ags OPTI ONAL,
[4] KerberosTi ne OPTI ONAL,
[5] KerberosTi me OPTI ONAL,
[6] KerberosTi me OPTI ONAL,
[7] KerberosTi me OPTI ONAL,
[8] Real m OPTI ONAL,
[9] Principal Nane OPTI ONAL,
[10] Host Addresses OPTI ONAL

[ APPLI CATI ON 30] SEQUENCE {
[0] INTEGER (5),
[1] I NTEGER (30),
[2] KerberosTi me OPTI ONAL,
[3] Mcroseconds OPTI ONAL,
[4] KerberosTine,
[5] M croseconds,
[6] Int32,
[7] Real m OPTI ONAL,
[8] Principal Name OPTI ONAL,
[9] Realm-- service realm -

T



snane [10] Principal Nane -- service name --,
e-text [11] KerberosString OPTI ONAL,
e-data [12] OCTET STRI NG OPTI ONAL
}
METHOD- DATA ;1= SEQUENCE OF PA- DATA
TYPED- DATA ;= SEQUENCE SI ZE (1..MAX) OF SEQUENCE {
dat a-type [0] Int32,
dat a- val ue [1] OCTET STRI NG OPTI ONAL
}
-- preauth stuff follows
PA- ENC- TI MESTAMP = EncryptedData -- PA-ENC- TS- ENC
PA- ENC- TS- ENC ;= SEQUENCE {
pati mest anp [0] KerberosTime -- client's time --,
pausec [1] M croseconds OPTI ONAL
}
ETYPE- | NFO- ENTRY 1= SEQUENCE {
etype [0] Int32,
sal t [1] OCTET STRI NG OPTI ONAL
}
ETYPE- | NFO = SEQUENCE OF ETYPE-| NFO ENTRY
ETYPE- | NFO2- ENTRY 1= SEQUENCE {
etype [0] Int32,
sal t [1] KerberosString OPTI ONAL,
s2kpar ans [2] OCTET STRI NG OPTI ONAL
}
ETYPE- | NFO2 = SEQUENCE Sl ZE (1..MAX) OF ETYPE-| NFQ2- ENTRY
AD- | F- RELEVANT = Aut hori zati onDat a
AD- KDCl ssued 1= SEQUENCE {
ad- checksum [0] Checksum
i-realm [1] Real m OPTI ONAL,
i -sname [2] Principal Name OPTI ONAL,
el ements [3] AuthorizationbData
}
AD- AND- OR 1= SEQUENCE {
condition-count [0] Int32,
el enents [1] AuthorizationData
}

AD- MANDATORY- FOR- KDC

END

Decoding Kerbe

The Kerberos protocol define many standalone messages. We will define the state machine for each of those messages.

AS-REQ
This is a message sent to

It's a KDC-REQ message

Aut hori zati onDat a

ros messages

the Authentication Service by a client.

with a specific type. Here is its grammar :



AS- REQ ::= [ APPLI CATI ON 10] KDC- REQ

KDC- REQ ;= SEQUENCE {
-- NOTE: first tag is [1], not [O]
pvno [1] INTEGER (5) ,
nsg-type [2] INTEGER (10 -- AS -- | 12 -- TGS --), -- Here,
padat a [3] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not empty --,
req- body [4] KDC- REQ BODY
}
A typical PDU for this message will be something like :
O0x6A L1 /1 APPLI CATI ON 10
0x30 L2 /1 SEQUENCE
0xAl 0x03
0x02 0x01 NN /1 pvno
0xA2 0x03
0x02 0x01 OxO0A // mnsg-type, 10
[ 0XxA3 L3 abcd] /1 SEQUENCE OF PA- DATA OPTI ONAL
0xA4 L4 abcd /1 KDC- REQ- BODY
If the PA-DATA is not absent, then t can be empty.
TGS-REQ
This is a message sent to the Ticket Granting Service by a client.
It's a KDC-REQ message with a specific type. Here is its grammar :
TGS- REQ ;= [ APPLI CATI ON 12] KDC- REQ
KDC- REQ ;= SEQUENCE {
-- NOTE: first tag is [1], not [O]
pvno [1] INTEGER (5) ,
nsg-type [2] INTEGER (10 -- AS -- | 12 -- TGS --), -- Here,
padat a [3] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not empty --,
req- body [4] KDC- REQ BODY
}

A typical PDU for this message will be something like :

0x6C L1 /1 APPLI CATI ON 12
0x30 L2 /1 SEQUENCE
OxAl 0x03
0x02 0x01 NN /1 pvno
0xA2 0x03
0x02 0x01 0x0C // nsg-type, 12

[ 0xA3 L3 abcd]
OxA4 L4 abcd

11
Il

SEQUENCE OF PA- DATA OPTI ONAL
KDC- REQ- BODY

10

12
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