Add new HTTPS listener

":3 Add new HTTP Listener QAdding new listeners

To add a new HTTPS listener click on the link Tomcat|Jetty BIO|NIOJAPR HTTPS Connector. The following figure illustrates some of the parameters
possible for creating a new Tomcat BIO HTTPS listener. Each parameter has a default value and an explanatory text. Fill in with your values and click on S
ave.
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(* denotes a required attribute)

" atribute  IType|  Vawe | Desciption |

A name that is different than the name for
*unigueName String any other web connectors in the server (no
spaces in the name please)

The host name or IP to bind to. The normal
*address String  (0.0.0.0 values are 0.0.0.0 (all interfaces) or
localhost (local connections only).

The file that holds the keystore (relative to
the Geronimo install dir)

The TCP port number on which this
Connector will create a server socket and
= 34473 awart Incoming connections. Your operating
port Integer system will allow only one server
application to listen to a particular port
number on a particular IP address.

*keystoreFile String

Set this attribute to true to cause Tomcat
to use the IP address that the request was

uselPVHosts Boolean [ recieved on to determine the Host to send
the request to.

Set this attribute to true to cause Tomcat

to advertise support for the Servlet
Boolean [] specification using the header

recommended in the specification.

¥poweredBy

[ Save ][ Reset ][ Cancel ]

List connectors

The required attributes are explained as followed:

uniqgueName A name that is different than the name for any other web connectors in the server (no spaces in the name please).

host The host name or IP to bind to. The normal values are 0.0.0.0 (all interfaces) or localhost (local connections only)

keystoreFile The file that holds the keystore (relative to the Geronimo install dir)

port The TCP port number on which this Connector will create a server socket and await incoming connections. Your operating system will allow
only one server application to listen to a particular port number on a particular IP address.

For a Tomcat APR HTTPS Connector

Starting from v2.2, Geronimo uses ser ver . xm to configure Tomcat. You need to update ser ver . xnl to use HTTPS Connector with APR enabled. Use
the following code snippet as an example.
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<Connect or nane="Tontat WebSSLConnect or"
port="${HTTPSPort + PortOffset}"
host =" ${ Ser ver Host nane} "
SSLEnabl ed="t rue"
maxThr eads="150"
schene="htt ps"
secure="true"
clientAuth="fal se"
SSLCertificateFile="/usr/local/ssl/server.crt"
SSLCertificateKeyFil e="/usr/local/ssl/server. pent
ssl Prot ocol ="TLS"
execut or =" Def aul t Thr eadPool "/ >

Refer to Tomcat SSL Support for more information about other attributes.


http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html
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