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80's & early 90's VAX, Mac, and Unix network admin
Mid-90's MCS for Unix-to-NT migrations

Late-90's Director of Global Systems for Fortune
100, 6 continents, over 100 sites MS migrations

Summer 2004 Apache Kerberos, granted to ASF
Apache Directory, PMC Member
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Windows 2003 Log On — Kerberos Protocol

Log On to Windows

Lser nanme: erodriguez

Passwiord: ---------|

Log on ko ExAMPLE, COM (Kerberos Realm)

| Ik I SRLE CEA, Dpkions << I
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Windows Security

Windows Security
~ ’

Copyright © 1085-2003 Micraaaht ﬂmuﬂm :

~ Logon Information

Logon Dake: 10042005 3:34:53 PM

You are logged on as EXAMPLE. COMYerodriguez,

Use the Task Manager to close an application that is nok responding.

Lock Cu:umputer

ShuI: Dowin. .

i_ancel
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Change Password Protocol

ChangePassword
: ,W' owe S
fF g ot ndc WSS

Copyright © 18085.2003 Micrasoli Corparntion

i B

Liset name: erodriguez

Lag on ko | EXAMPLE.COM (kKerberos Realm) -

i2ld Passward: (TITTTY Y

Mew Password: S YIIIIllL

Confirm MNew Password: | P—— |
ER

| 8] 4 I
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Realm Control

EXAMPLE COM Apache Directory

k
> — 3 PEIES
‘;

e = Wl Changepw 1 |
workstation \ B
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Problem Statement

Internal pressure (development environment)
Platforms: Linux, Mac, Windows ... and mobile phones
Complexity: RFC's, multi-master replication, ACI
Nature of open-source: time zones, work schedules

External pressure (interested parties)

OSS community: permutations

Enterprise: robustness (long running services)
Fortune 9,000,000: ease-of-use

Vendors: extensibility (add-ons, embedding)

< 086G
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Solution: OSGI Service Platform

Development environment
Community involvement (Apache HTTPD mod_*)
Jetty Bundle, JMX Bundles, choice of implementation
Further out: mobile phones w/ Safehaus HausKeys

Demands from community

LDAP Server or Kerberos Server or DNS Server
LDAP or JMX or Felix Console or Web Ul
Embeddable Directory or Realm Controller
HOTP/SAM plugins for Kerberos

< 0OS6Gi
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Bundle Breakdown

Apache Directory
Backing Store (JNDI InitialContextFactory)
NIO Networking Layer (MINA ServiceRegistry)
5 Protocol Providers (ManagedServiceFactory, MBean)

Administration

Embedded web Ul (HttpService)
JMX (MBeanServer)
Felix Commands ( 'load /path/to/LDIF" )

ConfigurationAdmin, Service Binder
< 0S6Gi
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Apache Felix Installed Bundles

k3 i Terminal AR = [=]ix]

File Edit View Terminal Tabs Help

-> ps []

START LEVEL 1 ==

1D State Level MName

[ 0] [Active 1 [ 0] System Bundle (1.0.5)

[ 1] [Active 1 [ 1] Shell Service (1.0.2)

[ 2] [Active 1 [ 1] Shell TUI (1.0.0)

[ 3] [Active 1 [ 1] Bundle Repository (1.1.2)

[ 41 [Active 1 [ 1] 05Gi Service (1.0.2)

[ 5] [Active 1 [ 1] 05Gi Util (1.0.0)

[ 6] [Active 1 [ 1] Service Binder (1.1.2)

[ 10] [Active 1 [ 1] HTTP Service {1.1.2)

[ 11] [Active 1 [ 1] Servlet (1.0.0)

[ 12] [Actiwve 1 [ 1] Safehaus Realm Admin (0.1.1)

[ 20] [Active 1 [ 1] Apache Backing S5tore (0.1.1)

[ 21] [Active 1 [ 1] Apache LDIF Loader (0.1.1)

[ 22] [Active 1 [ 1] Apache Configuration Admin Bundle (0.1.1)

[ 23] [Active 1 L 1] Apache MINA Network Service Registry (0.1.1)

[ 24] [Actiwve 1 [ 1] Apache LDAP Network Service (0.1.1)

[ 25] [Active 1 [ 1] Apache NTP Network Service (0.1.1)

[ 28] [Active 1 [ 1] Apache DNS Network Service (0.1.1)

[ 27] [Active 1 [ 1] Apache Kerberos Network Service (0.1.1)

[ 28] [Actiwve 1 [ 1] Apache Change Password Network Service (0.1.1)

[ 30] [Active 1 [ 1] JMX-MX4J Agent Service (2.0.2)

[ 31] [Active 1 [ 1] IJMX rmiregistry (2.0.4) "
[ 32] [Active 1 [ 1] JMX rmi connector (2.0.5) OSG]
[ 33] [Active 1 [ 1] 05Gi MBean (2.0.5) [ ] -
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Dependency Resolution with Service Binder

Sun JNDI

OSGi
Configuration Admin
Apache MINA (NIO) 1
ServiceRegistry. 2 InitialContextEactory.
{1.1) I b ilal

{requires}

DNS Protocol
Provider

{provides}
4 \ 5

ManagedServiceFactory DnsManagedFactoryMBean OSG h
' 1
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Service Binder Metadata

_[rootjosgi prezo/metadata.xml - gedit

File Edit View 5Search Tools Documents Help

) metadata.xml II
1<?xml version="1.0" encoding="UTF-8"7>
2 <!-—<IDOCTYPE bundle SYSTEM "metadata.dtd">-->
3 <bundle>
4 <component class="org.apache.dns.DnsServerFactory">
5 <provides service="org.osgi.service.cm.ManagedServiceFactory"/>
6 <provides service="org.apache.dns.DnsServerFactoryMBean"/>
7 <property name="service.pid" value="org.apache.dns.factory" type="string"/>
8 <reguires
9 service="org.apache.mina.registry.ServiceRegistry"
10 cardinality="1..1" policy="static"
11 /=
12 <requires
13 service="javax.naming.spi.InitialContextFactory"
14 cardinality="1..1" policy="static"
15 Vi
16 <reguires
17 service="org.osgi.service.cm.ConfigurationAdmin"
18 cardinality="0..n" policy="dynamic"
19 /> -
20 </component> O SGi
k21~;hundle> J Alliance




Configuration and Serving

1] JNDI EventDirContext Backing Store

2] OSGI ManagedServiceFactory

3] Apache DNS Server

4] MINA ServiceRegistry du=systen é
5] JNDI DirContext v A %
-

Config Admin 4——»- dc= example
/~/ ﬁ dc:com\

2 f y N\ N
DNS Factory. / DNS configuration b
< = y
E=—r QN DINSServers i

> OSGl

Alliance

MINA ServiceRegistry




DNS Configuration

IP port
10053 --> 53

“Active” partitions
example.com --> apache.org

Server Instance

service.pid: org.apache.dns.1
IP address: 192.168.0.1, port: 53
search base: dc=example,dc=com

service.pid: org.apache.dns.2

IP address: 10.0.0.1, port: 53 ™ OSCi

search base: dc=apache,dc=org Alliance




Configuration Admin with LDAP and DNS

s ﬁg::% & | B »| [0 el

ich

== -]

| Quick Search

|”':E Explore | @& Results I €4 Schema |

| B HTML view [ [ Tablie Editor |
H |

i@ world

| ¢ g system

o~ @lj admin

L cgnfiguratiun
o n;é.n interceptors
o ,ﬁﬂ. partitions
T s services

¢ &

£ org.apache.dns.?

¢ & dns
9 .:.2 forward lookup Zones
9 ngf:;n example.com
o= ®|3| Avwwexample.com
o= @D CMAMEWWwW. example.com
o= @D MX:example.com
o @D MNs:nsl.example.com
o ®|:| PTR:1.0.168.192.IN- ADDR.ARPA
o ®|:| S0Aexample.com
i o= ®|3| SRY:_ldap._tcp.example.com
o= &b reverse lookup Zones
o &, groups
o @ sysPrefRoot
o- 'f.':,u users

: attr_Tb ute e walle
JobjectClass extensibleOhject

{dhaseDn dc=example,dc=com

Jicn {org.apache.dns.l

lipAddress 1192.168.0.1

port 23

{service.factory Pid org.apache.dns.factory
Iservice.pid org.apache.dns.1

Submit ]| Reset |I Change Class || Properties |
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What's Next?

Apache Directory
1.0 Release by March 2006
Finer-granularity (core interceptors, Kerberos SAM)

Apache Felix
Configuration Admin (separate store, R4 update)
Prefs Admin, User Admin (typical LDAP data)
Apache

Critical mass of bundles
OBR/Update site
Cocoon, JAMES?, Geronimo? O 0O0SGY
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Thank youl!

ApacheCon US 2005 (December, San Diego, CA)
In-depth “realm control” with Apache Directory
Apache Directory Project
http://directory.apache.org
Apache Felix Project
http://incubator.apache.org/projects/felix.html
Safehaus HausKeys, Mitosis, TripleSec

http://hauskeys.safehaus.org/
http://mitosis.safehaus.org/
http://triplesec.safehaus.org/ <> OSG6i

Alliance




