Configuring resources in the application scope

In this section, we will discuss about the configurations that are already deployed and running in the server when the server is installed and started.

® Connection pools
© Embedded Derby Database connection pool
© Embedded ActiveMQ resource adapter

® Security
© geronimo-admin security realm

Connection pools

Apache Geronimo ships with embedded Derby database and ActiveMQ message broker. There are also connection pools that connect to Derby and
activeMQ configured to run in the installed server. The following sections discuss about various such configurations already running in the installed server.

Embedded Derby Database connection pool

Apache Geronimo ships with embedded Derby database. The Derby libraries are present in the server repository at <ger oni no_home>/ r eposi t ory

| or g/ apache/ der by. By default, a Derby database by name Syst enDat abase is created and the files related to the database are stored at <ger oni m
o_hone>/ var/ der by/ Syst enDat abase. Along with that, by default, server deploys a database connection pool over the Syst enDat abase with the
configuration name or g. apache. ger oni no. confi gs/ syst em dat abase/ 2. 1/ car. The name of the database connection pool is Syst enDat asour
ce. The configuration artifacts are stored at <ger oni no_hone>/ r eposi t or y/ or g/ apache/ ger oni no/ conf i gs/ syst em dat abase. The
deployment plan used for database connection pool is as follows.

SystemDatasource

<?xm version="1.0" encodi ng="UTF-8"?>
<connector xm ns="http://geroninp. apache. org/ xm /ns/j 2eel/ connector-1.2">
<dep: envi ronment xni ns: dep="http://geroni no. apache. or g/ xn / ns/ depl oynent-1. 2" >
<dep: nodul el d>
<dep: gr oupl d>or g. apache. ger oni no. confi gs</ dep: gr oupl d>
<dep: artifactld>system dat abase</dep: artifactld>
<dep: ver si on>2. 1</ dep: ver si on>
<dep: type>car </ dep: t ype>
</ dep: nodul el d>
<dep: dependenci es>
<dep: dependency>
<dep: gr oupl d>or g. apache. ger oni no. confi gs</ dep: gr oupl d>
<dep:artifactld>transacti on</dep:artifactld>
<dep: versi on>2. 1</ dep: ver si on>
<dep: type>car </ dep: t ype>
</ dep: dependency>
<dep: dependency>
<dep: groupl d>or g. apache. ger oni no. nodul es</ dep: gr oupl d>
<dep: artifactl|d>geroni no-derby</dep: artifactld>
<dep: ver si on>2. 1</ dep: ver si on>
<dep: type>j ar </ dep: t ype>
</ dep: dependency>
<dep: dependency>
<dep: gr oupl d>or g. apache. ger oni no. nodul es</ dep: gr oupl d>
<dep: artifactld>geronino-tinmer</dep:artifactld>
<dep: ver si on>2. 1</ dep: ver si on>
<dep: type>j ar </ dep: t ype>
</ dep: dependency>
<dep: dependency>
<dep: groupl d>or g. apache. der by</ dep: gr oupl d>
<dep:artifactld>derby</dep:artifactld>
<dep: versi on>10. 2. 2. 0</ dep: ver si on>
<dep: type>j ar </ dep: t ype>
</ dep: dependency>
<dep: dependency>
<dep: groupl d>or g. apache. der by</ dep: gr oupl d>
<dep:artifactld>derbynet</dep:artifactld>
<dep: versi on>10. 2. 2. 0</ dep: ver si on>
<dep: type>j ar </ dep: t ype>
</ dep: dependency>



<dep: dependency>
<dep: groupl d>or g. apache. der by</ dep: gr oupl d>
<dep:artifactld>derbyclient</dep:artifactld>
<dep: versi on>10. 2. 2. 0</ dep: ver si on>
<dep: type>j ar </ dep: t ype>
</ dep: dependency>
<dep: dependency>
<dep: groupl d>or g. tranqgl </ dep: gr oupl d>
<dep: artifactld>trangl - connect or-der by- enbed- xa
</dep:artifactld>
<dep: ver si on>1. 3</ dep: ver si on>
<dep: type>rar </ dep:type>
</ dep: dependency>
</ dep: dependenci es>
<dep: hi dden- cl asses/ >
<dep: non-overri dabl e- cl asses/ >
</ dep: envi ronnent >
<resour ceadapt er >
<out bound-r esour ceadapt er >
<connecti on-definition>
<connectionfactory-interface>j avax. sql . Dat aSour ce
</ connectionfactory-interface>
<connectiondefinition-instance>
<name>Syst enDat asour ce</ nanme>
<confi g-property-setting nane="User Nane"/>
<confi g-property-setting name="Password"/>
<config-property-setting nane="Dat abaseNane">
Syst enDat abase
</ config-property-setting>
<config-property-setting nane="Creat eDat abase" >
true
</ config-property-setting>
<connect i onmanager >
<xa-transacti on>
<transacti on-cachi ng/ >
</ xa-transacti on>
<si ngl e- pool >
<max- si ze>100</ max- si ze>
<bl ocki ng-ti meout-mlliseconds>
5000
</ bl ocki ng-ti meout-m|liseconds>
<sel ect - one- assune- mat ch/ >
</ si ngl e- pool >
</ connect i onmanager >
</ connectiondefinition-instance>
<connect i ondefinition-instance>
<nane>NoTxDat asour ce</ name>
<confi g-property-setting name="User Nanme"/>
<confi g-property-setting nane="Password"/>
<confi g-property-setting name="Dat abaseNane" >
Syst enDat abase
</ config-property-setting>
<confi g-property-setting name="Creat eDat abase" >
true
</ confi g-property-setting>
<connect i onmanager >
<no-transaction/>
<si ngl e- pool >
<max- si ze>100</ max- si ze>
<bl ocki ng-ti meout-mlliseconds>5000
</ bl ocking-tinmeout-mlliseconds>
<sel ect - one- assune- nmat ch/ >
</ si ngl e- pool >
</ connecti onmanager >
</ connectiondefinition-instance>
</ connecti on-definition>
</ out bound- r esour ceadapt er >
</ resour ceadapt er >
<gbean nane="Der bySyst enf
cl ass="org. apache. ger oni no. der by. Der by Syst enCBean" >
<reference name="Serverlnfo">



<nane>Ser ver | nf o</ nane>
</reference>
<attribute name="der bySyst enHone" >var/ derby</attribute>
</ gbean>
<gbean nane="Der byNet wor k"
cl ass="org. apache. ger oni no. der by. Der byNet wor kGBean" >
<r ef erence name="der bySyst ent >
<name>Der by Syst enx/ nane>
</reference>
<attribute name="host">| ocal host</attribute>
<attribute name="port">1527</attribute>
</ gbean>
<gbean nane="Der byLog"
cl ass="org. apache. ger oni no. der by. Der byLogGBean" >
<r ef erence name="Der bySyst enf' >
<name>Der by Syst enx/ nane>
</reference>
</ gbean>
<gbean nane="DerbyDriver"
cl ass="org. apache. geroni no. system util.JDBCDri ver Regi strati onGBean" >
<attribute name="driverC assNane">
org. apache. der by. j dbc. EnbeddedDri ver
</attribute>
</ gbean>
<gbean name="Derbyd ientDriver"
cl ass="org. apache. geroni no. system util.JDBCDri ver Regi strati onGBean" >
<attribute name="driverC assNane">
org. apache. derby. jdbc. dientDriver
</attribute>
</ gbean>
<gbean nane="Transacti onal Thr eadPool edTi mer" cl ass="org. apache. geroni no.ti nmer.j dbc
JDBCSt or eThr eadPool edTr ansact i onal Ti ner" >
<attribute name="repeat Count">5</attribute>
<ref erence name="Transacti onManager" >
<name>Tr ansact i onManager </ name>
</reference>
<r ef erence name="ManagedConnecti onFact or yW apper ">
<nanme>Syst enDat asour ce</ nane>
</reference>
<r ef erence name="Thr eadPool ">
<nane>Def aul t Thr eadPool </ nane>
</reference>
<dependency>
<name>Der by Syst enx/ nane>
</ dependency>
</ gbean>
<gbean nane="NonTransacti onal Thr eadPool edTi mer" cl ass="org. apache. geroni no. ti ner. j dbc
JDBCSt or eThr eadPool edNonTr ansact i onal Ti mer ">
<reference name="Transacti onManager" >
<name>Tr ansact i onManager </ name>
</reference>
<reference name="ManagedConnecti onFact or yW apper" >
<name>Syst enDat asour ce</ nane>
</reference>
<ref erence name="Thr eadPool ">
<nane>Def aul t Thr eadPool </ nane>
</reference>
<dependency>
<name>Der by Syst enx/ nane>
</ dependency>
</ gbean>
</ connect or >

1 The default namespace of the above XML document is ht t p: // ger oni no. apache. or g/ xni / ns/ j 2ee/ connect or - 1. 2. The XML
elements that do not have a namespace prefix belong to the default namespace.


http://geronimo.apache.org/xml/ns/j2ee/connector-1.2

After starting the server, the running database connection pool Syst enDat asour ce can be observed on the admin console from consol e

Navi gati on => Servi ces => Dat abase pool s. The resource adapter used to deploy the above database connection poolist r angl - connect or -
der by- enbed- xa- 1. 3. rar. The above plan is actually deployment plan of a outbound resource adapter. If the above plan is packaged along with the r ai
file, the xml content will be placed in META- | NF/ ger oni no-ra. xm of the archive.

Closely observe various configurations in the deployment plan. Many derby libraries in the server repository are mentioned as dependencies. After
configuring the outbound resource adapter, there are series of gbeans configured for the database connection pool.

Embedded ActiveMQ resource adapter

By default, a IMS resource adapter that connects to embedded activemq message broker is deployed and running in the apache geronimo server. This is
an outbound jms resource adapter that configures a connection factory and two message queues. The configuration name of the resource adapter is or g.

apache. ger oni no. confi gs/ acti veng-ral 2. 1/ car . The artifacts of the resource adapter are stored at <ger oni no_hone>/reposi tory/org
| apache/ ger oni no/ confi gs/ acti veng- r a. The deployment plan is as follows.

ActiveMQ RA



<?xm version="1.0" encodi ng="UTF- 8" ?>
<connector xm ns="http://geroni np. apache. org/ xml / ns/j 2ee/ connector-1.2">
<dep: envi ronnment xnl ns: dep="http://geroni no. apache. or g/ xm / ns/ depl oynent - 1. 2" >
<dep: nodul el d>
<dep: gr oupl d>or g. apache. ger oni no. confi gs</ dep: gr oupl d>
<dep:artifactld>activeng-ra</dep:artifactld>
<dep: ver si on>2. 1</ dep: ver si on>
<dep: type>car </ dep: t ype>
</ dep: nodul el d>
<dep: dependenci es>
<dep: dependency>
<dep: groupl d>or g. apache. ger oni no. confi gs</ dep: gr oupl d>
<dep:artifactld>activeng-broker</dep:artifactld>
<dep: ver si on>2. 1</ dep: ver si on>
<dep: type>car </ dep: t ype>
</ dep: dependency>
</ dep: dependenci es>
<dep: hi dden- cl asses/ >
<dep: non-overri dabl e- cl asses/ >
</ dep: envi ronment >
<r esour ceadapt er >
<r esour ceadapt er -i nst ance>
<r esour ceadapt er - nanme>Act i veMQ RA</ r esour ceadapt er - nane>
<confi g-property-setting name="Server Ul ">tcp://0.0.0.0:61616</ confi g-property-setting>
<confi g-property-setting name="User Nane" >ger oni no</ confi g- property-setting>
<confi g-property-setting name="Passwor d">geroni no</ confi g-property-setting>
<wor knmanager >
<gbean- | i nk>Def aul t Wr kManager </ gbean- | i nk>
</ wor kmanager >
</ resour ceadapt er-i nst ance>
<out bound-r esour ceadapt er >
<connecti on-definition>
<connectionfactory-interface>j avax.j ms. Connecti onFact ory</ connecti onfactory-interface>
<connectiondefinition-instance>
<name>Def aul t Acti veMQConnect i onFact or y</ nane>
<i nmpl enent ed- i nt er f ace>j avax. j ns. QueueConnect i onFact ory</i npl ement ed-i nterface>
<i npl enent ed-i nter face>j avax. j ns. Topi cConnect i onFact ory</i npl enment ed-i nterface>
<connect i onmanager >
<xa-transacti on>
<transacti on-cachi ng/ >
</ xa-transacti on>
<si ngl e- pool >
<max- si ze>10</ max- si ze>
<bl ocki ng-ti meout-nilliseconds>5000</ bl ocki ng-timeout-mlliseconds>
<mat ch- one/ >
</ si ngl e- pool >
</ connecti onmanager >
</ connectiondefinition-instance>
</ connecti on-definition>
</ out bound- r esour ceadapt er >
</ resour ceadapt er >
<adm nobj ect >
<admi nobj ect -i nt er f ace>j avax. j ms. Queue</ admi nobj ect -i nterface>
<admi nobj ect - cl ass>or g. apache. acti veng. command. Act i veMQQueue</ adm nobj ect - cl ass>
<admi nobj ect - i nst ance>
<nessage- desti nati on- name>NDBTr ansf er BeanQut Queue</ nessage- dest i nati on- nane>
<confi g-property-setting name="Physi cal Nane" >VDBTr ansf er BeanQut Queue</ confi g- property-setti ng>
</ adm nobj ect -i nst ance>
</ admi nobj ect >
<adm nobj ect >
<admi nobj ect -i nt er f ace>j avax. j ms. Queue</ admi nobj ect -i nterface>
<admi nobj ect - cl ass>or g. apache. acti veng. command. Act i veMQQueue</ adm nobj ect - cl ass>
<admi nobj ect - i nst ance>
<nessage- desti nati on- name>SendRecei veQueue</ nessage- dest i nati on- nane>
<confi g-property-setting name="Physi cal Nane" >SendRecei veQueue</ confi g- property-setting>
</ adm nobj ect -i nst ance>
</ admi nobj ect >
</ connect or >



1 The default namespace of the deployment plan is ht t p: // ger oni mo. apache. or g/ xml / ns/j 2ee/ connect or - 1. 2. The xml elements
that do not have a nhamespace prefix belong to default namespace.

The resource adapter used to deploy the above plan is <ger oni no_hone>/ r eposi t or y/ or g/ apache/ ger oni no/ nodul es/ ger oni npb- acti veny-
ral 2. 1. After the server is started, the running resource adapter can be looked up on the admin console from Consol e Navi gati on => Servi ces
=> JM5 Resour ce. We can also observe the connection factories and queues deployed by the resource adapter on the admin console.

Security

A Java EE application may consist of several components that can be deployed into different containers such as WEB container, EJB container,
WebServices container in a JEES server. This kind of deployment allows multi-tier applications that interact with one another to perform a given user task.
Multi-tier JEES applications can be secured by properly selecting authenticating mechanisms and designing authorization levels or roles. If the application
components use declarative security management, the authentication and authorization aspects are declared in corresponding JEES5 deployment
descriptors. The declared security roles or levels are mapped to real security roles or levels in the geronimo deployment plans through security realms. In
Apache Geronimo , the security realms abstract away authentication and authorization aspects of the application components. The authentication and
authorization together enable access control for the various components of the application.

Depending on the selected authenticating system, a JAAS login module is selected and configured in a security realm. JAAS login modules connect to
corresponding user/group repositories and perform authentication and retrieve authorization information. The Geronimo server provides login modules that
connect to different types of user/group repositories. These are PropertiesFileLoginModule, LDAPLoginModule, SQLLoginModule and CertificateProp
ertiesFileLoginModule.

For example, Geronimo uses geronimo-admin security realm to authenticate users when they login to the geronimo administration Console. The
deployment plan of the security realm is follows.

geronimo-admin security realm


http://geronimo.apache.org/xml/ns/j2ee/connector-1.2

geronimo-admin security realm

<modul e xm ns="http://geroni no. apache. org/ xm / ns/ depl oynent - 1. 2" >
<envi ronnent >

<nodul el d>
<gr oupl d>consol e. r eal nx/ gr oupl d>
<artifactl|d>geroni no-adm n</artifactld>
<versi on>1. 0</ ver si on>
<t ype>car </ type>

</ modul el d>

<dependenci es>
<dependency>
<gr oupl d>or g. apache. ger oni no. f r amewor k</ gr oupl d>
<artifactld> 2ee-security</artifactld>
<type>car</type>
</ dependency>
</ dependenci es>
</ envi ronnent >

<gbean name="ger oni no-adm n"
cl ass="org. apache. geroni no. security.real m GenericSecurityReal nf
xsi : type="dep: gbeanType"
xm ns: dep="http://geroni no. apache. or g/ xm / ns/ depl oynent - 1. 2"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<attribute name="real mNanme" >ger oni no- adm n</attri bute>
<ref erence name="Serverl|nfo">

<nane>Ser ver | nf o</ nane>
</reference>

<xml -ref erence nane="Logi nMdul eConfi guration">
<l og: I ogi n-config xm ns: 1 og="http://geronino. apache. org/ xm / ns/ | ogi nconfi g-2.0">
<l 0g: 1 ogi n-nmodul e control -fl ag="REQUI RED' wrap-princi pal s="fal se">
<l og: | ogi n- domei n- nane>ger oni no- adni n</ | og: | ogi n- donai n- name>
<l og: | ogi n- nodul e-cl ass>
or g. apache. geroni no. security.real m provi ders. Properti esFil eLogi nMdul e
</l og: | ogi n- modul e-cl ass>
<l og: opti on name="groupsURI ">var/security/groups. properties</|og: option>
<l 0g: opti on nanme="usersURlI ">var/security/users. properties</I|og:option>
</l og: | ogi n- nodul e>
</1o0g: | ogin-config>
</ xm -reference>
</ gbean>

</ modul e>

1 The default namespace of the above XML documentis ht t p: // ger oni no. apache. or g/ xni / ns/ depl oyment - 1. 2. The XML elements
that do not have a namespace prefix belong to the default namespace.

The above security realm is deployed over two property files <ger oni no_home>/ var/ security/users. properties andvar/ security/ groups.
properti es that contain user/group information using or g. apache. ger oni no. security.real m provi ders. Properti esFil eLogi nMdul e.
The Geronimo Administration Console is a web application that uses the above security realm for user authentication.

The security realm deployment plan is an XML file that uses http://geronimo.apache.org/xml/ns/deployment-1.2 schema for moduleld, dependency and
security realm GBean configurations. The XML file uses http://geronimo.apache.org/xml/ns/loginconfig-2.0 schema for login module configuration. All the
XML schema files (. xsd) are located at <ger oni no_hone>/ schema directory.

The following table provides the summary of user/group repositories and corresponding login modules in Apache Geronimo

User/Group LoginModule
Repository
Property files or g. apache. geroni no. security.real mproviders. PropertiesFil eLogi nMbdul e

Database or g. apache. geroni no. security.real mproviders. SQLLogi nMbdul e


https://cwiki.apache.org/confluence/display/GMOxDOC22/Introducing+Geronimo+Administration+Console
http://geronimo.apache.org/xml/ns/deployment-1.2
http://geronimo.apache.org/xml/ns/loginconfig-2.0
http://geronimo.apache.org/xml/ns/deployment-1.2

Ldap repository or g. apache. geroni no. security. real m provi ders. LDAPLogi nMbdul e
Certificate Repository org. apache. geroni no. security.real mproviders. CertificatePropertiesFil eLogi nMdul e

Any other User has to supply the custom JAAS nodul e. Admin consol e can be used to deploy a security
real mover custom JAAS | ogi n nodul es

Depending on the type of the login module, the options for configuration may change.

Once a security realm is deployed, it is available for any JEE5 application deployed in Geronimo to map declared roles to actual users/groups through a
Geronimo specific deployment plan.
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