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The following is the text of spamd/README, based off of revision 233282.

Please feel free to edit it as much as you like to make it more useful. Periodically the version in Subversion will be updated to incorporate some of the
changes.

To see the latest version in Subversion, click here

Feel free to write comments about your changes in the Comments section (at the bottom).

SpamAssassi n Daenpn

The purpose of this programis to provide a daenoni zed version of the
spanmassassi n executable. The goal is inproving throughput performance for
autonated mai|l checking. This docunent is a brief synopsis of how spant/spand
work, and how to use themeffectively.

spand is the workhorse of the spant/spand pair -- it loads an instance of the
spanassassin filters, and then listens as a daenon for incomng requests to
process nessages. By default, spand |listens on port 783, but this is

speci fiable on the command |i ne.

/*

* FIXME: The follow ng paragraph(s) have to be updated as childs are now
* pr e- spawned

*/

Wien spand receives a connection, it spawns a child to handl e the request.

The child will expect to read an email message fromthe network socket, which

shoul d then be closed for witing on the other end (so spand receives an ECF).

spand will then use SAto rewite the nmessage, and dunp the processed nmessage

back to the socket before closing the connection. The child process then dies.

In theory, this child-forking should be quite efficient, since on nost CSes
the fork will not actually copy any nmenory until the child attenpts to wite
to a menory page, and then only the dirty page(s) will be copied. This neans
the entire perl engine and the SA regular expressions, etc. will only be

| oaded once and then be reused by all the children, saving a |lot of overhead.

The dient: spant

spant is the client half of the pair. It should be used in place of

' spanmssassin' in scripts to process mail. It will read the mail from

stdin, and spool it to its connection to spand, then read the result back and
print it to stdout. spant has extrenmely |ow overhead in |oading, so it should
be nuch faster to | oad than the whol e spanassassin program (and a perl VM.

Installation

/*

* FIXME: This chapter has to be updated, 'make install' works, nore init
* scripts

*/

Sinply copy the two executables to where you want them Then, configure your
systemto run spand in the background, and where your nmiler invokes
' spamassassin' instead invoke 'spant'. It's that easy!

There's a Red Hat/Mandrake-style startup script called 'spamassassin'


https://svn.apache.org/viewcvs.cgi/\*checkout\*/spamassassin/trunk/spamd/README

inthis directory, suitable for installation in /etc/rc.d/init.d .

Security

Since spand effectively has both read and wite access on all of the nmail
whi ch passes through it , you may want to keep security in mind. Depending
on the nature of your set-up. If you are installing it on a site-w de
basis at |east sone caution is advisable.

System Level Security

spand has the facility to run as a non-root user, this has potential security
payoffs. If a fault is found in spand or spamassassin code, any third party
linked-libraries or inported perl nodules there is the potential for abuse of
both the running uid of spand, and the uid of the username supplied by spant
(and this could be any user).

Wien run as root, spand will change uid's to the user invoking spant in order
to read and wite to their configurations. This functionality is not possible
if spand does not run as root and is a disadvantage if you rely on this. If you
use nysql or LDAP for per-user configuration there is no reason in the world
to run as root, and this remains fully functional.

If you do not need to let your users define their own rules, nmintain
their own whitelists, or have non-world-readabl e hone and ~/.spanassassin
directories, then just set spand up to run with the "-u usernane" option.
Since spand can use auto-whitelisting, which requires it maintain a

dat abase of emmil addresses on-di sk, you should use a non-"root" but
non-"nobody" user: "mailnull" or "mail" are good choices, or even create a
"spand" user.

If you plan to use Razor or Pyzor, please note that they both rely on
their external configuration files in ~/.razor and ~/.pyzor being
readabl e, and Razor will try to wite to a log file in

~/ .razor/razor-agent.log that nust be witable (Razor will conplain about
"unbl essed references' in this case). You nay find the -H switch to spand
to be useful; it allows you to set a 'helper hone directory' that will be
used as $HOVE when external hel pers |ike Razor, Pyzor and DCC are run.

The Bayesi an C assifier

If you plan to use Bayesian classification (the BAYES rules) with spand,
you will need to either

1. nodify /etc/mail/spamassassin/local.cf to use a shared database of
tokens, by setting the 'bayes_path' setting to a path all users can read
and wite to. You will also need to set the 'bayes_file_npde' setting
to 0666 so that created files are shared, too.

2. Alternatively, let the users train their individual Bayes database.

http://wiki.apache. org/ spamassassi n/ Si t eW deBayesFeedback can be very
hel pful here.

We have inplenented an auto-learning algorithm (option 'bayes_auto_learn', on
by default) which can use high-scoring and | owscoring (options

' bayes_auto_l earn_t hreshol d_spani and ' bayes_auto_l earn_t hreshol d_nonspamn )
mails to inprove classification efficiency.

Security And User-Spoofing Clients

Si nce spand nmakes no effort to authenticate the usernane supplied by
spant, it is easily possible for malicious users invoking nodified



spant clients to nake spand

(1.) read (and hence deternine) the contents of other users configurations
(2.) change the contents of other users configurations (whitelisting)
(3.) grab CPUtine as that user -- this is an issue on ulimt'd systens

If users do not have the opportunity to invoke spant thensel ves, and

the network is secure, running spand as root is the preferred option

Be clear that the issues above dont affect you. Note: if you use nysq

or LDAP for per-user configuration on systens, you will remain vul nerable
to (1.) and (2.)

configuration: My sql . spamassassi n/ user_prefs
/\ /\
/ \ / \
can users connect? yes no yes no
| | ! |
| | / |
unsafe | / root prefered
| /

saf e as non-root

some deprecation

If you use spand across a network and spant connects from other hosts, you
shoul d ensure (as with all services) the security of your network segnents

Mail is sent as plaintext, and is prone to packet sniffing and spoofing
techniques if you are on an insecure network. If you cannot avoid this consider
using an encrypted transport |ayer, such as a VPN, ssh tunnel or sinmilar, or
using an SSL-enabl ed spant (see 'SSL Support' bel ow).

Per f or mance

So how nuch faster is this than just using 'spamassassin'? Wll, on ny 400Mi
K6-2 mail server, spamassassin process a 11689 byte nmessage in about 3. 36
seconds, spant/spand processes the same nessage in about 0.86 seconds, or about
4 tines faster. Wth bigger nessages, the difference is |ess pronounced; a
115855 byte nessage takes about 5 seconds with spamassassin, and 2.5 seconds
with spant/spand, or about 2 tinmes faster. However, if many nessages are being
processed in parallel, the spant/spand conbination will likely be rmuch nore
efficient, since spamassassin has nuch higher overhead starting up, and wll
consune nore non-shared nmenory than will spant/spand. For exanple, on the
115855 byte nessage, spant consunes *no* heap nenory (and very little on the
stack), where spamassassin uses over 15MB of heap space and a peak of 3.5M

In processing the 115855 byte nmessage 10 tinmes in parallel, spand uses just
22M of heap, with a peak of only 2.5M spanassassin woul d have used 150M

total, and a peak of up to 35Mto do this same job

Regar di ng how nuch resources to allocate for spand, Francesco Potorti reports
"On a Sun Utra60 with 512MB nenory, | found that 20 is a reasonabl e nunber
(for --max-children), and maybe it could be increased. In fact, the nenory
footprint of a single Perl interpreter for spand is about 20MB, but the tota
menory occupi ed by several concurrent spand processes is not nuch higher. In
peak activity periods, with | oad average around 15, nore than 13 spand
processes running or sleeping, and many other amavis and sendmail processes
active, the total nenory used was around 350MB, plus about 200MB on swap.'

Shared Library

spant can now be used as |ibspant.so; sinply run "make spand/|ibspant.so" at
the top level. Thanks to Liam Wddowson <liam@ nodes. org> for this patch

SSL Support



If you have the OpenSSL headers and libraries installed, you can build an
SSL- enabl ed version of spant or the spant shared library by running "nake
spand/ ssl spant" or "make spand/libssl spant.so". Thanks to Nate
<nate@s.w sc. edu> for this patch.

Bugs

There are no known bugs with this setup. Several reasonable sized sites
are now running it on their production mail systems. However, you should
still test it conpletely in *your environnent* before trusting all your
mail toit. |If you discover conpilation, runtine, or |oad-performance
bugs, please open a ticket at http://bugzilla.spamassassin. org/

NEW Presunmably the followi ng bug has been fixed, since I"'mrunning OS X Server v.10.4
wi th SpamAssassin and it appears to support DCC (use_dcc is 1 in local.cf).

There is/was an issue if you run spand using the standard perl installation
on Mac OS X and certain *BSD-flavored UNI X platforns. spamd will change
effective uid to the user calling spand for security reasons. Before
calling out to any external progranms (DCC and Pyzor, as of 3.0.0,) spand
will fork() and change the real uid to the same as the effective uid.
Unfortunately, the default perl in at |east Mac OS X, does not allow perl
programs to change the real uid so for security reasons the spand child
will die. To fix this issue, either disable the DCC and Pyzor rules,

or install a different version of perl which supports setuid() calls.

The default perl binary in FreeBSD had a sinilar issue when attenpting

to change the real uid. This has been worked around, but there coul d
be an issue such as the one in Mac OS X that we have not yet heard about.

Comments

Please enter comments here. You can type @"SIG@ to insert your signature. — DuncanFindlay <<DateTime(2005-08-22T02:45:30Z)>>


https://cwiki.apache.org/confluence/display/SPAMASSASSIN/DuncanFindlay
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