RelayedByDialup

How it works

This plugin checks if a mail has been delivered directly from a dialup-IP. It simply uses the last trusted received-line for the IP and the DNS-Names and
tries to find out if the IP-Number is somehow coded into the DNS.

Requirements

none.

Installation

Save the two files below in your local configuration directory.

Remarks

® Note that this is my first SA plugin, so any feedback is welcome
® This Plugin can only be a hint about spam, so don't set the score to high.

— Author: Lars Uffmann, lu at cachescrubber det org, converted to a module by Cord Beermann, cord@Wunder-Nett.org

Code

relayed_by_dialup.cf

| oadpl ugi n Rel ayedByDi al up /etc/spamassassi n/rel ayed_by_di al up. pm

header RELAYED BY_DI ALUP eval : rel ayed_by_di al up()
descri be RELAYED BY_DI ALUP Sent directly fromdynam c | P address
score RELAYED BY_Di ALUP 1

relayed_by_dialup.pm

# witten by Lars U fmann <lu -at- cachescrubber -dot- org>
# converted to a SA-nmpdul e by Cord Beernnann <cord@\Wnder - Nett. org>
# Licence: sane as Spamassassin

package Rel ayedByDi al up;

use Mail:: SpamAssassin;

use Mail:: SpamAssassi n:: Pl ugin;

use List::Uil gw(sum;

our @SA = gw Mai | :: SpamAssassin:: Pl ugin);

$dbg_text = 'dynamc_relay: ';

sub new {
ny ($class, $muilsa) = @;
$class = ref($class) || $class;

ny $self = $cl ass->SUPER: : new( $nwi | sa) ;

bl ess ($sel f, $class);

$sel f->register_eval _rule ("rel ayed_by_di al up");
return $self;

}

sub rel ayed_by_dial up {

ny ($self, $permsgstatus) = @;

ny $match = 0;

# we need the reveived header from _our_ first MX

# we can only match this if we have at |east 1 untrusted header

Mai | : : SpamAssassi n: : Pl ugi n: : dbg("dynam c_relay: starting");

unl ess ($pernsgstatus->{numrelays_untrusted} > 0) {
Mai | : : SpamAssassi n: : Pl ugi n: : dbg("dynam c_rel ay: numrel ays_untrusted undefined");
return O;



}

} else {

ny $relay = $pernsgstatus->{rel ays_untrusted}->[0];

Mai | : : SpamAssassi n: : Plugin::dbg ("dynam c_relay: mx="

if ($relay->{no_reverse_dns} || $relay->{rdns} eq

Mi | : : SpamAssassi n: : Pl ugi n: : dbg( $dbg_t ext

return O;

}

"cannot

Sy

if (_is_dynamc_ip($relay->{ip}, $relay->{rdns})) {

Mi | : : SpamAssassi n: : Pl ugi n: : dbg( $dbg_t ext

return 1;

}

Mai | : : SpamAssassi n: : Pl ugi n: : dbg( $dbg_t ext

return O;

}

sub _is_dynamc_ip {

}

ny @p =split(/\./, $_[0]);
ny $name = $_[1];
return 0 unl ess $nane;

# convert addresses in hex to dotted deci nal
", unpack("C",

$name =~ s/\b([a-f0-9]{8})\b/join(".
# try shorter suffixes of $IP
return 1 if _is_rr_dynam c_ip(join("
shift(@p);

return 1 if _is_rr_dynam c_ip(join("
return O;

# will lead to false positives ...
shift(@p);

return 1 if _is_rr_dynam c_ip(join(".

return O;

sub _is_rr_dynamic_ip {

ny $ip = $_[0];

ny $is_ip =$_[1];

# renove anything but digits >0
$is_ip =~ s/["1-9]//g;

# normalize the ip

ny $ip_test = $ip;

# renove anything but digits >0
$ip_test =~ s/[0.]//g;

ny $diff = length($is_ip) - length(S$ip_test);

return 0 if $diff < O;
ny $offset = O;

", ap).,

", ap).,

", @p),

"mat ch:

$rel ay->{by});

$rel ay->{ip}

"tried: " . $relay->{ip}

not ati on.

$nane) ;

$nane) ;

$nane) ;

ny $ip_test_sum= sum(0, split("", $ip_test));

do {

ny $test = substr($is_ip, $offset++,

ny $is_ip_sum= sum(0, split("", S$test));

return 1 if $is_ip_sum== $ip_test
} while ($diff--);
return 0O;

_sum

pack("H8",

I ength($ip_test));

$1)))/eq;

perform no rDNS");

$rel ay->{rdns});

$rel ay->{rdns});
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