glogin

gl ogi n Component

Available in Camel 2.3

The gl ogi n component is used by Camel applications outside Google App Engine (GAE) for programmatic login to GAE applications. It is part of the Cam
el Components for Google App Engine. Security-enabled GAE applications normally redirect the user to a login page. After submitting username and
password for authentication, the user is redirected back to the application. That works fine for applications where the client is a browser. For all other
applications, the login process must be done programmatically. All the necessary steps for programmatic login are implemented by the gl ogi n
component. These are

1. Get an authentication token from Google Accounts via the ClientLogin API.
2. Get an authorization cookie from Google App Engine's login API.

The authorization cookie must then be send with subsequent HTTP requests to the GAE application. It expires after 24 hours and must then be renewed.

URI format
gl ogi n:// host nane[ : port] [ ?opti ons]

The host nane is either the internet hostname of a GAE application (e.g. canel cl oud. appspot . com or the name of the host where the development
server is running (e.g. | ocal host ). The port is only used when connecting to a development server (i.e. when devMbde=t r ue, see options) and

defaults to 8080.

Options
Name Default Required Description
Value

clientN apache- false A client name with recommended (but not required) format <or gani zat i on>-

anme canel -2. x <appnane>- <ver si on>.

user Name nul | true (can alternatively be set via GLogi nBi ndi ng. GL.OG N_USER_NAME ' Login username (an email address).
message header)

password nul | true (can alternatively be set via GLogi nBi ndi ng. G.OG N_PASSWORD ' Login password.
message header)

devMbde fal se false If setto t r ue a login to a development server is attempted.

devAdni n fal se false If setto t r ue a login to a development server in admin role is attempted.

Message headers

Name Type Message Description
GLogi nBi ndi ng. String |in Overrides the hostname defined in the endpoint URI.
GLOG N_HOST_NAME
GLogi nBi ndi ng. String |in Overrides the user Name option.
GLOG N_USER_NAME
GLogi nBi ndi ng. GLOG N_PASSWORD ' String in Overrides the passwor d option.
GLogi nBi ndi ng. GLOG N_TOKEN String  out Contains the authentication token obtained from Google Accounts. Login to a development server does not set this
header.
GLogi nBi ndi ng. GLOG N_COXKI E String | out Contains the application-specific authorization cookie obtained from Google App Engine (or a development server).

Message body

The gl ogi n component doesn't read or write message bodies.

Usage

The following JUnit test show an example how to login to a development server as well as to a deployed GAE application located at http://camelcloud.
appspot.com.


https://cwiki.apache.org/confluence/display/CAMEL/GAE
https://cwiki.apache.org/confluence/display/CAMEL/GAE
https://cwiki.apache.org/confluence/display/CAMEL/gsec
http://krasserm.blogspot.com/2010/01/accessing-security-enabled-google-app.html
http://code.google.com/apis/accounts/
http://code.google.com/apis/accounts/docs/AuthForInstalledApps.html
http://code.google.com/appengine/docs/java/tools/devserver.html
http://code.google.com/appengine/docs/java/tools/devserver.html
http://code.google.com/apis/accounts/
http://camelcloud.appspot.com
http://camelcloud.appspot.com

GLoginTest.java

i mport org. apache. canel . Exchange;

i mport org.apache. canel . Processor;

i nport org. apache. canel . Producer Tenpl at e;

import org.junit.lgnore;

import org.junit.Test;

inport org.junit.runner. RunWth;

i mport org.springfranework. beans. factory. annot ati on. Aut owi r ed;

i mport org.springfranework.test.context. ContextConfiguration;

import org.springframework.test.context.junit4. SpringJUnit4d assRunner;

inport static org.apache. canel . conmponent. gae. | ogi n. GLogi nBi ndi ng. *;
import static org.junit.Assert.*;

public class GLogi nTest {
private ProducerTenplate tenplate = ...
@est

public void testDevLogin() {
Exchange result = tenpl ate.request("glogin://Iocal host: 8888?user Nane=t est @xanpl e. or g&devhMbde=t r ue",

null);
assert Not Nul | (result.getQut().getHeader (GLOd N_COXIE));
}
@est

public void testRenotelLogin() {
Exchange result = tenpl ate.request("glogin://canelcloud. appspot.cont, new Processor() {
public void process(Exchange exchange) throws Exception {
exchange. get I n() . set Header (GLOd N_USER_NAME, "repl acene@nmail.cont);
exchange. get I n(). set Header (GLOd N_PASSWORD, "repl acene");
}
s
assert Not Nul | (result.getQut().get Header (GLOd N_COXIE));

The resulting authorization cookie from login to a development server looks like

ahl ogi ncooki e=t est @xanpl e. org: fal se: 11223191102230730701; Pat h=/

The resulting authorization cookie from login to a deployed GAE application looks (shortened) like

ACSI D=AJKi YCE. . . XxhHOP_j R_V3; expires=Sun, 07-Feb-2010 15:14:51 GMI; path=/

Dependencies

Maven users will need to add the following dependency to their pom xni .

pom.xml

<dependency>
<gr oupl d>or g. apache. canel </ gr oupl d>
<artifactld>canel -gae</artifactld>
<ver si on>x. x. x</ ver si on>

</ dependency>
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