Adding Facebook Connect via Javascript SDK

Inspired by the older Facebook-Connect-Example | wrote a Login-panel for the new Facebook Javascript SDK.
For the REST-calls to the new Graph-API | use RestFB

| used mostly plain JavaScript, but you can put it easily into a wrapper for your convenience.

FacebookSigninPanel.html

<htm xnl ns:w cket >
<body>
<wi cket : head>
<script type="text/javascript" w cket:id="loginCallback"></script>
<script type="text/javascript" w cket:id="Iogout Call back"></script>
</ wi cket : head>
<wi cket : panel >
<fb: I ogi n-button autol ogoutlink="true" perns="enmil" >
</fb:1ogin-button>
<!-- Facebook- APl -->
<div id="fb-root">
</div>
<script wcket:id="FBapi"> <!-- calling Facebook API, init and check login -->
</script>
</ wi cket : panel >
</ body>
</htm >

The panel is as minimalistic as possible. You can simply put it on the header of your design and use it as login-indicator and -button or extend the code to
a more sophisticated login-page.

FacbookSignInPanel.java

package Xx.y.z.authentication;
import java.util.Map;

i mport org.apache. conmons. | oggi ng. Log;

i mport org.apache. conmons. | oggi ng. LogFact ory;

i nport org. apache. wi cket . Page;

i mport org.apache. wi cket. Request Cycl e;

i mport org.apache. wi cket. aj ax. Abstract Def aul t Aj axBehavi or;
i mport org.apache. wi cket. aj ax. A axRequest Tar get ;

i mport org.apache. wi cket. markup. ht nl . Javascri pt PackageResour ce;
i nport org. apache. wi cket. mar kup. ht m . basi c. Label ;

i mport org.apache. wi cket. mar kup. ht nl . panel . Panel ;

i mport org.apache. wi cket. nodel . Abstract ReadOnl yModel ;

i nport org. apache. wi cket. protocol . http. WbRequest Cycl e;
import x.y.z.AuthWbSessi on;
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| **

* Mnimalistic Panel for Facebook-Logi n- Managenent

* - as a single Button you can put into every Page
* - as a basis for a full-blown Login-Page

* @ut hor Markus Lachi nger <markus.|achinger aT gmail conp

*/

public class FacebookSi gnl nPanel extends Panel {
/**
* default SID
*/

private static final long serial VersionU D = 1L;
private static final Log | og = LogFactory. get Log( FacebookSi gnl nPanel . cl ass);


https://cwiki.apache.org/confluence/display/WICKET/Adding+Facebook+connect
http://www.restfb.com

Il
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/1

protected String apild = "your APl key";
protected String secret = "yourSecret"

/** Wapper to super() **/
publ i c FacebookSi gnl nPanel (String id) {

super (i d)

1

creat ePanel ();

}

| **

* This method w
*/

| oad t he Facebook- AP

public void createPanel () {
/1 Add and initialize Facebook- AP
add(Javascri pt PackageResour ce

. get Header Contri buti on("http://connect.facebook. net/en_US/all.js"))

StringBuffer sb = new StringBuffer()

sb. append("FB.init({")

sb. append
sb. append
sb. append
sb. append

("

(
(
("
(

appl d:
status:
cooki e:
xfbm :

sb. append("}):");

/'l set Event-Handler for Login and Logout
sb. append(" FB. Event . subscri be(' auth.login',
sb. append(" FB. Event . subscri be(' auth. | ogout'

"+ apild +"
true,");
true,");

true");

)

and manage | ogi n-states

function(respond){cal | Wcket Logi n(respond)});");
function(respond){cal | Wcket Logout(respond)});");

/1 1f the User is already logged in into Facebook, send this to Session

i f(!((Aut hwebSessi on)

}

sb
sb
sb
sb
sb
sb

sb

sb

sb

Label FBapi
FBapi . set EscapeModel Stri ngs(fal se)

add( FBapi

| **

)s

append("
append( "
append("
append("

. append(”
sb

append("

. append("
sbh

append("

.append("
sbh
sb. append("
sb. append("
sb. append("
sb

append( "

append("

= new Label (" FBapi "

get Session()).isSignedin()) {
append( " FB. get Logi nSt at us(function(response){")
append("if (response.session) {");
function(response){");
i f(response. session) {")

cal | Wcket Logi n(response);");
} else {");
FB. 1 ogi n(function(res) {");

FB. api (' / me',

D"
B
else {")
al ert (\"not
)
B

)
pr

)
)

cal | WcketLogin(res); }");

logged in\");");

sh.toString());

* Javascript-Wcket-Bridge that gets called after a successful |ogin
* cont ai ns Facebook-User| D, Facebook-Sessionld for i.e. JSON and
* AccessToken (QAut h2)

*/

final AbstractDefaul t Al axBehavi or | ogi nBehavi or = new Abstract Def aul t Aj axBehavi or () {
Aj axRequest Target target) {
handl eLogi nEvent Cal | back(t arget . get Page());

protected void respond(fina

}
3

add( | ogi nBehavi or) ;

| **

* Javascript-Wcket-Bridge that gets called after a | ogout occurred

*/

final Abstract Defaul t Aj axBehavi or | ogout Behavi or = new Abstract Def aul t Aj axBehavi or () {
Aj axRequest Target target) {
/11 og out the user but keep the session

protected void respond(fina

( (Aut hwebSessi on)

get Session()).signQut();



}
I
add( | ogout Behavi or) ;

Label | oginCallback = new Label ("I ogi nCal | back", new Abstract ReadOnl yModel <String>() {

@verride
public String get Oject() {
Char Sequence url = | ogi nBehavi or. get Cal | backUrl ();

StringBuffer sb = new StringBuffer();

sb. append("function call WcketLogi n(response) { \n");

sb. append(" if (response.session) {\n");

/loptional: check perm ssions here if all necessary are granted!

[l exanmpl e: (2010/6/1 @http://devel opers. facebook. conf docs/reference/javascri pt

/ FB. | ogi n)
/1 if (response. perms) {
/1 /1 user is logged in and granted sone perm ssions.
11 /'l perms is a comma separated |ist of granted perm ssions
/1 } else {
/1 /1 user is logged in, but did not grant any pernissions
/1 }

sb. append(" var wcall = wicket AjaxGet('");

sb. append(url);

sb. append(" &f bi d=' + response. session.uid +");

/] Sessionld in case you want to use the old API

sb. append(" & bsessi d=' + response. sessi on. sessi on_key +'");

/] AccessToken for new QAut h2- based requests

sb. append(" &f baccesst oken='+ response. sessi on. access_t oken");

sb. append(", function() { }, function() { });\n");

sb. append(" } else {\n");

sb. append(" alert(\"Sorry, there was sone kind of error
in the Facebook-1ogin. Please try again.\");");

sb. append(" I\n");

sb. append("}\n");
return sb.toString();
}
IO N
| ogi nCal | back. set EscapeMdel Stri ngs(fal se);
| ogi nCal | back. set Qut put Mar kupl d(true);
add( | ogi nCal | back) ;

Label | ogout Cal | back = new Label ("I ogout Cal | back", new Abstract ReadOnl yModel <String>() {

@verride
public String getject() {
Char Sequence url = | ogout Behavi or. get Cal | backUrl ();

StringBuffer sb = new StringBuffer();
sb. append("function cal | Wcket Logout (response) { \n");

sb. append("al ert (\"You have been | ogged out from facebook. W will log you out
too - see FAQ");");

sb. append(" var weal | = wicket Aj axGet (' ");

sb. append(url);

sb. append("*, function() { }, function() { });");

sb. append(" ")

return sb.toString();
}
IOF
| ogout Cal | back. set EscapeMddel Strings(fal se);
| ogout Cal | back. set Qut put Mar kupl d(true);
add( | ogout Cal | back) ;

}

public void handl eLogi nEvent Cal | back(Page p) {
Map<String, String[]> map = ((WebRequest Cycl e) Request Cycle.get()).get Request().
get Par anet er Map() ;

String uid = map.get("fbid")[0];
String accessToken = map. get ("fbaccesst oken")[0];

i f(!((AuthwWebSessi on) get Session()).signlnFacebook(accessToken, uid)) {
error("Sorry, sonething went wong with the Login - please try again.");

}



Here | add the Javascript-API from Facebook, listen to the login- and logout-triggers and check if the user is already logged in in Facebook but not at my
page (so no login-trigger will fire).

If the login is triggered, | extract the interesting data from the response (that is what the Facebook-javascript-request returned to me) and give it to the
Session.

The details are inline-commented.

AuthWebSession.java

package x.y.z.authentication;

inport java.util.List;
import java.util. Set;

i nport org. apache. commons. | oggi ng. Log;

i mport org.apache. commons. | oggi ng. LogFact ory;

i nport org. apache. wi cket. Request ;

i mport org.apache. wi cket. Sessi on;

i mport org.apache. wi cket. W cket Runti meExcepti on;

i nport org. apache. wi cket. aut henti cati on. Aut henti cat edWebSessi on;
i mport org.apache. wi cket. authorization. strategies.role. Rol es;

i mport org.apache. wi cket.injection.web.|njectorHol der;

i mport org.apache. wi cket.spring.injection.annot. SpringBean;
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i nport com restfb. Def aul t Facebookd i ent;
import comrestfb. Facebookd i ent;

inport com restfb. FacebookExcepti on;
inport comrestfb.types. User;

| *x*

*

* @uthor Markus Lachinger <markus.|achinger &aT gmail cone

*
*/
public class Aut hWebSessi on extends Aut henticat edWebSession {

/** User| D in database */
private long userld = -1;

/** facebook-account? */
private bool ean facebookAcc = fal se;

/** Access-Token for Facebook- REST-Api */
private String fbToken = null;

/** Fixed Serial VersionU D */
private static final long serial VersionUD = 1L;

/** Logger */
private Log | og = LogFactory. get Log( Aut hWebSessi on. cl ass);

/**
* @eturn Current authenticated web session
*/
public static AuthenticatedWebSession get() {
return (AuthenticatedWbSessi on) Session.get();

}

| **

* Constructor sets Spring-Injector

* @aram request
* Webr equest



*/
publ i c Aut hWebSessi on( Request request) {

super (request);

I njectorHol der.getlnjector().inject(this); //Spring Annotations
}

/**

* Wapper nmethod for signin in a User via his Facebook-account

*

* @ar am accesst oken

* @aram uid

* @eturn

*/

publ i c bool ean signl nFacebook(final String accesstoken, final String uid) {
bool ean status = aut henticat eFacebook(accesstoken, uid);
signln(status);
return status;

}

| **

* The user |ogged in at facebook.

* @ar am accesst oken

* Access- Token for OAut h2- REST- Api of Facebook
* @aram uid

* U que User-1D in facebook

* @eturn successfuly changend Session

*/

publ i c bool ean aut henti cat eFacebook(String accesstoken, String uid) {
I ong ui dLong = Long. parseLong(uid);

if(isSignedin() & userld!=uidLong) {
//wong user in current sesson
signQut ();
repl aceSessi on();

}

userld = uidLong;
f acebookAcc = true;
fbToken = accesst oken;

Facebookd ient fbdient = new Defaul t Facebookd i ent (accesst oken);
try {
User u = fbCient.fetchObject("ne", User.class);
/1 get some data of the User...
/li.e. check if user is already in database, add/update entry
/] user-picture via String picLink = u.getLink()+"/picture"
/lu.getPic doesn't seemto work for ne
} catch (FacebookException e) {
| og. error (" Facebook- REST-error for uid:"+ uid +" token:"+ accesstoken,
return fal se;

}

return true;

| *x*

* Authenticates this session using the given emuil-address and password

* @aram emi |
* @aram passwor d
* @eturn True if the user was authenticated successfully

*/
@verride
public bool ean authenticate(final String enmail, final String password) {
//possibility to do the usual usernane/password-|ogin
}
@verride

public Roles getRoles() {
//get the roles @ee AuthenticatedWbSession
}

e);



/**
* @eturn Id of the user logged in with this session
*/
public long getUserld() {
if (isSignedin()) {
return userld;
} else {
return -1;
}
}

public void signQut() {
super. si gnQut ();
user | d=-1;

My Session uses AuthenticatedWebSession (auth-roles) as base.
Here | handle the login or logout and take care about things like a different user-ID for already logged-in user (another user logged into Facebook while our
page was not refreshed in between)

Just add it like this:

FacebookSi gnl nPanel x = new FacebookSi gnl nPanel ("si gnl nPanel ") ;
add(x) ;

Errors that can occurr:
® Facebook API-Error 100:
APl Error Code: 100

APl Error Description: Invalid paraneter
Error Message: next is not owned by the application.

Solution: Add a Post-Authorize Rederict URL in you Facebook-App
see: Scott Murphy's Blog

| hope this is useful for you,
Markus

Updates:
® 2010/6/10:

* Added createPanel () to the constructor.
* Added common Bug APl Error 100


http://wicket.apache.org/docs/1.4/org/apache/wicket/authentication/AuthenticatedWebSession.html
http://www.scottmurphy.info/facebook-api-next-is-not-owned-by-the-application
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