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Introduction

CXF 2.5.0 introduces an initial support for securing JAX-RS clients and endpoints with XML Signature and XML Encryption.
This is a work in progress and the enhancements will be applied regularly. Support for the alternative signature and encryption technologies will also be
provided in due time.

Maven dependencies

<dependency>
<gr oupl d>or g. apache. cxf </ gr oupl d>
<artifactld>cxf-rt-rs-security-xnm </artifactld>
<versi on>2.5. 2</ versi on>

</ dependency>

Backwards compatibility configuration note

From Apache CXF 3.1.0, the WS-Security based configuration tags used to configure XML Signature or Encryption (“ws-security-*") have been changed to
just start with "security-". Apart from this they are exactly the same. Older "ws-security-" values continue to be accepted in CXF 3.1.0. To use any of the
configuration examples in this page with an older version of CXF, simply add a "ws-" prefix to the configuration tag.

XML Signature

XML Signature defines 3 types of signatures: enveloped, enveloping and detached. All the three types are supported by CXF JAX-RS.

New Starting from CXF 2.5.2 it is also possible to add XML Signatures on the server side and get them validated on the client side.

Enveloped signatures

Payload:


http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/TR/xmldsig-core/

<Book | D="4bd59819- 7b78- 47a5- bb61- cc08348e9d48" >
<i d>126</i d>
<name>CXF</ nanme>

<ds: Si gnature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xml - ¢14n-20010315"/ >
<ds: Si gnat ureMet hod Al gorithnme"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Reference URI ="#4bd59819- 7b78- 47a5- bb61- cc08348e9d48" >
<ds: Transf or ms>
<ds: Transform Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnature"/>
<ds: Transform Al gori thm="htt p://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transf or ne>
<ds: Di gest Met hod Al gorithm="http://ww. w3. org/ 2000/ 09/ xni dsi g#shal"/>
<ds: Di gest Val ue>eFduzs6Cgl/ Wi6j agUnr 8vRYxHY=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>DLD+WUB5G+Q+H SNoM 11 7t OCAZA] d3l YE84sBGU5t uM zbwxKO gg10g2F1SUbpuj y1CZZ9BPk QNA+gA1CHA
FE3ui Bzp3DDSW 605! 6Q76C 0XI 28yl O7OLOCY+g2nbPOW ERFWON9f 9nni VKbduz6YQHj v6cNLd8pf 4+k2U3g=</ ds: Si gnat ur eVal ue>

<ds: Keyl nf 0>
<ds: X509Dat a><ds:
X509Certificate>M | CG CCAYOgAW BAgl ESVRgATANBgk ghki GOw0BAQUFADAZ MRMVEQYDVQRKEWphe GFj aGUub3J nMmvCg YDVQQL
EwNl brrex D AVBgNVBAMI BWN4 ZiNh VB4 XDT ¢ WVDEWMT AWVDAWVIF0 XDT VA MDEX OT Az MTQAMNL owvz ETVBEGALUEChIVKYXBh Y2hi LBy Zz EMVA0GALUE
Cx MDZWBnMAWDAYDVQ
QDEWhbd j ZTCBnz ANBgkghki GOwWOBAQEFAAOB] QAWYYKCgYEAVU747/ VShQB5f 16DGSc41 xh9PVpGguy Eqr Cs K8q9XHOYX9I 9
/ g5WEC6Zc R2Fwf NsoaHc KNPj d5s STz Vit
BWI f BEf | gwTR7vui hOxyNTwEz\VW Jzvo7p8/ aYxk+VdBt Qxq4Unel cf
/i FkUbMLcZ1oi XRQzci RBi +C1BQCQE0qzs CAWEAAaM? MDkwl QYDVROSBBowd | WTk9UX0ZPUI
9QUK9EVUNUSUIOX1 VTRTAUBgNVHREEDTALggl sb2NhbGhvc3QnDQYJKoZI
hvcNAQEFBQADg YEAhLWkm+8ps Kt 4gnbi kGzVOTgpSWEc WkWKBi +z8t | 2n6hFA5v1j VHHa4@h3s0nx@TewzeR
/ k7gmgV2s1 483Ngr YHnTmLKaDBWz a2 p AuZuDhQH8 GAEh
JakFt KBP++EC9r NNpZngqgHxx3qb2t W25qRt BzDnK921gg9PMomME 7uqRQ=</ ds: X509Cer ti fi cat e>
</ ds: X509Dat a>

<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>vu747/ VShQB5f 16DGSc41 xh9PVpGguy Eqr Cs K8q9XHOYX9I 9
/ g5WEC6Zc R2Fwf NsoaHc KNPj d5sSTzVt BWQ f BEf | gwTR7vui hOxy NTw
EzVW Jzvo7p8/ aYxk+VdBt Qxg4Unel cf /i FkUoMLcZ1oi XRQzci RBi +C1BQCQEOqzs=</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>

</ Book>

Note that the Book root element is signed including its name and id children, and a signature ds:Reference links to Book.

Server Configuration fragment:



<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean i d="xm Si gHandl er" cl ass="org. apache. cxf.rs.security.xm .Xnl Si gl nHandl er"/>
<bean id="xm Si gQut Handl er" cl ass="org. apache. cxf.rs.security.xnl .Xm Si gQutlnterceptor"/>

<j axrs:server address="/xm sig">
<j axrs: servi ceBeans>
<ref bean="serviceBean"/>
</jaxrs:servi ceBeans>
<l--
Required for validating the in signature and renoving it fromthe payl oad.
It also persists the signature on the current Message whi ch can be disabl ed.
.-
<j axrs: provi der s>
<ref bean="xm Si gHandl er"/>
</jaxrs: provi ders>
<l--
Required for adding a new signature to the outbound payl oad
-->
<j axrs:outlnterceptors>
<ref bean="xmnl Si gQut Handl er"/>
</jaxrs:outlnterceptors>

<j axrs:properties>
<entry key="security.callback-handl er"
val ue="or g. apache. cxf.systest.jaxrs.security. sanl . Keyst orePasswor dCal | back"/>
<entry key="security.signature.properties”
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
</jaxrs:properties>
</jaxrs:server>

Note that org.apache.cxf.rs.security.xml.XmiSiginHandler is responsible for validating the signature attached to the inbound payload and is capable of
processing all 3 types of XML Signature.

org.apache.cxf.rs.security.xml.XmlSigOutInterceptor is responsible for adding a new signature to the outbound payload.

Client code:



String address = "https://| ocal host: 8080/ xm si g/ bookst or e/ books";
JAXRSO i ent Fact or yBean bean = new JAXRSO i ent Fact or yBean() ;
bean. set Addr ess(address);

/] setup properties
Map<String, Object> properties = new HashMap<String, Object>();
properties.put("security.callback-handl er",

"org. apache. cxf. systest.jaxrs.security.sanl . Keyst orePasswordCal | back");
properties. put("security.signature.usernane", "alice");
properties.put("security.signature. properties"”,

"org/ apache/ cxf/ systest/jaxrs/security/alice.properties");
bean. set Properties(properties);

/1 add the interceptor which will add a signature to the outbound payl oad
Xm Si gQut I nterceptor sigQutlnterceptor = new Xm Si gQutlnterceptor();
bean. get Qut I nterceptors().add(sigQutlnterceptor);

/1 add the interceptor which will validate a signature in the inbound payl oad
Xm Siglnlnterceptor siglninterceptor = new Xm Siglnlnterceptor();
bean. get I nl nterceptors().add(siglnlnterceptor);

/1 load a bus with HTTPS configuration:
SpringBusFactory bf = new SpringBusFactory();
Bus bus = bf.createBus(configlLocation);

bean. set Bus(bus);

/1 use Webdient (or proxy) as usual

WebCl i ent wec = bean. createWebC ient();
Book book = wc. post(new Book("CXF", 126L), Book.cl ass);

Spring configuration can also be used.
Please also check Secure JAX-RS Services on how HTTPS can be configured from Spring.

Enveloping signatures

Payload:


https://cwiki.apache.org/confluence/display/CXF20DOC/Secure+JAX-RS+Services

<ds: Si gnature xm ns:ds="http://ww:.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n- 20010315"/ >
<ds: Si gnat ureMet hod Al gorithn="http://ww. w3. or g/ 2000/ 09/ xnm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#88e688e6- 6512- 406f - 9e88- a58e5d781f f 0" >
<ds: Transf or ms>
<ds: Transform Al gorithnm="http://ww. w3. or g/ 2001/ 10/ xml - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww:.w3. org/ 2000/ 09/ xm dsi g#shal"/>
<ds: Di gest Val ue>Cq3zl| 3t 3DgWIvuZ+4Et ZgGs4i kk=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o><ds: Si gnat ur eVal ue>NvcCS8vx3YJkc8f HM 8bQkC+l wasC60wi S7Hf KSnBt +6Tt YAM/ TRbYx Suqf CTkF4
VBl dW zI 6UngON592Ff Jdbvr gE2CusCkl ybr P7BBnP7zTSVOG H4/ 60L6CbkhGPkMNoKzwAV+zgF7Z0+F7ngsz5ZUWEX/ GNETNTTt Yt cf TO=<
/ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate><!-- Omtted for brevity--></ds: X5609Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue><ds: Mbdul us>vu747/ VSh@85f 16DGSc4l xh9PVpGguy Eqr Cs KBq9XHOYX9l 9/ g5WEC6Zc R2Fwf NsoaHcKNPj d5s ST
zVt BWg f BEf | qWTR7vui hOxyNTwEzVW Jzvo7p8/ aYxk+VdBt Qxq4Unel cf /i FkUbMLcZ1loi XRQzci RBi +C1BQCQEOqzs=</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf o>
<ds: Obj ect | D="88e688e6-6512- 406f - 9e88- a58e5d781f f 0" >

<Book>
<i d>126</i d>
<nanme>CXF</ nane>
</ Book>
</ ds: Obj ect >
</ ds: Si gnat ur e>

This time the signature is enveloping the Book element using a ds:Object wrapper which ds:Reference links to.
Server Configuration fragment is identical to the one shown in the Enveloped signatures section.

Client code is nearly identical to the one shown in the Enveloped signatures section except that XmiISigOutinterceptor need to have an additional property
set:

/1 add the interceptor dealing with adding a signature
Xm Si gQutlnterceptor siglnterceptor = new Xnl Si gQutlInterceptor();
siglnterceptor.setStyl e("envel opi ng");

Detached signatures

Payload:



<env: Envel ope xml ns: env="http://org. apache. cxf/rs/env">

<Book | D="e9836bc2-ch5a-453f-b967- a9ddbaf 9a6de" >
<i d>125</i d>
<nanme>CXF</ name>
</ Book>
<ds: Si gnature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithn¥"http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315"/ >
<ds: Si gnat ur eMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/>
<ds: Ref erence URI ="#e9836bc2- cb5a- 453f - b967- a9ddbaf 9a6de" >
<ds: Transf or ms>
<ds: Transform Al gorithn="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>Pxz77H g6l / MRsJz4gi xkaMt Yl =</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>JSwgi VqZT1Et J9xqt b90j uS54pvZguzFMvhe7cQy GMPDvBW b65aAAl f Vx
/ PnFB7Tuy 4qB4z gNFCz OaHl hDur NPONYB7PEz FsA3v
3vSyEcHnpUhud4lxnBvj TSHWEKbuz gX0dHeki zuUef bf zG5Wl uVPnOgj ashr nBDI hf Ef +Hyg=</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate><!--Ormitted for Brew ty--></ds: X509Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>vu747/ VShQ5f 16DGSc4| xh9PVpGguy Eqr Cs K8q9XHOYX9I 9
/ g5WEC6Zc R2Fwf NsoaHc KNPj d5s STzt BWrQ) f BEf | qwTR7v
ui hOxyNTwWEzVW Jzvo7p8/ aYxk+VdBt Qxgq4Unel cf /i FkUbMLcZ1oi XRQzci RBi +C1BQCQEOqzs=</ds: Mbdul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>

<sanl 2: Assertion xm ns: sam 2="ur n: oasi s: nanes: tc: SAM.: 2. 0: assertion" xm ns: xs="http://ww. w3. org/ 2001
/ XM_Schena"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" | D="_E462768C678896CE9913202742137181"
| ssuel nstant ="2011-11- 02T22: 50: 13. 718Z" Versi on="2. 0" xsi:type="sanl 2: Asserti onType">
<sanl 2: | ssuer >htt ps://idp. exanpl e. or g/ SAML2</ sanl 2: | ssuer >

<ds: Si gnature xml ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<l--
Envel oped/ enbedded SAM. Assertion XM. Signature is omtted for brevity
See the JAX-RS SAML section for nore info

-->

</ ds: Si gnat ur e>

<l-- the rest of SAML assertion -->

</ sam 2: Assertion>
</ env: Envel ope>

Note that the whole payload is enveloped by a configurable element wrapper. The Book instance is one part of the envelope and it's signed by a detached
signature (see the first ds:Signature, with its ds:Reference linking to Book). The envelope also has an embedded SAML assertion which has its own
enveloped signature.

The instance of org.apache.cxf.rs.security.xml.XmiSiginHandler will handle a detached XML signature of the Book XML fragment on the server side. See
the JAX-RS SAML for more info on how to deal with SAML assertions.

Client code is nearly identical to the one shown in the Enveloped signatures section except that XmlISigOutinterceptor need to have an additional property
set:

/1 add the interceptor dealing with adding a signature
Xm SigQutlnterceptor siglnterceptor = new Xml Si gQutlInterceptor();
siglnterceptor.setStyl e("detached");


https://cwiki.apache.org/confluence/display/CXF20DOC/JAX-RS+SAML

Customizing the signature

org.apache.cxf.rs.security.xml.XmlSigOutinterceptor manages the creation of the signature on the client side.
The following properties can be set on it at the moment:

"style": possible values are "enveloped" (default), "enveloping” and "detached"

"envelopedName™: only used with the "detached" style, default is "{http://org.apache.cxf/rs/env}Envelope"
"signatureAlgorithm": default is "http://www.w3.0rg/2000/09/xmldsig#rsa-shal"

"digestAlgorithm™: default is "http://www.w3.0rg/2000/09/xmldsig#shal"

Signature Key Info Validation
By default ds:Signature is expected to contain ds:Keylnfo element.
Setting a "keyIlnfoMustBeAvailable" property to false on the out interceptors will lead to Keylnfo not included.

If the same property is set to false on the in interceptors then either an authenticated Principal name or a default store alias will be used to load the
certificate for validating the signature.

XML Encryption

Encrypting XML payloads makes it possible to drop a requirement for HTTPS.

Here is a payload example:

<xenc: Encrypt edDat a xni ns: xenc="htt p://wwm. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod Al gorithn¥"http://ww. w3. org/ 2001/ 04/ xm enc#aes128-chc"/ >
<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#" >
<ds: Retrieval Met hod Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Encr ypt edKey"/ >
<xenc: Encrypt edKey | d="EK- B353DDCEE7C575B6A213203188664772" >
<xenc: Encrypti onMet hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p"/ >
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate><!-- Omtted for brevity --></ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
<xenc: G pher Dat a><xenc: C pher Val ue>t Pt Zz4pnVWjuaV2a7Qy+Vr HoeWWk 3Eu5Jnu3RHz 5r CDB
/ MLy G6r Barrhi t 03J2xWaV52z Ut DAPEj 8sr 40y5y2KLB09HU3171 bQ i nePabUpd
+DLnwWNN5i HZpHWI Pf ndkh07JdYZSr MvgOvJ 3f qr NJ+LQeLzZDneT8sClvRyhSDU=</ xenc: C pher Val ue>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf o>
<xenc: Ci pher Dat a>
<xenc: G pher Val ue>3ZP@BSapAxemIwgGs8sWh+r 8B5SMRf / DZ2w/ REswgl 0zr 8kpk0x4t ay C5hl 71 bSE8CPQYYHX8s XVnUFUoHO JA==<
/ xenc: Ci pher Val ue>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edDat a>

Here is a server configuration fragment:


http://org.apache.cxf/rs/env

<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean i d="xm Si gl nHandl er" cl ass="org. apache. cxf.rs.security.xm .Xnl Si gl nHandl er"/ >
<bean id="xm Encl nHandl er" cl ass="org. apache. cxf.rs.security.xm .Xm Encl nHandl er"/>

<j axrs:server address="/xm sig">
<j axrs: servi ceBeans>
<ref bean="serviceBean"/>
</jaxrs:servi ceBeans>
<j axrs: provi der s>
<ref bean="xm EncHandl er"/>
<ref bean="xm Si gHandl er"/>
</jaxrs:providers>
<j axrs:properties>
<entry key="security.call back-handl er"
val ue="or g. apache. cxf.systest.jaxrs.security. sam . Keyst or ePasswor dCal | back"/ >
<entry key="security.encryption.properties"
val ue="or g/ apache/ cxf/ systest/jaxrs/security/bob. properties"/>
<entry key="security.signature.properties"
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
</jaxrs:properties>
</jaxrs:server>

This configuration supports receiving signed and then encrypted XML payloads.

The code:

String address = "https://1ocal host: 8080/ xnl encrypti on/ bookst or e/ books";
JAXRSCl i ent Fact oryBean bean = new JAXRSC i ent Fact or yBean() ;
bean. set Addr ess(address);

/] setup properties
Map<String, Object> properties = new HashMap<String, Object>();

properties. put("security. call back-handl er",
"org. apache. cxf. systest.jaxrs.security.sanl . KeystorePasswordCal | back");
properties.put("security.encryption.usernane", "bob");
properties. put("security.encryption. properties",
"or g/ apache/ cxf/ systest/jaxrs/security/bob. properties");

/1 if signature required:
properties.put("security.signature.usernanme", "alice");
properties. put("security.signature. properties"”,
"org/ apache/ cxf/systest/jaxrs/security/alice.properties");

bean. set Properties(properties);

/1 if signature required: add the interceptor dealing with adding a signature
Xm SigQut I nterceptor siglnterceptor = new Xnl Si gQutInterceptor();
bean. get Qut I nterceptors().add(siglnterceptor);

/1 add the interceptor dealing with the encryption

Xm EncCQut I nt erceptor enclnterceptor = new Xnl EncQut |l nterceptor();
encl nterceptor.set Synmetri céncAl gorithm("http://ww.w3. org/ 2001/ 04/ xm enc#aes128-chc");
bean. get Qut I nterceptors().add(enclnterceptor);

/1 use Webdient (or proxy) as usual

WebCl i ent wec = bean. createWebC ient();

Response r = wc. post (new Book("CXF", 126L), Book.class);
assert Equal s(200, r.getStatus());

Note that XmIEncOutlnterceptor interceptor has a "symmetricEncAlgorithm" property set to a weaker type just to get CXF tests passing.

The actual application client code does not expect a payload such as Book back but if it did then configuring the server to encrypt the response would be
straightforward:



<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean i d="xm Si gl nHandl er" cl ass="org. apache. cxf.rs.security.xm .Xnl Si gl nHandl er"/ >
<bean id="xm Si gQut Handl er" cl ass="org. apache. cxf.rs.security.xnl .Xm Si gQutlnterceptor"/>

<bean i d="xm Encl nHandl er" cl ass="org. apache. cxf.rs.security.xm .Xnl Encl nHandl er"/ >

<bean i d="xm EncQut Handl er" cl ass="org. apache. cxf.rs.security.xm .Xm EncCQut | nterceptor">
<property name="symmetri cEncAl gorithnm val ue="aes128-cbc"/>

</ bean>

<j axrs:server address="/xm sec">
<j axrs: servi ceBeans>
<ref bean="serviceBean"/>
</jaxrs:servi ceBeans>
<j axrs:providers>
<ref bean="xm Encl nHandl er"/>
<ref bean="xnl Si gl nHandl er"/ >
</ jaxrs: providers>
<j axrs:outlnterceptors>
<ref bean="xm Si gQut Handl er"/>
<ref bean="xm EncQut Handl er"/ >
</jaxrs:outlnterceptors>
<j axrs: properties>
<entry key="security.callback-handl er"
val ue="org. apache. cxf.systest.jaxrs.security. sam . Keyst or ePasswor dCal | back"/>
<entry key="security.encryption.properties"
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
<entry key="security.signature.properties"”
val ue="or g/ apache/ cxf/ systest/jaxrs/security/bob. properties"/>

</jaxrs:properties>
</jaxrs:server>

Now the client code can be updated to expect an encrypted and signed Book back:

/'l Use the previous code fragment, add the in interceptors:

Xm Encl nl nterceptor enclnlnterceptor = new Xm Enclnlnterceptor();
bean. getI nlinterceptors().add(enclnlnterceptor);

Xm Si gl nlnterceptor siglnlnterceptor = new Xnl Si gl nlnterceptor();
bean. getI nlnterceptors().add(siglnlnterceptor);

Using the request signature certificates for the encryption
From CXF 2.6.1 and 2.5.4:

When multiple clients are posting the encrypted and signed payloads, the following configuration will lead to the request signature certificates being utilized
for encrypting the symmetric key used to encrypt the response:



<l-- server -->
<j axrs: server>
<j axrs:properties>
<entry key="security.call back-handl er"
val ue="org. apache. cxf.systest.jaxrs.security. sam . Keyst or ePasswor dCal | back"/ >
<entry key="security.encryption.properties"
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
<entry key="security.encryption.usernanme" val ue="useReqSi gCert"/>
<entry key="security.signature.properties"
val ue="or g/ apache/ cxf/systest/jaxrs/security/bob. properties"/>

</jaxrs:properties>
</jaxrs:server>
<jaxrs:client>
<j axrs:properties>
<entry key="security.call back-handl er"
val ue="or g. apache. cxf. systest.jaxrs. security. sanm . Keyst or ePasswor dCal | back"/ >
<entry key="security.encryption.properties"”
val ue="or g/ apache/ cxf/systest/jaxrs/security/bob. properties"/>
<entry key="security.encryption.usernane" val ue="bob"/>
<entry key="security.signature.properties"”
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
<entry key="security.signature.usernane" value="alice"/>
</jaxrs:properties>
</jaxrs:client>

The "security.encryption.username" server property is set to "useReqSigCert".
Note that the client configuration assumes Alice (with its alice.properties) represents a given client, Bob (with its bob.properties) - the receiver/server.

On the server side the encryption properties point to alice.properties and signature.properties to bob.properties. This is because the outbound signature
needs to be done with the Bob's certificate and the encryption - with either the specific Alice's certificate or the certificate from the inbound signature. Note
that the in encryption handler will check the signature properties first - this will ensure that the Bob's certificate used to encrypt the data on the client side
can be validated, similarly for the in signature handler.

Customizing the encryption

org.apache.cxf.rs.security.xml.XmIEncOutInterceptor manages the encryption process.

The following properties can be set on it at the moment:

"symmetricEncAlgorithm": default is "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc”, complete URIs or short identifiers are supported, for example,
"aes128-cbc" or "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc".

"digestAlgorithm™: optional, example "http://www.w3.0rg/2001/04/xmlenc#sha256" can be set.

"keyEncAlgorithm™: default is "http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp"

"keyldentifierType": default is "X509_KEY", "X509_ISSUER_SERIAL" is also supported - useful when the whole x509Certificate should not be embedded

GCM Algorithm and BouncyCastle provider

Please see Colm's blog for the information about the possible attack against XML Encryption and the GCM algorithm which needs to be used in order to
prevent it.

Restricting encryption and signature algorithms
From CXF 2.6.1 and 2.5.4:

It is possible to configure the in encryption and signature handlers with the properties restricting the encryption and signature algorithms that clients can
use, for example:


http://coheigea.blogspot.com/2012/04/note-on-cve-2011-1096.html

<bean id="si gProps" class="org.apache. cxf.rs.security.xn .SignatureProperties">
<property nane="si gnat ur eAl go"
val ue="htt p: // ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/>
<property nane="si gnat ureDi gest Al go"
val ue="htt p: // ww. w3. or g/ 2000/ 09/ xni dsi g#shal"/ >
<property nanme="si gnat ur eCl4Met hod"
val ue="http://ww. w3. or g/ TR/ 2001/ REC- xnl - c14n-20010315"/ >
<property nanme="si gnat ur eCl4Tr ansf or ni'
val ue="htt p://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"

</ bean>

<bean i d="encProps" class="org.apache. cxf.rs.security.xnl .EncryptionProperties">
<property name="encrypti onKeyTransportAl go"
val ue="http://ww. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p"/ >
<property nanme="encryptionSynmetricKeyAl go"
val ue="htt p://ww. w3. or g/ 2001/ 04/ xm enc#aes128-chc"/ >
</ bean>

<bean id="xm Si gl nHandl er Wt hProps" cl ass="org. apache. cxf.rs.security.xnl.Xm Si gl nHandl er">
<property nanme="signatureProperties" ref="sigProps"/>
</ bean>

<bean i d="xm Encl nHandl er Wt hProps" cl ass="org. apache. cxf.rs.security.xm . Xnl Encl nHandl er">
<property name="encryptionProperties" ref="encProps"/>
</ bean>

<!-- the follow ng ensures that the outbound handlers will use the sane algorithns that the client used --

<bean i d="xm Si gQut Handl er Wt hProps" cl ass="org. apache. cxf.rs.security.xm .Xn SigQutlnterceptor">
<property name="signatureProperties" ref="sigProps"/>
</ bean>

<bean i d="xm EncQut Handl er Wt hProps" cl ass="org. apache. cxf.rs.security.xm .Xnm EncQut | nterceptor">
<property name="encrypti onProperties" ref="encProps"/>
</ bean>

Getting the same SignatureProperties and EncryptionProperties beans (with "sigProps" and "encProps" ids) registered with the outbound handlers will
ensure that the algorithms used by the current client have not only been validated on the inbound side but also used on the outbound side for encrypting
and signing the data.

Note that from CXF 2.7.1, 2.6.4 and 2.5.7, the XmIEncInHandler will require that the RSA-OAEP algorithm be used as the key transport encryption

algorithm by default. As this algorithm is used by default by the XmIEncOutinterceptor, no action is required unless you are specifying a different algorithm
on the outbound side. In this case, an EncryptionProperties object will need to be configured on XmIEnclnHandler with the desired key transport algorithm.

Interoperability

The payloads containing the enveloping XML Signatures are structured according to the XML Signature specification and as such can be consumed by
any XML Signature aware consumers capable of handling the enveloping signatures and extracting the signed payload.

Same applies to enveloped signatures, for example, a signed SAML assertion always contains an enveloped signature.

The way CXF creates detached XML Signatures is experimental, so at the moment CXF will be required on both ends for the detached signatures be
created and validated.

The current XML Encryption support is in line with the specification and thus the capable non-CXF consumers will be able to decrypt the payloads.
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