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Introduction

CXF 2.5.0 introduces an initial support for working with SAML2 assertions. So far the main focus has been put on making sure SAML assertions can be
included in HTTP requests targeted at application endpoints: embedded inside XML payloads or passed as encoded HTTP header or form values.

See also JAX-RS XML Security.

Backwards compatibility configuration note

From Apache CXF 3.1.0, the WS-Security based configuration tags used to configure XML Signature or Encryption ("ws-security-*") have been changed to
just start with "security-". Apart from this they are exactly the same. Older "ws-security-" values continue to be accepted in CXF 3.1.0. To use any of the
configuration examples in this page with an older version of CXF, simply add a "ws-" prefix to the configuration tag.

Maven dependencies

<dependency>
<gr oupl d>or g. apache. cxf </ gr oupl d>
<artifactld>cxf-rt-rs-security-xm</artifactld>
<version>2.5. 0</ versi on>

</ dependency>

This module depends on Apache WSS4J, as it contains a lot of useful utility code based around OpenSAML.

Enveloped SAML assertions

Payload:


http://en.wikipedia.org/wiki/SAML_2.0
https://cwiki.apache.org/confluence/display/CXF20DOC/JAX-RS+XML+Security

<env: Envel ope xm ns:env="http://org.apache.cxf/rs/env">

<Book | D="67ca6441-0c4e-4430- af Oe- 9463ce9226aa" >
<i d>125</i d>
<name>CXF</ nane>

</ Book>
<ds: Signature xnlns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<!-- Book signature, omtted for brewity -->

</ ds: Si gnat ure>

<l-- SAM. assertion with an envel oped signature -->
<sanl 2: Assertion xm ns: sam 2="ur n: oasi s: nanes: tc: SAM.: 2. 0: assertion" xm ns: xs="http://ww. w3. org/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"
| D="_62D574706635C0B9F413203247720501" | ssuel nstant="2011-11-03T12: 52: 52. 050Z" Versi on="2. 0" xsi:type="samnl 2:
AssertionType">

<sam 2: | ssuer>https://idp. exanpl e. or g/ SAML2</ sani 2: | ssuer >

<ds: Si gnature xm ns:ds="http://ww.w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ 2001/ 10/ xmi - exc- c14n#" />
<ds: Si gnat ur eMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xn dsi g#r sa- shal"/>
<ds: Reference URI ="#_62D574706635C0BOF413203247720501" >
<ds: Transf or ms>
<ds: Transform Al gori thm="http://wwm. w3. or g/ 2000/ 09/ x,m dsi g#envel oped- si gnature"/>
<ds: Transform Al gorithnm="http://ww. w3. or g/ 2001/ 10/ xml - exc- c1l4n#" >
<ec: I ncl usi veNamespaces xml ns: ec="http://ww. w3. or g/ 2001/ 10/ xm - exc-cl4n#" Prefi xList="xs"/>
</ ds: Transf or n»
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>I DDOnFocVn 7FpUbi G 3ZvpY2ps=</ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl| nf 0>
<ds: Si gnat ur eVal ue>JA21 7u/ SmiNs XGgWNdr LSovki pi MBInGHsnmpoPOEel OMPwWnLMKOW VOC3XNGNi T1j OBe2uv8+Wht PoppGTC2JTJIVX
/t 8PMKQCYZ04kVJ0o6Nms. . . </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate><!-- Oritted for brewity --> </ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ ds: Si gnat ure>

<sam 2: Subj ect >
<sanml 2: Nanmel D For mat ="ur n: oasi s: names: tc: SAML: 1. 1: nanei d- f or mat : unspeci fi ed" NaneQual i fi er =" ww. nock- st s. cont
>ui d=sts-client, o=npck-sts. conk/ san 2: Nanel D>
<saml 2: Subj ect Confirnmati on Met hod="urn: oasi s: names: tc: SAM.: 2. 0: cm sender - vouches"/ >
</ sani 2: Subj ect >

<sam 2: Condi ti ons Not Bef ore="2011-11-03T12: 52: 52. 063Z" Not OnOr Af t er ="2011- 11- 03T12: 52: 52. 063Z2" >

<sam 2: Audi enceRestriction>

<saml 2: Audi ence>ht t ps://sp. exanpl e. conf SAML2</ sanl 2: Audi ence>

</ sanl 2: Audi enceRestriction>
</ sani 2: Condi ti ons>
<saml 2: Aut hnSt at enent Aut hnl nst ant ="2011- 11- 03T12: 52: 51. 981Z" Sessi onl ndex="123456" >

<sanl 2: Aut hnCont ext ><saml 2: Aut hnCont ext O assRef / ></ sani 2: Aut hnCont ext >

</ sani 2: Aut hnSt at enent >

<sam 2: Attri but eSt at enent >
<sam 2: Attribute Friendl yNane="subject-role"
Nanme="ht t p: // schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai s/ r ol e"
NanmeFor mat =" htt p: / / schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nms" >
<saml 2: AttributeVal ue xsi:type="xs:string">user</sam 2: Attri buteVal ue>
</sam 2: Attribute>
<saml 2: Attribute Nanme="http://cl ai ns/aut hentication”
NanmeFor mat ="htt p: // cl ai ns/ aut henti cati on-format">
<saml 2: Attri buteVal ue xsi:type="xs:string">password</sanl 2: Attri buteVal ue>
</sam 2: Attribute>
</sam 2: Attri but eSt at ement >
</ sam 2: Assertion>
</ env: Envel ope>



Note that Book and SAML assertion are individually signed but the envelope wrapper itself is not.

Here is another payload showing the whole enveloped signed including Book and SAML Assertion, this time only a single signature will be available:

<env: Envel ope xnlns:env="http://org. apache. cxf/rs/env" |D="e795cddl-c19d-4a5c-8d86-e8a78laf 4787">

<sanl 2: Assertion xm ns: sam 2="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion" xm ns: xsi="http://ww. w3. org/ 2001
/ XM_Schena- i nst ance"
| D=" _C76E3D5BBEE4ACAD87913203281641141" |ssuel nstant="2011-11- 03T13: 49: 24. 114Z" Versi on="2.0" xsi:type="sanl 2:
AssertionType">
<sanl 2: | ssuer>https://idp. exanpl e. or g/ SAML2</ sanl 2: | ssuer >
<sanl 2: Subj ect >
<sanl 2: Nanmel D For mat =" ur n: oasi s: nanes: t c: SAML: 1. 1: nanei d-f or mat : unspeci fi ed" NaneQual i fi er ="ww. nock- sts. cont
>ui d=st s-client, o=npck-sts. conx/ sam 2: Nanel D>
<sanl 2: Subj ect Confi rmati on Met hod="urn: oasi s: nanes: tc: SAM.: 2. 0: cm sender - vouches"/ >
</ sam 2: Subj ect >
<sanl 2: Condi ti ons Not Bef or e="2011-11- 03T13: 49: 24. 127Z" Not OnOr Af t er ="2011- 11- 03T13: 49: 24. 127Z2" >
<sanml 2: Audi enceRestricti on>
<sanl 2: Audi ence>htt ps://sp. exanpl e. coml SAM_2</ sani 2: Audi ence>
</ sam 2: Audi enceRestriction>
</ sam 2: Condi ti ons>
<sanl 2: Aut hnSt at enent Aut hnl nst ant ="2011- 11- 03T13: 49: 24. 044Z" Sessi onl ndex="123456" >
<sanl 2: Aut hnCont ext >
<sanl 2: Aut hnCont ext Cl assRef />
</ sam 2: Aut hnCont ext >
</ sam 2: Aut hnSt at enent >
<sam 2: Attri buteSt at enent >
<sam 2: Attribute Friendl yName="subj ect-role" Nane="http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ns/ rol e"
NanmeFor mat =" htt p: / / schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ns" >
<sam 2: AttributeVal ue xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" xsi :type="xs:string">user</sam 2:
AttributeVal ue>
</sam 2: Attribute>
<sam 2: Attribute Nane="http://clains/authentication" NanmeFormat="http://clainms/authentication-format">
<saml 2: AttributeVal ue xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" xsi :type="xs:string">password</san 2:
Attri but eval ue>
</sam 2: Attribute>
</sam 2: Attri but eSt at ement >
</ sam 2: Assertion>

<Book>

<i d>125</i d>
<nane>CXF</ name>
</ Book>

<ds: Signature xnlns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedlI nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315"/ >
<ds: Si gnat ur eMet hod Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/ >
<ds: Reference URI ="#e795cdd1-c19d-4a5c-8d86-e8a78laf 4787" >
<ds: Transf or ms>
<ds: Transform Al gorithm="http://ww. w3. or g/ 2000/ 09/ xn dsi g#envel oped- si gnature"/>
<ds: Transform Al gorit hnme"htt p: // ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww.w3. org/ 2000/ 09/ xn dsi g#shal"/>
<ds: Di gest Val ue>GR1pHd2JpxYi Czl 6ouCnmrzj q/ AA=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedlI nf 0>
<ds: Si gnat ur eVal ue>C2qUDOFwar t 2GHFj X6kB3E3z73AMXt RR/ 6Q gyp6XP/ vTn/ Fr 2epDNub3g+gNdTOKgj LE2r SynMBQTcpHov9C8. . .
/ ds: Si gnat ur eval ue>
<ds: Keyl nf o>
<ds: X509Dat a><ds: X509Certificate><!-- Orvitted for brewity --></ds: X509Certificate></ds: X509Dat a>
<ds: KeyVal ue><ds: RSAKeyVal ue><ds: Modul us>vu747/ VSh@5f 16DGSc4l xh9. . . </ ds: Modul us><ds: Exponent >AQAB</ ds:
Exponent ></ ds: RSAKeyVal ue></ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ env: Envel ope>

Server configuration fragment:



<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean id="sam Handl er" cl ass="org. apache. cxf.rs.security.san . Sanl Envel opedl nHandl er"/ >

<l-- only needed if the detached signature signing the application data is expected -->
<bean id="xm Si gHandl er" cl ass="org. apache. cxf.rs.security.xm .Xnl Si gl nHandl er"/>

<j axrs:server
address="https://| ocal host: ${testutil.ports.jaxrs-sam}/san xm ">
<j axrs: servi ceBeans>
<ref bean="servi ceBean"/>
</jaxrs:servi ceBeans>
<j axrs: provi der s>
<ref bean="xm Si gHandl er"/>
<ref bean="sanl Handl er"/>
</jaxrs:providers>

<j axrs: properti es>
<entry key="security.signature.properties"
val ue="or g/ apache/ cxf/systest/jaxrs/security/alice.properties"/>
</jaxrs:properties>

</jaxrs:server>

Client code:

private WebCient createWebd ient(String address) {
JAXRSC i ent Fact oryBean bean = new JAXRSO i ent Fact oryBean();
bean. set Addr ess(address);

Map<String, Object> properties = new HashMap<String, Object>();
properties. put("security.call back-handler",
"org. apache. cxf.systest.jaxrs.security.sanl.Keyst orePasswordCal | back");

properties. put("security.sam -call back-handler",

"org. apache. cxf.systest.jaxrs.security.sanl.Sanl Cal | backHandl er");
properties. put("security.signature.usernane", "alice");
properties. put("security.signature.properties",

"or g/ apache/ cxf/systest/jaxrs/security/alice.properties");
bean. set Properti es(properties);

bean. get Qut I nt ercept ors().add(new Sam Envel opedQut | nt erceptor (!sel f Signed));
Xm Si gQutInterceptor xm Sig = new Xm Si gQutInterceptor();
if (selfSigned) {
xm Si g. set Styl e(Xm Si gQut I nt er cept or. DETACHED_SI G) ;
}

return bean. createWbC ient();

When we also need to sign the application payload such as Book we need to make sure that a detached XML signature for Book is created. When the
whole envelope is signed then SamlEnvelopedOutinterceptor needs to be placed before XmISigOutinterceptor hence the "new
SamlEnvelopedOutinterceptor(!selfSigned)" constructor is invoked.

SAML assertions in Authorization header

Logging output:

Address: https://1ocal host: 9000/ sam header/ bookst or e/ books/ 123

Ht t p- Met hod: GET

Headers: {Accept=[application/xm], Authorization=[ SAML

eJydVinTokgQf u9f YTCPr s2ht GKMHVECcKq2gKOLxsoFQAsghFA] Nr 99CWLud7t 2Zj dA. . .1, ...}

Note that the Authorization header has an encoded SAML Assertion as its value. The original SAML assertion has been optionally compressed using a
deflated encoding and then base64-encoded. This encoded value can be signed itself - but it is not currently possible.

Server configuration is similar to the one from the Enveloped SAML Assertions section, the only difference is that a SAML handler needs to be replaced:



<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean i d="sam Handl er" cl ass="org. apache.cxf.rs.security.san . San Header| nHandl er"/>

<l-- sane as in the Envel oped SAML Assertions section -->

Client code:

private WbC ient createWebC ient(String address) {
JAXRSCl i ent Fact or yBean bean = new JAXRSO i ent Fact or yBean();
bean. set Addr ess(addr ess);

Map<String, Object> properties = new HashMap<String, Object>();
properties. put("security. call back-handler",
"org. apache. cxf.systest.jaxrs.security.sanl .KeystorePasswordCal | back");

properties. put("security.samnl -call back-handler",

"org. apache. cxf.systest.jaxrs.security.sanl.Sanl Cal | backHandl er");
properties. put("security.signature.usernane", "alice");
properties. put("security.signature.properties”,

"or g/ apache/ cxf/systest/jaxrs/security/alice.properties");

bean. set Properti es(properties);
bean. get Qut I nterceptors().add(new San Header Qutl nterceptor());

return bean. createWebC ient();

SAML assertions as Form values
Logging output:

Address: https://1ocal host: 9000/ sani f or n1 bookst or e/ books

Encodi ng: |1SO 8859-1

Ht t p- Met hod: POST

Cont ent - Type: application/x-ww-formurl encoded

Headers: {Accept=[application/xnm], Cache-Control=[no-cache], connection=[keep-alive], Content-Length=[2206],
content-type=[application/x-ww-formurl encoded],

Host =[ | ocal host: 9000], Pragnme=[no-cache], User-Agent=[ Apache CXF ${project.version}]}

Payl oad: nanme=CXF& d=125&SAM.Token=eJydV1t zqkgQ¥f s+vsDi PWENFj W dUzUl GqJgQMTLyx YO 6Bcl AFBf vOOGo16kt 1zt k. . .

Note that only form ‘name' and 'id' fields will remain after the SAML handler processes a SAML assertion encoded in the SAMLToken form field. The
original SAML assertion has been optionally compressed using a deflated encoding and then base64-encoded. This encoded value can be signed - but it
is not currently possible.

Server configuration is similar to the one from the Enveloped SAML Assertions section, the only difference is that a SAML handler needs to be replaced:

<bean i d="servi ceBean" cl ass="org. apache. cxf.systest.jaxrs.security.BookStore"/>
<bean i d="sam Handl er" cl ass="org. apache. cxf.rs.security.sanl.Sanm Form nHandl er"/>

<l-- sane as in the Envel oped SAML Assertions section -->
The client code is the same as in the SAML assertions in Authorization header section except than an instance of SamIFormOutinterceptor has to be

registered:

bean. get Qut I nterceptors().add(new Sam FormQut | nterceptor());

Creating SAML Assertions



If you use CXF JAX-RS client API to experiment with SAML then all you need to do is to register an appropriate out interceptor as shown in the above
code fragments. The interceptor will ensure that a SAML assertion is created and added inside the XML envelope, as a form or HTTP header value.

All of the SAML output interceptors depend on a "security.saml-callback-handler" property linking to a custom javax.security.auth.callback.Callback
implementation which in its handle(Callbacks) method provides the information which is needed to create a SAML assertion to a org.apache.ws.security.
saml.ext. SAMLCallback Callback instance, for example, see this custom implementation.

More involved cases with SAML assertions being created by identity providers will be supported, with the help of CXF (WS) STSClient when needed.

SAML Assertion Validation

When SAML assertions are received on the server side, they are validated to make sure that the enveloped signatures are correct. SubjectConfirmation
methods (sender-vouches, holder-of-key, bearer) are also checked.

The validation can be delegated to STS if needed. By default, server side SAML handlers have a "samlIValidator" property set to an instance of org.apache.
ws.security.validate.SamlAssertionValidator which does a thorough validation of the assertion. If needed org.apache.cxf.ws.security.trust.
STSTokenValidator can be set instead which will use STS to validate the assertion.

Custom validators extending WSS4J SamlAssertionValidator and doing the additional application-specific validation can be registered if needed.

Note the fact that the default validation relies a lot on the code heavily utilized by the WS-Security implementation should be of no concern - it is an
example of the integration on its own in order to get the validation done. For example, WS-* STS are heavily used in the enterprise today and it simply
makes a complete sense to rely on it to validate a SAML assertion if it is possible.

SubjectConfirmation sender-vouches and holder-of-key methods can be easily validated with enveloped SAML assertions given that the embedded SAML
signatures and key info can be checked against the signature used to sign the envelope or a custom payload like Book.

At the moment these methods can not be properly validated when the assertion is provided in a header or in the form, the additional signature signing the
encoded SAML token will be needed - this will be supported in due time. Use "bearer" in those cases.

Validating SAML Subjects

The first and most important thing which needs to be done is to verify that an assertion Subject can be mapped to a recognized identity instance.
There is a number of ways a Subject can be validated.

If STS is asked to validate the assertion then a successful response from IDP will likely be good enough for CXF to trust the identity of the provider.
If the assertion signature is verified locally using the public key of IDP then it could a good enough confirmation too.

Alternatively, a custom validator, extending either org.apache.ws.security.validate.SamlAssertionValidator or CXF SAML SecurityContextProvider impleme
ntation can be registered with the server side SAML handler.

The latter option is preferred because not only one can validate Subject - but also ensure that a resulting SecurityContext will return a user Principal with a
proper name - given that the actual Subject name available in the assertion may need to be translated to a name recognized by the local security stores or
application. A combination of the assertion's Subject and AttributeStatement elements may need to be checked to establish a real name.

In cases like this you may want to register a custom SecurityContextProvider even if you have STS validating the assertion. Yet another reason is to
retrieve the information about roles for a given Subject or map the assertion claims to roles for working with the RBAC to succeed, see the next section for
more information.

Have a look please at this server configuration example:

<bean i d="servi ceBeanC ai ns" cl ass="org. apache. cxf.systest.jaxrs.security.sanl . SecureC ai mBookSt ore"/>
<bean i d="sam EnvHandl er" cl ass="org. apache. cxf.rs.security.san . Sanl Envel opedl nHandl er ">
<property name="securityContextProvi der">
<bean cl ass="org. apache. cxf.systest.jaxrs.security.sanl.CustonBecurityContextProvider"/>
</ property>
</ bean>

<j axrs:server address="/saml -cl ai nms">
<j axrs: servi ceBeans>
<ref bean="servi ceBeanC ai ns"/>
</jaxrs:servi ceBeans>
<j axrs: provi der s>
<ref bean="sam EnvHandl er"/>
</jaxrs:providers>
</jaxrs:server>

SAML Authorization


https://github.com/apache/cxf/blob/master/systests/rs-security/src/test/java/org/apache/cxf/systest/jaxrs/security/saml/SamlCallbackHandler.java
http://org.apache.ws
https://github.com/apache/cxf/blob/master/rt/rs/security/xml/src/main/java/org/apache/cxf/rs/security/saml/authorization/SecurityContextProvider.java
https://github.com/apache/cxf/blob/master/rt/rs/security/xml/src/main/java/org/apache/cxf/rs/security/saml/authorization/SecurityContextProviderImpl.java
https://github.com/apache/cxf/blob/master/rt/rs/security/xml/src/main/java/org/apache/cxf/rs/security/saml/authorization/SecurityContextProviderImpl.java

SAML assertions may contain so-called claims which are represented by a sequence of SAML AttributeStatements containing one or more Attributes, for
example:

<saml 2: Assertion>
<l-- ... -->
<sam 2: Attri but eSt at enent >
<saml 2: Attribute NaneFormat="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ns"
Name="http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/ cl ai ns/rol e"
Fri endl yNane="subj ect-rol e">
<sam 2: Attri buteVal ue xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" xsi :type="xs:string">user</san 2:
Attribut eVal ue>
</sam 2: Attribute>
<saml 2: Attribute NanmeFormat="http://cl ai ns/aut hentication"
Nanme="ht t p: //cl ai ms/ aut henti cati on-fornat">
<saml 2: AttributeVal ue xm ns: xs="http://ww. w3. or g/ 2001/ XM_Scherma" xsi :type="xs: string">password</san 2:
AttributeVal ue>
</sam 2: Attribute>
</sam 2: Attri but eSt at ement >
<l-- L0 -->
</ sam 2: Assertion>

An individual claim is scoped by NameFormat and Name attribute. NameFormat is similar to a namespace, while Name identifies what the value of this
claim represents, for example, in the above fragment two claims are provided, one has a value "user" which represents a role of the assertion's Subject,
another one has a value of "password" which identifies the way Subject authenticated itself, i.e, Subject provided its password (presumably to IDP).
Now, what is interesting is to see if it is possible to use these claims with Role-Based Access-Control (for example, with endpoints relying on
@RolesAllowed annotations) as well as with the more complex authorization logic (for example, let this resource be invoked only if Subject used a
password to get authenticated at IDP).

Claims Based Access Control

CXF JAX-RS supports Claims Based Access Control (CBAC) based on Claim and Claims annotations using claims extracted from SAML Assertions.
Please see the JAX-RS Token Authorization page for more information.

Role Based Access Control

CXF JAX-RS also supports Role Based Access Control (RBAC) based on role claims extracted from SAML Assertions. Please see the JAX-RS Token
Authorization page for more information.

SAML Web SSO Profile

Please see this page for more information


https://github.com/apache/cxf/blob/master/core/src/main/java/org/apache/cxf/security/claims/authorization/Claim.java
https://github.com/apache/cxf/blob/master/core/src/main/java/org/apache/cxf/security/claims/authorization/Claims.java
https://cwiki.apache.org/confluence/display/CXF20DOC/JAX-RS+Token+Authorization
https://cwiki.apache.org/confluence/display/CXF20DOC/JAX-RS+Token+Authorization
https://cwiki.apache.org/confluence/display/CXF20DOC/JAX-RS+Token+Authorization
https://cwiki.apache.org/confluence/display/CXF20DOC/SAML+Web+SSO
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