HiveServer2 Thrift API

Introduction

This document is a proposal for a new HiveServer2 Thrift API.

Motivations

Concurrency

Many users have reported that the current HiveServer implementation has concurrency bugs (for example, see HIVE-80). In fact, it's impossible for
HiveServer to support concurrent connections using the current Thrift API, a result of the fact that Thrift doesn't provide server-side access to connection
handles. Since the current API does not provide explicit support for sessions or connections, HiveServer has no way of mapping incoming requests to
client sessions, which makes it impossible for HiveServer to maintain session state in between calls.

HiveServer currently attempts to maintain session state using thread-local variables and relies on Thrift to consistently map the same connection to the
same Thrift worker thread, but this isn't a valid assumption to make. For example, if a client executes "set mapred.reduce.tasks=1" followed by "select ..... ,
it is incorrect to assume that both of these statements will be executed by the same worker thread. Furthermore, the Thrift APl doesn't provide any
mechanism for detecting client disconnects (see THRIFT-1195), which results in incorrect behavior like this:

% hive -h |ocal host -p 10000
[ ocal host: 10000] hive> set x=1;
set x=1;

[l ocal host:10000] hive> set x;
set Xx;

x=1

[1 ocal host: 10000] hive> quit;
quit;

% hive -h |ocal host -p 10000
[1 ocal host: 10000] hive> set x;
set Xx;

x=1

[l ocal host: 10000] hive> quit;
quit;

In this example the user opened a connection to a HiveServer process, modified the connection's session state by setting x=1, and then closed the
connection. The same user then created a new connection and printed the value of x. Since this statement was executed in a new connection/session we
expect x to be undefined. However, we see that x actually has the value that was set in the previous session. This incorrect behavior occurs because Thrift
has assigned the same worker thread to service the second connection, and since Thrift doesn't provide a mechanism for detecting client disconnects,
HiveServer was unable to clear the thread-local session state associated with that worker thread before Thrift reassigned it to the second connection.

While it's tempting to try to solve these problems by modifying Thrift to provide direct access to the connection handle (which would allow HiveServer to
map client connection handles to session state), this approach makes it really hard to support HA since it depends on the physical connection lasting as
long as the user session, which isn't a fair assumption to make in the context of queries that can take many hours to complete.

Instead, the approach we're taking with HiveServer2 is to provide explicit support for sessions in the client API, e.g every RPC call references a session ID
which the server then maps to persistent session state. This makes it possible for any worker thread to service any request from any client connection, and
also the avoids the need to tightly couple physical connections to logical sessions.

Improved Support for ODBC/JDBC

It has been a struggle to implement ODBC and JDBC drivers on top of the HiveServer Thrift API. This is largely a result of missing support for sessions,
asynchronous query execution, the ability to cancel running queries, and methods for retrieving information about the capabilities of the remote server. We
have attempted to address all of these issues with the HiveServer2 API.

Proposed HiveServer2 Thrift API

/'l Licensed to the Apache Software Foundation (ASF) under one

/1 or nmore contributor license agreenents. See the NOTICE file

/1 distributed with this work for additional information

/'l regarding copyright ownership. The ASF licenses this file

/1 to you under the Apache License, Version 2.0 (the

/1 "License"); you may not use this file except in conpliance

/1 with the License. You nmay obtain a copy of the License at

/1

/1 http://ww. apache. org/licenses/LI CENSE-2. 0

/1

/1 Unless required by applicable law or agreed to in witing, software
/1 distributed under the License is distributed on an "AS |I'S" BASI S,


https://issues.apache.org/jira/browse/HIVE-80
https://issues.apache.org/jira/browse/THRIFT-1195

/1 W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
/1 See the License for the specific |anguage governing perm ssions and
/1 limtations under the License.

/1 required for GetQueryPlan()
include "ql/if/queryplan.thrift"

nanespace java org. apache. hive. service
nanespace cpp Apache. Hive

/1 List of protocol versions. A new token should be
/1 added to the end of this list every tinme a change is nade.
enum Protocol Version {

HI VE_SERVER2_PROTOCOL_V1

}

enum TType {
BOOLEAN_TYPE,
TI NYI NT_TYPE,
SMALLI NT_TYPE,
I NT_TYPE,
Bl G NT_TYPE,
FLOAT_TYPE,
DOUBLE_TYPE,
STRI NG_TYPE,
TI MESTAMP_TYPE,
Bl NARY_TYPE,
ARRAY_TYPE,
MAP_TYPE,
STRUCT_TYPE,
UNI ON_TYPE,
USER_DEFI NED_TYPE
}

const set <TType> PRIM TI VE_TYPES = [
TType. BOOLEAN_TYPE
TType. TI NYI NT_TYPE
TType. SVALLI NT_TYPE
TType. | NT_TYPE
TType. Bl G NT_TYPE
TType. FLOAT_TYPE
TType. DOUBLE_TYPE
TType. STRI NG TYPE
TType. TI MESTAVP_TYPE
TType. Bl NARY_TYPE

]

const set<TType> COVPLEX_TYPES = [
TType. ARRAY_TYPE
TType. MAP_TYPE
TType. STRUCT_TYPE
TType. UNI ON_TYPE
TType. USER_DEFI NED_TYPE
]

const set<TType> COLLECTI ON_TYPES = [
TType. ARRAY_TYPE
TType. MAP_TYPE

]

const map<TType, string> TYPE_NAMES = {
TType. BOOLEAN_TYPE: "BOOLEAN',
TType. TINYI NT_TYPE: " TI NYI NT",
TType. SVALLI NT_TYPE: " SMALLI NT",
TType. | NT_TYPE: "I NT",
TType. BIG NT_TYPE: "BI G NT",
TType. FLOAT_TYPE: "FLOAT",
TType. DOUBLE_TYPE: " DOUBLE",
TType. STRING TYPE: "STRING',
TType. TI MESTAMP_TYPE: " TI MESTAWP",
TType. BI NARY_TYPE: " BI NARY",



TType. ARRAY_TYPE: " ARRAY",
TType. MAP_TYPE: "MAP",
TType. STRUCT_TYPE: " STRUCT",
TType. UNI ON_TYPE: " UNI ONTYPE"
}

/1 Thrift does not support recursively defined types or forward declarations,
/1 which makes it difficult to represent Hve's nested types.

/1 To get around these limtations TTypeDesc enploys a type list that maps
/] integer "pointers" to TTypeEntry objects. The follow ng exanpl es show

/'l how different types are represented using this schene:

/1

/1 "1INT*:

/| TTypeDesc {

/1 types = [

11 TTypeEntry.primtive_entry {
11 type = I NT_TYPE

11 }

/1 ]

I}

11

11 " ARRAY<I NT>":
/1 TTypeDesc {
/1 types = [

11 TTypeEntry.array_entry {

/1 obj ect _type_ptr =1

I I

/1 TTypeEntry.primtive_entry {
/1 type = I NT_TYPE

/1 }

/1 ]

/1 }

/1

/1 " MAP<I NT, STRI NG":
/1 TTypeDesc {
I types = [

/1 TTypeEntry. map_entry {

Il key_type_ptr =1

/1 val ue_type_ptr = 2

11 b

11 TTypeEntry.primtive_entry {
/1 type = I NT_TYPE

I I

/1 TTypeEntry.primtive_entry {
/1 type = STRING TYPE

/1 }

/1 ]

/1}

typedef i32 TTypeEntryPtr

/1 Type entry for a prinitive type.

struct TPrimtiveTypeEntry {
/1 The primtive type token. This must satisfy the condition
/1 that type is in the PRIMTIVE_TYPES set.
1. required TType type

}

/1 Type entry for an ARRAY type.
struct TArrayTypeEntry {

1. required TTypeEntryPtr object_type_ptr
}

/1 Type entry for a MAP type.

struct TMapTypeEntry {
1. required TTypeEntryPtr key_type_ptr
2: required TTypeEntryPtr value_type_ptr

}

/1 Type entry for a STRUCT type.
struct TStruct TypeEntry {



1: required map<string, TTypeEntryPtr> nane_to_type_ptr
}

/1 Type entry for a UNI ONTYPE type.
struct TUni onTypeEntry {

1: required map<string, TTypeEntryPtr> name_to_type_ptr
}

struct TUser DefinedTypeEntry {

/1 The fully qualified nane of the class inplenenting this type.

1: required string typed assName
}

/1 W use a union here since Thrift does not support inheritance.

uni on TTypeEntry {

 TPrimtiveTypeEntry primitive_entry
TArrayTypeEntry array_entry

TMapTypeEntry map_entry

TStruct TypeEntry struct_entry

TUni onTypeEntry union_entry

TUser Def i nedTypeEntry user _defined_type_entry

oar®wNRE

}

/1 Type descriptor for colums.

struct TTypeDesc {
/1 The "top" type is always the first elenent of the list.
/1 1f the top type is an ARRAY, MAP, STRUCT, or UNI ONTYPE
/1 type, then subsequent el ements represent nested types.
1: required list<TTypeEntry> types

}

/1l A result set columm descriptor.
struct TCol umbDesc {

/'l The nanme of the colum

1: required string col _nane

/1 The type descriptor for this colum
2: required TTypeDesc type_desc

/1 The ordinal position of this colum in the schema
: required i 32 position

4: optional string comment

}
/1 Metadata used to describe the schena (colum nanes, types, comrents)
/1 of result sets.
struct TTabl eSchena {
1: required |ist<TCol umbDesc> col ums
}
/Il A single colum value in a result set.
/1 Note that Hive's type systemis richer than Thrift's,
/1 so in sone cases we have to map nultiple H ve types
/1 to the sane Thrift type. On the client-side this is
/1 disanbi guated by | ooking at the Schema of the
/] result set.
uni on TCol umVal ue {
1: bool bool _val /] BOOLEAN
2: byte byt e_val /1 TINYINT
3. i16 i 16_val /1 SMALLI NT
4: 132 i 32_val /1 I NT
5. i64 i 64_val // BI G NT, TIMESTAMP
6: doubl e doubl e_val /1 FLOAT, DOUBLE
7: string string_val /1 STRING LIST, MAP, STRUCT, UNH ONTYPE, BI NARY

}

/] Represents a row in a rowset.
struct TRow {
1. |ist<TCol umvVal ue> col Val s

}



/] Represents a rowset

struct TRowSet {
/1 The starting row of fset of this rowset.
1. 164 start_row of fset
2: list<TRow> rows

}

/1 The return status code contained in each response.
enum TSt at usCode {

SUCCESS,

SUCCESS_W TH_I NFQ,

SQL_STI LL_EXECUTI NG,

ERROR,

I NVALI D_HANDLE
}

/1 The return status of a renpte request
struct TStatus {
1: required TStatusCode status_code

/1 1f status is SUCCESS_ W TH_I NFO, info_nmsgs may be populated with
/1 additional diagnostic information.

2: optional list<string> info_nsgs

/1 1f status is ERROR, then the following fields nay be set

3: optional string sql _state // as defined in the |SOIEF CLI specification
4: optional i32 error_code /1 internal error code

5: optional string error_nessage

}

/] The state of an operation (i.e. a query or other
/| asynchronous operation that generates a result set)
/1 on the server.
enum TOperationState {
/1 The operation is running. In this state the result
/1 set is not avail able.
RUNNI NG,

/1 The operation has conpl eted. When an operation is in
I/l this state it's result set may be fetched.

FI NI SHED,

/1 The operation was cancel ed by a client
CANCELED,

/1 The operation failed due to an error
ERROR

/1 A string identifier. This is interpreted literally.
typedef string Tldentifier

/'l A search pattern.

11
/1 Valid search pattern characters:
/1 " _': Any single character.

/1 "% : Any sequence of zero or nore characters.
/1 '\': Escape character used to include special characters,

/1 e.g. "', "%, '"\'. If a'\' precedes a non-speci al
Il character it has no special meaning and is interpreted
/1 literally.

typedef string TPattern

/'l A search pattern or identifier. Used as input
/| paraneter for many of the catal og functions.
union TPatternOrlidentifier {

1. Tldentifier identifier

2: TPattern pattern



}

struct THandl el dentifier {
/1 16 byte globally unique identifier
/1 This is the public ID of the handl e and
/1 can be used for reporting.
1: binary guid,

/1 16 byte secret generated by the server

/1 and used to verify that the handle is not
/1 being hijacked by another user.

2: binary secret,

}

/1 Cient-side handle to persistent
/] session informati on on the server-side.
struct TSessionHandl e {

1: required THandl el dentifier sess_id

}

/1 The subtype of an OperationHandl e.
enum TOper ati onType {
EXECUTE_STATEMENT,
GET_TYPE_I NFO,
GET_TABLES,
GET_COLUWNS,
GET_FUNCTI ONS,
}

/1 Cient-side reference to a task running
/1 asynchronously on the server.
struct TOperati onHandl e {

1: required THandl el dentifier op_id

2: required TOperationType op_type

/1 OpenSession()
/1
/1 Open a session (connection) on the server against
/1 which operations may be executed.
struct TOpenSessi onReq {
/1 The version of the HiveServer2 protocol that the client is using.
1. required Protocol Version client_protocol = Protocol Version. H VE_SERVER2_PROTOCOL_V1

/1 Usernanme and password for authentication.

/1 Depending on the authentication schene bei ng used,
/1 this infornation may instead be provided by a | ower
/1 protocol |ayer, in which case these fields nay be
/1 left unset.

2: optional string usernane

3: optional string password

/1 Configuration overlay which is applied when the session is
/1 first created.
4: optional map<string, string> configuration

}

struct TOpenSessi onResp {
1. required TStatus status

/1 The protocol version that the server is using.
2: Protocol Version server_protocol = Protocol Version. H VE_SERVER2_PROTOCOL_V1

/1 Session Handl e
3: TSessi onHandl e session_handl e

/1 The configuration settings for this session.
;. map<string, string> configuration



/1 C oseSession()
/1
/1 Closes the specified session and frees any resources
/1 currently allocated to that session. Any open
/| operations in that session will be cancel ed.
struct TC oseSessionReq {
1. required TSessionHandl e session_handl e

}

struct TC oseSessi onResp {
1: required TStatus status

}

/1 Getlnfo()
/1
/1 This function is based on ODBC s SQ.Getlnfo() function.
/1 The function returns general infornmation about the data source
/'l using the sane keys as ODBC.
struct TGetlnfoReq {
/'l The sesssion to run this request against
1: required TSessi onHandl e sessi on_handl e

/1 List of keys for which info is requested. If unset or enpty,

/1 the response nessage will contain the values of all Info
/] properties.
2: optional list<string> info_keys

}

struct TGetlnfoResp {
1. required TStatus status

/1 keyl/value pairs representing Info val ues
2: map<string, string> info

}

/] Execut eStatenent ()
I
/| Execute a statenent.
/1 The returned OperationHandl e can be used to check on the
/'l status of the statenent, and to fetch results once the
/1 statement has finished executing.
struct TExecuteStatenent Req {
/'l The session to exexcute the statenent against
1: required TSessi onHandl e session

/1 The statement to be executed (DMWM., DDL, SET, etc)
2: required string statenent

/1 Configuration properties that are overlayed on top of the

/1 the existing session configuration before this statenent

Il is executed. These properties apply to this statenent

/1 only and will not affect the subsequent state of the Session.
3: map<string, string> conf_overlay

}

struct TExecuteStatenment Resp {
1. required TStatus status
2: TQperationHandl e op_handl e
}

/1 GetTypel nfo()

/1

/1 Get infornation about types supported by the Hi veServer instance.
/1 The information is returned as a result set which can be fetched
/1 using the OperationHandl e provided in the response.

/1

/1 Refer to the docunmentation for ODBC s SQ.Get Typel nfo function for



// for the format of the result set.

struct TGet Typel nfoReq {
/1l The session to run this request against.
1: required TSessi onHandl e session

}

struct TGet Typel nfoResp {

1. required TStatus status

2: TOperationHandl e op_handl e
}

/] Get Tabl es()
/1
/!l Returns a list of tables with catal og, schemn, and table
/1 type information. The information is returned as a result
/'l set which can be fetched using the OperationHandl e
/1 provided in the response.
/1
// Result Set Col ums:
/1
/1 coll
/1 name: TABLE_CAT
/1 type: STRING
/'l desc: Catalog nanme. NULL if not applicable.
/1
/1 col 2
/1 name: TABLE_SCHEM
/1 type: STRING
/| desc: Schenma nane.
/1
/1 col3
/1 name: TABLE_NAME
/1 type: STRING
/| desc: Table name.
/1
/1 col4
/'l name: TABLE TYPE
/1 type: STRING
/] desc: The table type, e.g. "TABLE', "VIEW, etc.
/1
/1 col5
/1 name: REMARKS
/1 type: STRI NG
/] desc: Comments about the table
/1
struct TGet Tabl esReq {
/] Session to run this request against
1: required TSessi onHandl e session

/1 Name of the catalog or a search pattern.
: optional TPatternOrldentifier catal og_name

/1 Name of the schema or a search pattern.
3: required TPatternOrldentifier schema_nane

/1 Name of the table or a search pattern.
: required TPatternOrldentifier table_nane

/1 List of table types to match

/1l e.g. "TABLE', "VIEW, "SYSTEM TABLE", "GLOBAL TEMPORARY",
/] "LOCAL TEMPORARY", "ALIAS", "SYNONYM', etc.

5: list<string> table_types

}

struct TGet Tabl esResp {

1. required TStatus status

2: TOperationHandl e op_handl e
}



/] Get Col ums()
/1
/1 Returns a list of colums in the specified tables.
/1 The information is returned as a result set which can be fetched
/1 using the OperationHandl e provided in the response.
/1
/1 Result Set Columms are the sanme as those for the ODBC SQLCol ums
/1 function.
/1
struct TGet Col umsReq {
[/ Session to run this request against
1: required TSessi onHandl e session

/1 Name of the catal og. Must not contain a search pattern.
: optional Tldentifier catal og_nane

/1 Schema name or search pattern
3: required TPatternOrldentifier schema_nane

/] Table name or search pattern
: required TPatternOrlidentifier table_nane

/1 Colum nane or search pattern
: required TPatternOldentifier columm_nane

}

struct TGet Col uimsResp {
1. required TStatus status
2: optional TOperationHandl e op_handl e

/1 GetFunctions()
/1
/1 Returns a list of functions supported by the data source.
/1
/] Result Set Col ums:
/1
/1 coll
/1 name: FUNCTI ON_NAME
/1 type: STRI NG
/'l desc: The name of the function.
/1
/1 col2
/1 name: DESCRI PTI ON
/1 type: STRING
/] desc: A description of the function.
/1
/1 col 3
/1 name: FUNCTI ON_TYPE
/1 type: STRING
/1 desc: The function type: "UDF", "UDAF", or "UDTF".
/1
/'l col 4
/1 name: FUNCTI ON_CLASS
/1 type: STRING
/'l desc: The fully qualified nanme of the class
/1 that inplements the specified function.
/1
struct TCet FunctionsReq {
/] Session to run this request against
1: required TSessionHandl e session

}

struct TGet FunctionsResp {
1. required TStatus status
2: optional TOperationHandl e op_handl e

/] Get OperationStatus()



/1
/] Get the status of an operation running on the server.
struct TGet OperationStatusReq {
/1 Session to run this request against
1: required TOperationHandl e op_handl e
}

struct TGet QperationStatusResp {
1. required TStatus status
2: TQOperationState op_state

}

/'l Cancel Operation()
/1
/1 Cancel s processing on the specified operati on handl e and
/'l frees any resources which were allocated.
struct TCancel QperationReq {
/] Operation to cancel
1: required TOperationHandl e op_handl e
}

struct TCancel OperationResp {
1. required TStatus status

}

/1 GetQueryPl an()
/1
/1 Gven an OperationHandl e corresponding to an ExecuteStatenent
/'l request, this function returns the queryplan for that
/] statenment annotated with counter information.
struct TGet QueryPl anReq {
1: required TOperationHandl e op_handl e
}

struct TGet QueryPl anResp {
1. required TStatus status
2: optional queryplan. QueryPl an query_pl an

/1 Cl oseQperation()
/1
/1 Gven an operation in the FI Nl SHED, CANCELED,
/1 or ERROR states, CloseCperation() will free
/1 all of the resources which were allocated on
/1 the server to service the operation.
struct TCd oseOperationReq {

1: required TOperationHandl e op_handl e
}

struct TC oseQperationResp {
1. required TStatus status

}

/] GetResul t Set Met adat a()
/1
/'l Retrieves schema infornation for the specified operation
struct TGet Resul t Set Met adat aReq {
/] Operation for which to fetch result set schema information
1: required TOperationHandl e op_handl e
}

struct TGet Resul t Set Met adat aResp {
1. required TStatus status
2: optional TTabl eSchema schena



enum TFetchOrientation {
/1l Get the next rowset. The fetch offset is ignored.
FETCH_NEXT,

/1 Get the previous rowset. The fetch offset is ignored.
/1 NOT SUPPORTED
FETCH_PRI OR,

// Return the rowset at the given fetch offset relative
// to the curren rowset.

/1 NOT SUPPORTED

FETCH_RELATI VE,

/1 Return the rowset at the specified fetch offset.
/1 NOT SUPPORTED
FETCH_ABSOLUTE,

/Il Get the first rowset in the result set.
FETCH_FI RST,

/1l Get the last rowset in the result set.
/1 NOT SUPPORTED
FETCH_LAST

}

/1 FetchResul ts()
/1
/'l Fetch rows fromthe server corresponding to
/1 a particular OperationHandl e.
struct TFetchResultsReq {
/1 Operation fromwhich to fetch results.
1. required TOperationHandl e op_handl e

/1 The fetch orientation. For V1 this nmust be either

/] FETCH_NEXT or FETCH FIRST. Defaults to FETCH_NEXT.

2: TFetchOrientation orientation = TFetchOrientation. FETCH NEXT
/1 Max nunber of rows that should be returned in

/Il the rowset.

3: 164 nmax_rows

}

struct TFetchResul tsResp {
1. required TStatus status

/1 TRUE if there are nore rows left to fetch fromthe server.
2: bool has_nore_rows

/1 The rowset. This is optional so that we have the
/1 option in the future of adding alternate formats for
/] representing result set data, e.g. delimted strings,
/1 binary encoded, etc.
3: optional TRowSet results

}

service TSQ. Service {
TOpenSessi onResp OpenSessi on(1: TOpenSessi onReq req);
TC oseSessi onResp Cl oseSessi on(1: TC oseSessi onReq req);
TCet I nfoResp CetInfo(1: TGetlnfoReq req);
TExecut eSt at enent Resp Execut eSt at ement ( 1: TExecut eSt at enent Req req);
TGet Typel nf oResp Get Typel nfo(1: TGet Typel nfoReq req);
TGet Tabl esResp Get Tabl es(1: TGet Tabl esReq req);

TCet Col utmsResp Get Col utms( 1: TGet Col uimsReq req);



TGet Functi onsResp Get Functi ons(1: TGet Functi onsReq req);

TCet Oper ati onSt at usResp Get Operati onStatus(1l: TGet OperationStatusReq req);
TCancel Oper ati onResp Cancel Operati on(1: TCancel Operati onReq req);

TGet Quer yPl anResp Get Quer yPl an(1: TGet Quer yPl anReq req);

TGet Resul t Set Met adat aResp Get Resul t Set Met adat a( 1: TGet Resul t Set Met adat aReq req) ;

TFet chResul t sResp Fet chResul t s(1: TFet chResul t sReq req);
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