Certificates

Introduction

1 (TODO: do these test servers still work? is wave-protocol still the right place for this?

The instructions below are for self-signed certificates, which the current test server, i ni t ech- cor p. com will accept, which allows for easy testing of the
federation protocol. The acnewave. comtest server has been transitioned to only accept CA-issued certificates. CA-issued certificates are better as they

involve a trusted third-party, and it is expected that in production a Wave server would only accept CA-issued certificates. Changes to the test servers that
affect which kind of certificate they accept will be announced on the wave-protocol mailing list.

If you want to go through the steps to generate a CA-issued certificate the instructions are at the end of this page. A server that is set up to accept self-
signed certificates will also accept CA-issued certificates, so you will still be able to interop with both test servers with a CA-issued certificate.

Note that real certs will contain a critical extension that only Wave servers should accept, to prevent them being re-used as SSL server certificates.

Self-Signed Certificates

There is a script called make_cert . sh for generating certificates in the root directory of the repository. When you run it, you'll see roughly this:

$ ./make_cert.sh test
1) Generating key for test in 'test.key'

Generating RSA private key, 2048 bit |ong nodul us

e is 65537 (0x10001)
2) Generating certificate request for test in 'test.crt’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Name (2 letter code) [AU:

State or Province Nane (full nane) [Some-State]:

Locality Name (eg, city) []:

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]:
Organi zational Unit Nane (eg, section) []:

Common Name (eg, YOUR nane) []:

Emai| Address []:

You can answer whatever you want to all questions except the Common Name question. There you should answer the DNS name of your server.
The result of this would be two files, t est. crt andt est. key. The certificate you can give to anyone, especially those who want to check its a known

good cert. The key is your private key and should not be revealed.

@ The FedOne code does not support password protected private keys. This is not a concern if you used the script supplied above as the
generated private key will not be password protected.

1 (TODO: still fedone?)

View the certificate



$ openssl x509 -text -in test.crt
Certificate:
Dat a:
Version: 3 (0x2)
Serial Number:
el: e7:23:24:cc:5e:71:d1
Si gnature Al gorithm shalWthRSAEncryption
| ssuer: C=AU, ST=Sone-State, O=Internet Wdgits Pty Ltd, CN=www.links.org
Validity
Not Before: Jul 17 20:59:30 2009 GMVI
Not After : Jul 17 20:59:30 2010 GMI
Subj ect: C=AU, ST=Sone-State, O=Internet Wdgits Pty Ltd, CN=www.links.org
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (2048 bit)
Modul us (2048 bit):
00: d9: Oc: 57: 6b: fa: ad: b2: 8f: b1: 17: 08: 1f : d4: b1:
10: 5a: eb: 7c: 35: 01: 02: 73: 3f: 67: 68: 5d: fd: 3e: 4c:
ec:29:fa:3c:76:09:88:f5:fd: e2: ec: ad: 47: 44: d9:
6a: a9: 4f : b6: 2e: 42: 17: f 3: 11: b2: 59: f d: 2e: ab: 69:
c6: 95: ab: e2; 2f: 15: 16: 43; 5f : 1f : b5: c0: 38: 35: f0:
a3:db: 30: 19: 6b: a9: b1: 10: 4f : e7: 80: a2: a5: 68: c5:
b5: 3e: 1c: 81: ce: 7c: 98: b0: bb: 8e: 5b: dO: f 3: 21: 25:
f7:b5: eb: dO: bf: 72: f5: 69: bc: 24: ab: 69: 38: db: f 5:
85:¢9: 92: 98: e7: e0: a6: 30: 57
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
Cl: B6: 25: 4F; F7: 59: 52: 9C. 8D: 87: B9: 7F: 88: EC. 2C: 1D: 3B: OF: DC: OF
X509v3 Authority Key ldentifier:
keyi d: Cl: B6: 25: 4F: F7: 59: 52: 9C: 8D: 87: B9: 7F: 88: EC: 2C: 1D: 3B: OF: DC. OF
Di r Nare: / C=AU/ ST=Sone- State/ O=I nternet Wdgits Pty Ltd/ CN=www. | inks.org
serial : E1: E7: 23: 24: CC. 5E: 71: D1

X509v3 Basic Constraints:
CA: TRUE
Signature Al gorithm shalWthRSAEncryption

6d: Oc: b9: al: 1e: 37: 9f : 53: d9: bf : al: 10: 21: 04: 46: 84: 27: 57:

cd: 91: 2a: 3d: 11: 38: 51: 3e: 80: ac: e0: 10: d9: 37: f 3: 27: 00: 20:

04: 88: 2f : de: 2a: 54: 6f: e2: f1: ab: 1b: d7: 54: 04: 4c: 02: ef : 6a:

60: 76: d6: 68: 6a: 42: 02: ¢8: ac: Of : df : 16: f a: €8: b6: a6: 19: 8b:

46: 26: 1f : bb: d6: 69: 6f: 15: 5a: 43: 89: ce: 41: df : 8b: 58: 74: 9d:

66: 13: d9: e5: b6: 9e: 84: Oe: f e: 63: 2a: d6: 5¢c: 6¢: 96: e7: ae: ae:

6a: a2: a9: 2e: 81: 98: 87: 2d: ce: 3c: 48: 7c: d4: 2b: 71: 98: 97: 1d:

78:d0
----- BEG N CERTI FI CATE- - - - -
M | C+z CCAnSgAW BAgl JACHN! y TMXnHRMAOGCSqGSI b3 DQEBBQUAMFOX Cz AJBgNV
BAYTAK FVVRMAVEQYDVQQ EwpTb211 LVNOYXRI MSEWHWYDVQQRKEXhJbnR cnbl dCBX
aWRnaXRz| FBOe SBMIGQx Fj AUBgNVBAMIDXd3dy5saWbr cy5vcncwHhce NVDkwiNz E3
M A1OTMMWhc NMTAWNZ E3M ALOTMWY Bd MQs wCQYDVQQGEW] BVTETMBEGALUECBMK
U29t ZS1TdGFOZTEhMBB GALUEChMYSWE0ZXJuZXQg V2!l kZ21 0cy BQdHkg THRK MRYw
FAYDVQQDEW13d3cubd ua3Mub3JnM Gf MAOGCSqGSI b3DQEBAQUAA4GNADCBI QKB
gQDZDFdr +q2yj 7EXCB/ Us RBa63wlAQIzP2doXf 0+TOap+j x2CYj 1/ eLsr UdE2Wp
T7YuGhf zEbJZ/ S6r acaVpel vFRZDXx+1wbDg18KPbMBI r gbEQT+eAoqVoxbU+H HO
f Ji wu45b0PMhJf e169C/ cvVpvCSr aTj b9YXJIkpj n4KYwWw DAQABo4HCM G MBOG
ALUdDgQWBBTBE i VP91l Snl 2HuX+| 70ndOw ¢ Dz CBj WYDVROj Bl GHM GEgBTBt i VP
911 Snl 2HuX+I 7CwdOw ¢ D6Fhp F8WXTEL MAk GA1 UEBhMCQVUX Ez ARBgNVBAGTC Nv
bWt U3RhdGUx| TAf BgNVBAOTGE!l udGvybnVOI FdpZCGdpdHVYUHRS1 Ex0ZDEWBQG
ALUEAXMNd3d3Lmxpbnt zLnByZ41 JACHN! y TMXn HRVAWGAL Ud EWQFMAMBAT 8wDQYJ
KoZI hvc NAQEFBQADg YEAbQy50R43n1PZv6EQ QRGhCdXz ZEqQPRE4AUT6Ar CAQTS z
JWAgBI gv3i pUb+LxpRvXVARVAU9qYHbVAGP CAsi sDI98WHui 2phLRi Yf u9ZpbxVa
AAnOQd+LWHSdZhPZ5baehA7+Yyr WKGyWs66uaqKpLoGYhy3OPEh81Ct xmJcdeNA=
----- END CERTI FI CATE- - - - -

Check certificate and key match



$ openssl x509 -mpdulus -in test.crt -noout

Modul us=AC12A9EDA81134852DE9887BD0B4B36940B48F2520BF6970DE8854FAF4A476EAF32711C36E65DAB96729FABDDCA4531ABC3AEADL
DD3BCOE58429CE434B070617D9065A6B7B3EBC76DE7 DFBD9150DF0D27D6F5E6D6F11C7 DOA4CFDCB6763BC1C01208AF184A28BC2628F195BD
75B96EB2C58F94D5EC74F7A301F2DBEB6936858B

$ openssl rsa -in test.key -nodul us -noout

Modul us=AC12A9EDA81134852DE9887BD0B4B36940B48F2520BF6970DE8854FAF4A476EAF32711C36E65DABI6729FABDDCA4531ABC3AEADL
DD3BCOE58429CE434B070617D9065A6B7B3EBC76DE7 DFBD9150DF0D27D6F5E6D6F11C7 DOA4CFDCB6763BC1C01208AF184A28BC2628F195BD
75B96EB2C58F94D5EC74F7A301F2D8EB6936858B

The two outputs should match.

Now you are done and can add the key and cert to you Wave server and interop with other Wave servers that accept self-signed certificates. If you want to
generate a CA-issued Certificate follow the directions in the next section.

Getting a CA-issued Certificate

You will need access to the email account webmast er @ our domai n. com post nast er @ our donai n. com or host nast er @ our donai n. com

First generate an encrypted private key:

$ openssl genrsa -des3 -out exanple.com encrypted. key 2048

You will be asked for passphrase, make sure it is at least 10 characters.

Then generate a certificate request:

$ openssl req -new -key exanpl e.com encrypted. key -out exanpl e.com csr

You will be asked for passphrase from above. After that you will be asked to fill in a bunch of details.

@ The Common Name should be in the form wave. exanpl e. com

You can use this certificate request with your Certificate Authority of choice. Below are instructions on getting a free Class 1 CA-issued certificate from
StartSSL. Using StartSSL is not required, but is documented here because it is one of the CAs that provide free CA certs.

StartSSL instructions

=

. Gotohttps://ww.startssl.com

. Sign in, or sign up. To sign up you will need to provide email that you can validate, then log out and log in again - click in Authenticate - you will
be asked for (email) certificate that was generated in the sign up process.

3. Go to Control Panel.

4. Click on the Validations Wizard.

5. Choose Domain Name Validation where you have to validate you domain, i.e. exanpl e com

6

7

8

N

. Go to Certificates Wizard.
. Choose XMPP certificate.
. In the private key generation step click on "skip".
9. In the next step paste the certificate request that was generated earlier (the contents of the exanpl e. com csr).
10. Choose your domain, i.e. exanpl e. com In the subdomain you need to enter "wave", i.e. ht t p: / / wave. exanpl e. com
11. Click on Continue until Finish.
12. After that you will have your signed certificate. Save it as exanpl e. com crt.
13. Go to ToolBox, choose StartCom CA Certificates. Download your intermediate certificate sub. cl ass1. server. ca. pemand the Certification
Authority certificate ca. pem

So by now you should have 5 files:

® exanpl e. com encrypt ed. key
® exanple.comecrt

® exanpl e. com csr

® sub. cl assl. server.ca. pem
® ca.pem

Make sure to backup the private key and signed certificate (exanpl e. com encrypt ed. key exanpl e. com crt) and put it somewhere in a safe place.

Now let's remove the passphrase from the private key with:


https://www.startssl.com
http://wave.example.com

$ openssl rsa -in exanple.com encrypted. key -out exanpl e.com nonencrypted. key

then convert the key to a different format with:

$ openssl pkcs8 -topk8 -nocrypt -in exanpl e.com nonencrypted. key -out exanpl e.com key

Now we have the private key we can use with waveinabox server and a certificate signed by StartCom.
You can test your certificate using the openssl command line tool. If you get a CA-issued cert for the domain exanpl e. comthen you can test the cert
with:

$ openssl verify -CAfile sub.classl.server.ca. pem exanple.comcrt
exanpl e.comecrt: OK

1 (TODO: Make this refer to server.federation.config instead)

To enable the certs you will need to make some changes to r un- conf i g. sh. Enable certs, and add the intermediate cert to the list of certificates:

# Set true to disable the verification of signed deltas
WAVESERVER_DI SABLE_VERI FI CATI ON=f al se

# Set true to disable the verification of signers (certificates)
WAVESERVER_DI SABLE_SI GNER_VERI FI CATI ON=f al se

CERTI FI CATE_FI LENAME_L| ST=${ WAVE_SERVER_DOMAI N_NAME} . crt, sub. cl ass1. server. ca. pem

Note: Some people have found that they need to include both the sub. cl ass1. ser ver. pemand the ca- bundl e cert in the chain as follows:

CERTI FI CATE_FI LENAME_LI ST=$\ { WAVE_SERVER_DOMAI N_NAME} . crt, sub. cl ass1. server. ca. pem ca. pem

The order of the certificates listed in the CERTI FI CATE_FI LENAVE_LI ST is important, with your certificate going first, and intermediate certs following.

Check Certificates

1 (TODO: change FedOne to WIAB?)
The check-certificates. sh scriptincluded in the FedOne? source will do all of the above checks for you. Make sure r un- conf i g. sh is configured
first then run check- certi fi cat es. sh. If the certificates are valid and configured correctly you will see:

SUCCESS: The certificates have been verified and are working correctly

Otherwise and error message will be printed pointing to the cause of the error.
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