Administering security realms
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To administer security realms via the Geronimo Administration Console the Security Realms portlet is available on the Console Navigation menu on the

left hand side. This portlet allows you to add a new security realm or edit an existing one. To remove realms you would normally use the command line
option with the Deployer tool.

Security Realms

This page lists all the available security realms. Server-wide security realms can be edited, while security realms
deployed as part of a single application cannot (change the deployment plan in the application instead).

For each realm listed, you can click the usage link to see examples of how to use the realm from your application,

Deployed As

geronima-admin Server-wide rurning

Add new security realm

Listed in this portlet you will find all the available security realms. By default, the security realm used by Geronimo to authenticate users via properties file
is geronimo-admin.

When you edit an existing realm (in this case geronimo-admin) you will be presented with the following screen, note that you will not be able to change the
realm name nor the login domain name.
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Security Realms

This page edits a new or existing security realm.

A security realm may have one or more login modules. Many simple realms have only one login module. Additional login

modules may be used to access more underlying security information stores, or to add functionality such as auditing to
a realm without affecting the authentication process for the realm.

Realm Name: geronimo-admin

A name that is different than the name for any other security realms in the server (no spaces in the
name please). Other components will use this name to refer to the security realm.

Login Module 1
Login Domain

Sifisa: geronimo-admin

The login domain for this login module, which must be unigue among all modules in the security realm.
This can be used to distinguish principals from two otherwise identical login modules (for example,
from two LDAP login modules pointing to two different LDAP servers)

o Mc[igl;:;? Iorg.apache.geronimo.security.realm.providers.PropeniesFileLog

The fully-gualified class name for the login module.

Control Flag: I Required 'I

The control flag for the login module, which controls what happens to the overall login processing if
this login module succeeds or fails. For more information see javax.security.auth.login. Configuration.
Support
Advanced |[No -
Mapping:

Mormally Geronimo can't distinguish between two different principals that have the same name and
same principal class but were produced by two different login modules. If this option is enabled,
Geronimo will "wrap” principals to track which login module and realm each principal came from. This

lets yvou use the "realm-principal” and "login-domain-principal” elements in your security mapping in
Geronimo deployment plans.

I=var/security/users.properties
RI=var/security/groups.properties
Configuration

Options:

Any configuration options necessary for the login module, in the standard Java properties format (one
per line, name=value)

Save Show Plan

Cancel

The following example illustrates the deployment plan generated by this realm.




geronimo-properties-realm

<modul e xm ns="http://geroni no. apache. org/ xm / ns/ depl oynent - 1. 2" >
<envi ronnent >
<nodul el d>
<gr oupl d>consol e. r eal nx/ gr oupl d>
<artifactl|d>geroni no-adm n</artifactld>
<versi on>1. 0</ ver si on>
<t ype>car </ type>
</ modul el d>
<dependenci es>
<dependency>
<groupl d>or g. apache. ger oni no. confi gs</ gr oupl d>
<artifactld> 2ee-security</artifactld>
<t ype>car </ type>
</ dependency>
</ dependenci es>
</ envi ronment >
<gbean nane="geroni np-adm n" cl ass="org. apache. geroni no. security.real m GenericSecurityReal ni' xsi:type="dep
gbeanType"
xm ns: dep="http://geroni no. apache. or g/ xm / ns/ depl oynment - 1. 2" xm ns: xsi ="http://ww. w3. or g/ 2001
/ XMLSchena- i nst ance" >
<attribute name="real mNanme" >geroni no- admi n</attri bute>
<reference name="Serverlnfo">
<nane>Ser ver | nf o</ nane>
</ reference>
<xml -r ef erence nanme="Logi nMbdul eConfi guration">
<l og: I ogi n-config xm ns: 1 og="http://geronino. apache. org/ xm /ns/ | ogi nconfig-2.0">
<l og: 1 ogi n-modul e control -fl ag="REQUI RED"' wrap-princi pal s="fal se">
<l og: | ogi n- domei n- nane>ger oni no- adni n</ | og: | ogi n- donai n- name>
<l og: | ogi n- nodul e-cl ass>
or g. apache. geroni no. security. real m provi ders. Properti esFi |l eLogi nModul e
</l og: | ogi n- nodul e-cl ass>
<l og: opti on name="usersURI ">var/security/users. properties</|og: option>
<l 0g: opti on name="groupsURl ">var/security/ groups. properties</|og: opti on>
</l og: | ogi n- modul e>
</1o0g: | ogin-config>
</ xm -reference>
</ gbean>
</ modul e>

As we mentioned before, this plan is for the default, properties file based, security realm. When you create a new realm you will have to choose from the
following realm types available:

Certificate Properties File Realm
Database (SQL) Realm

LDAP Realm

Properties File Realm

Other

The last available option lets you create your custom realm type when none of the above fits your environment needs.
Having the Properties File Realm covered by default we will now focus on the other alternatives.
® Certificate Properties File Realm

® Database (SQL) Realm
® LDAP Realm
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