Configuring LDAP

Geronimo uses the Apache Directory Server for its directory service, this is part of the Apache Directory Project. Geronimo implements the following two
projects from the ApacheDS project.

® ApacheDS Core:
Server's core contains all backend subsystems. It depends on protocol and uses it with seda to service LDAP requests. The core contains the
JNDI provider, interceptor framework, interceptor services, the schema subsystem and the database subsystem. Hence the core is the heart of
the server.
® ApacheDS Shared:
Created to eliminate cyclic project dependencies between the core and the maven plug-in. Any code shared across modules in general can go
here so long as it does not depend on other modules.
More information about these two projects can be found at the ApacheDS project URL:
http://directory.apache.org/subprojects/apacheds/projects/index.html

At this point, Geronimo does not provide a LDAP client commands for configuring the server. You can use any LDAP client such as Idapbrowser/editor,
jxplorer or gqg for browsing and editing the configurations of the Directory Server in Geronimo.

Ensure that the Geronimo server is up and running and the "Directory" application is started. The initial default status for the Directory application in M5 is S
topped. To start the Directory module (or g/ apache/ ger oni no/ Di r ect or y) you can use the Geronimo console, after you logged in click on System
Modules on the left panel, look for org/apache/geronimo/Directory and click on Start.

Apache Geronimo can be configured to use two different Web containers, you can either use Jetty or Apache Tomcat. The sample application and
instructions provided in this article are Web container independent. They have been tested on Jetty and Tomcat and it works without having to modify
anything in the application.

The following sections will address how to configure LDAP on Geronimo for each of these containers.
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LDAP sample application

For this LDAP configuration example, the sample application used is a modified version of the application already available in the open JIRA GERONIMO-
417. Download the sample application from the following URL:

Idap-jetty.zip
After extracting the zip file a Idap-jetty directory is created, from now on this directory will be referred as <ldap_home>.
1 Note: Although the zip file and the directory created for the sample application indicates "jetty" in the name, this sample application is designed
as Web container independent, so it will work on both Jetty and Apache Tomcat.
At this point it is assumed that you have installed Java 1.4.2 and an LDAP client and you are capable of exporting/importing an .Idif file to a directory server.
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Add LDAP entries

Ensure that Geronimo is up and running and the Directory service is started. Start your LDAP client and create a new connection profile with the following
values:

Host: <localhost>
Port: 1389
Base DN: | ou=system

User DN: uid=admin,
ou=system

Password | secret

Once you connect to the Geronimo Directory server you will see the initial configuration, this configuration can be exported as a backup in a Idif file.
Depending the LDAP client you are using the export/import steps will be different. When you export the initial configuration you get an Idif file with a
content similar as the one shown in the following example.


http://directory.apache.org
http://directory.apache.org/subprojects/apacheds/projects/index.html
http://issues.apache.org/jira/browse/GERONIMO-417
http://issues.apache.org/jira/browse/GERONIMO-417
https://cwiki.apache.org/confluence/download/attachments/5000/ldap-jetty.zip?version=2&modificationDate=1131543128000&api=v2

export.ldif

dn: ou=system

ou: system

obj ect d ass: organi zational Unit
obj ectd ass: top

dn: uid=adm n, ou=system

di spl ayNane: Directory Superuser
uid: admn

user Password: : c2Vj cnmvVO

obj ect d ass: i net OrgPerson

obj ect d ass: organi zati onal Person
obj ect O ass: person

obj ectd ass: top

sn: admi ni strator

cn: system admi ni strator

dn: ou=users, ou=system

ou: users

obj ect d ass: organi zational Unit
obj ectd ass: top

dn: ou=groups, ou=system

ou: groups

obj ect d ass: organi zational Unit
obj ect d ass: top

dn: ou=configuration, ou=system
ou: configuration

obj ect d ass: organi zational Unit
obj ectd ass: top

dn: ou=partitions, ou=configuration, ou=system
ou: partitions

obj ect d ass: organi zati onal Unit

obj ectd ass: top

dn: ou=services, ou=configuration, ou=system
ou: services

obj ect d ass: organi zational Unit

obj ectd ass: top

dn: ou=interceptors, ou=configuration, ou=system
ou: interceptors

obj ect O ass: organi zational Unit

obj ect d ass: top

dn: pref NodeNanme=sysPref Root, ou=system
obj ect d ass: extensi bl eObj ect
pref NodeNane: sysPref Root
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Now you need to import the entries needed to run the sample application. Packaged with the sample application is a sample .Idif file with all the entries
necessary to run the LDAP sample application, this file is located in <ldap_home>/Idap-sample.ldif.

The following example shows the content of the Idap-sample.Idif file.

Idap-sample.ldif

# User: system

dn: ui d=syst em ou=users, ou=system
cn: John Doe

sn: Doe

gi vennane: John

obj ectclass: top



obj ectcl ass: person

obj ect cl ass: organi zati onal Person
obj ectcl ass: inetO gPerson

ou: Human Resources

ou: People

|1 Las Vegas
uid: system
mai | : syst em@pachecon. comm

t el ephonenunber: +1 408 555 5555

facsi m | etel ephonenunber: +1 408 555 5556
roomunber: 4613

user Passwor d: manager

# User: userl

dn: ui d=user 1, ou=users, ou=syst em
cn: User

sn: One

gi vennane: User1l

obj ectcl ass: top

obj ect cl ass: person

obj ect cl ass: organi zati onal Person
obj ect cl ass: i net OrgPerson

ou: Human Resources

ou: People

|: Las Vegas
uid: userl
nai | : userl1@pachecon. comm

t el ephonenunber: +1 408 555 5555

facsi m | etel ephonenunber: +1 408 555 5556
roomunber: 4613

user Password: pl

# User: user2

dn: ui d=user 2, ou=users, ou=syst em
cn: User

sn: Two

gi vennane: User2

obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person
obj ectcl ass: inetOrgPerson

ou: Human Resources

ou: People

I: Las Vegas
ui d: user2
mai |l : user2@pachecon. conm

t el ephonenunber: +1 408 555 5555

facsi m | etel ephonenunber: +1 408 555 5556
roomunber: 4613

user Password: p2

# Group: admin

dn: cn=adm n, ou=gr oups, ou=syst em

obj ect d ass: groupCOf Uni queNanes

uni queMenber: ui d=syst em ou=users, ou=syst em
cn: admin

# Group: guest

dn: cn=guest, ou=groups, ou=syst em

obj ect d ass: groupOf Uni queNanes

uni queMenber: ui d=user 1, ou=users, ou=syst em
uni queMenber: ui d=user 2, ou=users, ou=system
cn: guest

Once the file is imported you should get a confirmation that five entries were successfully imported.
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Deploy the LDAP realm

The LDAP sample application provides a security realm that needs to be deployed before the deployment of the application itself. This realm is located in <I
dap_home>/Idap-realm.xml and the content is illustrated in the following example.

Idap-realm.xml



<?xm version="1.0" encodi ng="UTF- 8" ?>

<configuration
xm ns="http://geroni no. apache. or g/ xm / ns/ depl oynent "
confi gl d="or g/ apache/ ger oni no/ | dap- secure" >

<gbean nane="I|dap- | ogi n"
cl ass="org. apache. geroni no. security.jaas. Logi nMdul eGBean" >
<attribute name="I| ogi nMbdul eC ass" >or g. apache. ger oni no. security.real m provi ders. LDAPLogi nMbdul e<
/attribute>

<attribute name="serverSi de">true</attribute>

<attribute name="options">
initial ContextFactory=com sun.jndi.|dap.LdapC xFactory
connecti onURL=Il dap://1 ocal host: 1389
connecti onUser name=ui d=adm n, ou=syst em
connect i onPasswor d=secr et
connecti onPr ot ocol =
aut henti cati on=si npl e
user Base=ou=user s, ou=syst em
user Sear chMat chi ng=ui d={ 0}
user Sear chSubt r ee=f al se
rol eBase=ou=gr oups, ou=syst em
rol eName=cn
r ol eSear chivat chi ng=( uni queMenber ={0})
rol eSear chSubt r ee=f al se
user Rol eNane=

</attribute>
<attribute name="I| ogi nDormai nNane" >l dap-real nx/attri bute>
</ gbean>

<gbean name="| dap-real m' cl ass="org. apache. geroni no. security.real m GenericSecurityReal m'>
<attribute name="real mNanme" >l dap-real nx/ attri but e>
<r ef erence name="Logi nMbdul eConfi gurati on">
<nane>| dap- | ogi n</ nane>
</reference>
<reference name="Serverl|nfo">
<nmodul e>or g/ apache/ ger oni no/ Syst enx/ nodul e>
<nane>Ser ver | nf o</ nane>
</reference>
<l-- Add -->
<ref erence name="Logi nServi ce">
<gbean- name>ger oni no. server: J2EEAppl i cati on=nul | , J2EEMbdul e=or g/ apache/ ger oni no/ Security
J2EESer ver =ger oni no, j 2eeType=JaasLogi nSer vi ce, nane=JaasLogi nSer vi ce
</ gbean- nanme>
</reference>
</ gbean>

<gbean name="| dap-|ogi n" cl ass="org. apache. geroni no. security.jaas.JaasLogi nMdul eUse" >
<attribute name="control Fl ag">REQUI RED</ attri but e>
<ref erence nanme="Logi nMbdul e">
<nane>| dap- | ogi n</ nane>
</reference>
</ gbean>

<gbean name="| dapt est"

cl ass="org. apache. geroni np. security.jaas. Server Real nConfi gurati onEntry">

<attribute name="applicati onConfi gNane">| dapt est</attri bute>

<attribute name="real mNanme" >l dap-real n</attribute>

<r ef erence name="Logi nServi ce">
<gbean- nanme>ger oni no. server: J2EEAppl i cati on=nul | , J2EEMbdul e=or g/ apache/ ger oni no/ Security,

J2EESer ver =ger oni no, j 2eeType=JaasLogi nSer vi ce, nanme=JaasLogi nSer vi ce

</ gbean- nanme>

</reference>

</ gbean>

</ configurati on>



To deploy the Idap-realm.xml run the following command from the <geronimo_home>/bin directory:
java -jar deployer.jar --user system --password nanager depl oy <l dap_honme>/|dap-real m xni

Once deployed you should see a confirmation message similar to the following example:
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Deployment plans

The deployment plans are located in the <ldap_home>/WEB-INF directory. Clearly, geronimo-web.xml is the Geronimo specific deployment plan. It
provides the details on what security realm to use and user role mappings as well as the Geronimo specific namespace used to identify the elements in the
security configuration. Common to other types of applications, not just security, the deployment plan also provides the main namespace for the deployment
plan, a module identification (optional), a parent module configuration ID (also optional) and a context root. The following example illustrates the Geronimo
specific deployment plan.

geronimo-web.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<web- app
xm ns="http://geroni np. apache. or g/ xnl / ns/ web"
xm ns: sec="http://geroni no. apache. org/ xm / ns/ security"
confi gl d="or g/ apache/ ger oni no/ | dap- secur e- denp"
par ent | d="or g/ apache/ ger oni no/ | dap- secure" >
<cont ext - r oot >/ | dap- deno</ cont ext - r oot >
<context-priority-classl oader>fal se</context-priority-classl oader>
<security-real mnane>l dap-real nx/security-real mname>
<security>
<defaul t-princi pal real mnane="I|dap-real ni'>
<principal class="org.apache. geroni no.security.real mproviders. Geroni noUser Princi pal" nanme="systent

</ defaul t-principal >
<r ol e- mappi ngs>
<rol e rol e-name="content - adni ni strator">
<real mreal m nane="1 dap-real ni'>
<principal class="org.apache. geroninp.security.real mproviders. Geroni noG oupPri nci pal "
nanme="adm n" desi gnat ed-run-as="true"/>
<princi pal class="org.apache. geroni npb.security.real mproviders. Geroni noUser Pri nci pal " name="
systeni/>
</real n»
</rol e>
<rol e rol e-name="guest">
<real mreal m nane="1 dap-real ni'>
<principal class="org.apache. geroninp.security.real mproviders. Geroni noG oupPri nci pal "
nanme="guest" desi gnated-run-as="true"/>
<princi pal class="org.apache. geroni npo.security.real mproviders. Geroni noUserPri nci pal " name="
user1"/>
<principal class="org.apache. geroni npb.security.real mproviders. Geroni noUser Pri nci pal " name="
user2"/>
</real n»
</rol e>
</ rol e- mappi ngs>
</security>
</ web- app>

Back to Top

The web.xml deployment descriptor shown in the following example (also located in the <ldap_home>/WEB-INF diretory) adds security constraints based
on the location of the files.



web.xml

<?xm version="1.0" encodi ng="1S0O 8859-1"?>

<web-app xm ns="http://java.sun. coni xm /ns/j2ee"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemaLocation="http://java.sun.com xm /ns/j2ee http://java.sun.conl xm /ns/j2ee/ web-app_2_4. xsd"
version="2.4">

<wel cone-file-list>
<wel come-fil e>i ndex. ht M </ wel cone-fil e>
</wel cone-file-list>

<security-constraint>
<web-r esour ce-col | ecti on>
<web-r esour ce- nane>Adm n Rol e</ web- r esour ce- nane>
<url-pattern>/protect/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<rol e- nanme>cont ent - adm ni strat or </ r ol e- nane>
</ aut h-constrai nt>
</ security-constraint>

<security-constraint>
<web-r esour ce-col | ecti on>
<web-resour ce- nane>No Access</ web-resour ce- name>
<url - pattern>/forbidden/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constraint/>
</ security-constraint>

<l ogi n-confi g>
<aut h- met hod>FORM/ aut h- met hod>
<r eal m name>MYREALMK/ r eal m nane>
<form | ogi n-confi g>
<f orm | ogi n- page>/ aut h/ | ogon. ht ml ?par amrt est </ f or m | ogi n- page>
<f orm error-page>/ aut h/ | ogonError. ht m ?par anrt est </ f orm error - page>
</forml ogi n-config>
</l ogi n-confi g>

<security-rol e>
<r ol e- nane>cont ent - adni ni strat or </ r ol e- nane>
</ security-role>

</ web- app>
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Package the sample application

Now that all the elements have been identified, it is necessary to package the sample application in a Web application Archive (.war). Open a command
line window, change directory to <ldap_home> and run the following command:

jar -cvf | dap-deno.war *

This command will package all the existing files and directories inside <ldap_home>. Although not needed inside the .war file, the Idap-realm.xml and Idap-
sample.ldif files will also be included.
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Deploy the application

To deploy the LDAP sample application make sure the Geronimo server is up and running. Open a command line window, change directory to
<geronimo_home>/bin and run the following command:

java -jar deployer.jar --user system --password nmanager depl oy <l dap_home>/| dap-deno. war



Once the Web application is successfully deployed you should see a confirmation message similar as the one shown in the following example:

To test the LDAP application open a Web browser and access the following URL:

http://localhost:8080/Idap-demo

The following figure shows the welcome page for the LDAP sample application.

%3 LDAP demo - Mozilla Firefox g[ﬁl@
@

File Edit “iew Go Bookmarks Tools Help

! , - _ - @] @ -._i http:/flocalhost: 8080/ 1dap-demo) V"_ @ Go @,
Welcome to the LDAP sample Web application

The following resources are protected:

Protect, for thiz resource you should be prompted with a uzername and password, use the same values you uze to access the Geronimo
Console (systemimanager)

Forbidden, vou should newer get access to this directory.

Dane

Click on Protect to validate against the LDAP Directory Server.

%3 Mozilla Firefox g[ﬁ'@
@

File Edit “iew Go Bookmarks Tools  Help

<}] - _ - @ @ .,_j http:/flocalhost: 8080/dap-demofauthflogon. hkml; jsessionid=1nj0jsawdbbwm?par am=test V"_ @ Go @,
FORM Authentication demo

TTaernarne: |System
Password: m“”‘i

Dare

Enter system as the username and manager as the password and click Login. The username and password you provide here is the same you use to
access the Geronimo Web console and it is stored in the Directory Server database. Once you are logged in you should see the following screen.


http://localhost:8080/ldap-demo
http://localhost:8080/ldap-demo/protect

3 Mozilla Firefox

File Edit “iew Go Bookmarks Tools  Help c

QEI - I:[> - @ |:\| @ |U http:f{localhost: 8080/ldap-demajprotect| V| @ co “Q, |
Welcome to the protected area

LDAF configuration is warking!

Dane

At this point you have an application that is validating username and passwords against an LDAP Directory Server database based on the security
configuration you provided earlier. Now, if you go back to the welcome page and click on Forbidden you should receive a 403 - Forbidden HTTP error
similar as the one shown in the following figures.

If you are using Jetty as the Web container:

3 Error 403 Forbidden - Mozilla Firefox =13

_Eile Edit  Wiew Go Bookmarks  Tools  Help 0
<;§| - E[> - %1 |;\| @ ||_| http:/lacalhost:5080//dap-demoForbidden Vl B aa ||Q, |
HTTP ERROR: 403

Forbidden
EequestURI=Adap-demo/forbidden

Fowered by Jeffy &

Dane

If you are using Apache Tomcat as the Web container:

©3 Apache Tomcat/5.5.12 - Error, report - Mozilla Firefox r; §||z|
File Edit “iew Go Bookmarks Tools  Help

<::I - I__[:) - @ |H\| @ |U http:f{localhost: 8080/ldap-demajForbidden) V| @ co “Q, |
HTTP Status 403 -

BT Status report
Access to the specified resource () has been forbidden.

ache Tomcat /5.5.12

Dane



http://localhost:8080/ldap-demo/forbidden
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