REST SSO Flow (SAML)

REST SSO Flows
Client ‘ SAML IdP ‘ . -
(eg JEE App) {eg Shibboleth)

1l | |
Non-normative example of how a saml-bearer-token might be obtained /

1 fauthenticate POST(username,password)

_ 2 okz200(saml-bearer-token)

3 jclusterfservice GET(saml-bearer-token)

Y

qvalidate(saml-bearer-token):username

« |

5 [service GET(username)

Y

6 ok200(results)

7 ok200(results)
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1 jauthenticate POST(username,password] |

2 saml-bearer-token[username]
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3 jeluster/service GET(jwt-bearer-token)

4 lookupGroups{username):groups

k-
-

5 jservice GET{username)

Y

_ 6 ok200(results)
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7 ok200(rasults)




REST SSO Flow (LDAPR)

Client Knox
(eq |JEE App) T5/550

1 jauthenticate POST(username,password) |

Hadoop
(eg NM)

. | Knox
LDAP‘ GW

2 authenticate(username password)
>

3 lookupGroups():groups

Y

| 4 jwt-bearer-token[username,groups]

-

5 fcluster/service GET(jwt-bearer-token)

Y

6 /service .GET(username) _

_, 7 results
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