Spring Security and Wicket-auth-roles
Why use Spring Security (Formerly known as Acegi)?

Spring Security is a pretty complete solution for all kinds of security needs. It is very configurable and supports many authentication sources out of the box.
These include: database queries, LDAP queries and CAS. It can be a bit complex to set up, but following the how to below should get you started quickly.

The example below shows how you can use Spring Security in combination with Wicket-auth-roles. Spring Security takes care of the authentication,
Wicket-auth-roles does authorization. By this | mean that Spring Security looks up the user (including roles, full name, etc.), validates the password, and
keeps track of the current user in the session. Wicket-auth-roles validates whether the current user has access to a particular page, or even a particular
component.

The advantage of this setup is that you get to use a lot of Spring Security functionality out of the box. There are the mentioned authentication sources, but
you can also add security to services that are called by your Wicket application. You do this by adding an Spring Security proxy to your spring beans.

Spring Security proxies allow role based access (e.g. access granted if you have role x) but can also filter the results of a service call (e.g. remove data
from a list that must not be seen by current user). See the Spring Security manual for more information.

Why not use Spring Security?

A new Wicket project is currently in the works. You can read more about it on http://wicketstuff.org/confluence/display/STUFFWIKI/Wicket-Security. Please
investigate whether it will suit your needs better.

For those still wanting to use Spring Security, there is an howto on getting Swarm working with Spring Security http://wicketstuff.org/confluence/display
ISTUFFWIKI/Swarm+and+Acegi+HowTo

See the examples below for how to setup your project.

1. Wicket 1.3.5, Spring 2.5.5, Spring Security 2.0.4 on JDK 5.0
2. Wicket 1.2.6, Spring 2.0.5, Acegi 1.0.2 on JDK 1.4

Example Wicket 1.3.5

This example uses Maven 2 for dependency management.

Maven 2 pom.xml


http://static.springframework.org/spring-security/site/reference/html/springsecurity.html
http://wicketstuff.org/confluence/display/STUFFWIKI/Wicket-Security
http://wicketstuff.org/confluence/display/STUFFWIKI/Swarm+and+Acegi+HowTo
http://wicketstuff.org/confluence/display/STUFFWIKI/Swarm+and+Acegi+HowTo

<dependency>
<groupl d>or g. spri ngf ramewor k. securi ty</ groupl d>
<artifactld>spring-security-core</artifactld>
<versi on>2. 0. 4</ ver si on>
<excl usi ons>
<excl usi on>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-core</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-context</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-aop</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-support</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>conmons- | oggi ng</ gr oupl d>
<artifactld>comons-| oggi ng</artifactld>
</ excl usi on>
</ excl usi ons>
</ dependency>
<dependency>
<gr oupl d>or g. apache. wi cket </ gr oupl d>
<artifactld>w cket</artifactld>
<ver si on>${ wi cket . versi on} </ versi on>
</ dependency>
<dependency>
<gr oupl d>or g. apache. wi cket </ gr oupl d>
<artifactld>w cket-spring</artifactld>
<ver si on>${w cket . versi on} </ ver si on>
<excl usi ons>
<excl usi on>
<artifactld>spring</artifactld>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
</ excl usi on>
</ excl usi ons>
</ dependency>
<dependency>
<gr oupl d>or g. apache. wi cket </ gr oupl d>
<artifactld>w cket-spring-annot</artifactld>
<ver si on>${wi cket . versi on} </ versi on>
</ dependency>
<dependency>
<gr oupl d>or g. apache. wi cket </ gr oupl d>
<artifactld>w cket-extensions</artifactld>
<versi on>${w cket . versi on} </ versi on>
</ dependency>
<dependency>
<gr oupl d>or g. apache. wi cket </ gr oupl d>
<artifactld>w cket-auth-rol es</artifactld>
<versi on>${w cket . versi on} </ versi on>
</ dependency>

A nasty thing of Spring security is that is brings in its own Spring version 2.0.8. Since we want 2.5.5 we need to exclude it.

Spring Security setup

Since Spring Security has a very exhaustive documentation available | refer to the manual for in depth information about Spring Security. This example
merely shows how to configure Spring Security with Wicket.


http://static.springframework.org/spring-security/site/reference/html/springsecurity.html

web.xml

<?xm version="1.0" encodi ng="1S0O 8859-1"?>

<web-app xm ns="http://java.sun.conl xm /ns/j2ee" xm ns:xsi="http://ww.w3.org/2001/ XM_Schena-i nst ance" xsi:

schenalLocati on="http://java. sun.com xm /ns/j2ee http://java.sun.com xm / ns/j2ee/ web-app_2_4. xsd"
version="2.4">

<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter.Del egatingFilterProxy</filter-class>
</filter>

<filter>

<filter-name>w cket.filter</filter-nanme>

<filter-class>org. apache. w cket.protocol.http. WcketFilter</filter-class>
</filter>

<filter-nmappi ng>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mappi ng>

<filter-mppi ng>
<filter-name>w cket.filter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>
</ web- app>

It is important to add springSecurityFilterChain mapping higher in code than the Wicket filter mappin. Wicket filter is only passing filter call down by filter
chain if it is unable to handle request itself.

Spring security version 3 and wicket 1.4



<web-app xm ns="http://java.sun.conm xm /ns/j2ee" xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocation="http://java.sun.com xnl /ns/j2ee http://java.sun.con xm /ns/j2ee/ web-app_2_4. xsd"
version="2.4">

<di spl ay- name>exanpl e</ di spl ay- nane>

<cont ext - par an>

<par am nanme>cont ext Confi gLocat i on</ par am nane>

<par am val ue>/ WEB- | NF/ appl i cat i onCont ext - security. xnl </ param val ue>
</ cont ext - par an>

<listener>
<l i stener-cl ass>org. spri ngfranmewor k. web. cont ext . Cont ext Loader Li st ener</1i stener-cl ass>
</listener>

<filter>
<filter-name>w cket.exanpl e</filter-name>
<filter-class>org. apache. w cket.protocol.http. WcketFilter</filter-class>
<i ni t - paranp
<par am nanme>appl i cat i onCl assNane</ par am nane>
<par amval ue>or g. wi cket . exanpl e. W cket Appl i cati on
</ par am val ue>
</init-paranme
</filter>

<filter-mppi ng>
<filter-name>w cket.exanpl e</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

</ web- app>

Spring 2 context



spring-context.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://wwm. springframework. org/ schema/ beans" xml ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
instance" xml ns:security="http://ww.springframework. org/schena/security"”
xsi : schemaLocati on="http://ww. spri ngfranmework. or g/ schena/ beans http://ww. springframework. org/ schema
/ beans/ spri ng- beans- 2. 5. xsd
http://ww. springframework. org/ schema/ security http://ww. springfranework. org/ schena/ security/spring-

security-2.0.4.xsd">
<bean i d="nmyApplication" class="com foo.bar. MApplication" />

<bean id="filterChai nProxy" class="org.springframework.security.util.FilterChainProxy">
<property name="filterlnvocationDefinitionSource">
<val ue>
CONVERT_URL_TO_LOWERCASE_BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
/**=ht t pSessi onCont ext | ntegrationFilter
</ val ue>
</ property>
</ bean>

<bean i d="httpSessionContextlIntegrationFilter"
cl ass="org. springframewor k. security.context.HttpSessi onContextlntegrationFilter">

<property name="al | owSessi onCreati on" val ue="fal se"/>
</ bean>

<security:authentication-provider alias="authenticati onManager">

<security:user-service>
<security:user password="adm n" name="adm n" authorities="ROLE_ ADM N' />

</ security:user-service>
</ security:authentication-provider>

</ beans>

Spring 3 context



<beans xm ns="http://ww. springfranmework. or g/ schema/ beans"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance" xnm ns: security="http://ww. springfranework. org
/ schema/ security"

xsi : schemaLocati on="http://ww. spri ngfranework. or g/ schena/ beans http://ww. springfranmework. org/ schema
/ beans/ spri ng- beans- 3. 0. xsd

http://ww. springfranmework. org/ schenma/ security http://ww. springfranmework. org/ schema/ security/spring-
security-3.0.xsd">

<security:http create-sessi on="never" auto-config="true" >
<security:remenber-ne/>
<security:intercept-url pattern="/**"/>
</security: http>

<security: authentication-manager alias="authenticati onManager">
<security: authentication-provider>

<l-- TODO change this to reference our real user service -->
<security:user-service>
<security:user name="admi n" password="adm n"
aut horities="ROLE_ADM N, ROLE_USER' />
<security:user nane="user" password="user"
aut horities="ROLE_USER' />

</ security:user-service>
</ security:authentication-provider>

</ security:authentication-manager>

<security: gl obal - net hod-security secured-annotati ons="enabl ed" />
</ beans>

The only filter we need defined from Acegi is the HttpSessionContextintegrationFilter. This filter will ensure that the SecurityContext is transported to and
from the HttpSession onto the Thread context. All authorization is delegated to the wicket-auth-roles module which uses Annotations
(@Authorizelnstantiation).

Using the authentication-provider XML element we register an AuthenticationManager in the Spring context. In this case we use a simple in-memory user
service using the user-service element.

Wicket setup

WebSession



public class MyAut henti cat edWebSessi on ext ends Aut henti cat edWebSessi on {
private static final Logger |ogger = Logger.getLogger( M/AuthenticatedWbSession. cl ass);

@pr i ngBean( name="aut henti cati onManager")
private AuthenticationManager authenticati onManager;

public MyAut henti cat edWebSessi on( Request request) {
super (request);
i nj ect Dependenci es();
ensur eDependenci esNot Nul | () ;

}

private void ensureDependenci esNot Nul | () {
if (authenticati onManager == null) {
throw new | | | egal St at eException("Adm nSession requires an authenticationManager.");
}
}

private void injectDependencies() {
I njectorHol der.getlnjector().inject(this);

}
@verride

public bool ean authenticate(String usernanme, String password) {

bool ean aut henticated = fal se;

try {
Aut henti cation authentication = authenticati onManager. aut henti cat e( new

User namePasswor dAut hent i cat i onToken(user nane, password));

Securi t yCont ext Hol der. get Cont ext (). set Aut henti cati on(aut henti cation);
aut henticated = authentication.isAuthenticated();

} catch (Authenticati onException e) {
| ogger.warn(format ("User '%' failed to | ogin. Reason: %", usernane, e.getMessage()));
aut henticated = fal se;

}

return authenticated;
}
@verride

public Roles getRoles() {
Rol es roles = new Roles();
get Rol esl f Si gnedl n(rol es);
return roles;

}

private void getRol eslfSignedl n(Roles roles) {
if (isSignedin()) {
Aut henti cation authentication = SecurityContextHol der. get Context().getAuthentication();
addRol esFromAut henti cati on(rol es, authentication);

}

private void addRol esFromAut hentication(Rol es rol es, Authentication authentication) {
for (GrantedAuthority authority : authentication.getAuthorities()) {
rol es. add(aut hority.getAuthority());

Spring 2 Application



MyWebApplication.java

public class MyWebApplication extends AuthenticatedWbApplication inplenents ApplicationContextAware {
private ApplicationContext context;

bool ean islnitialized = fal se;

@verride
protected void init() {
if (lislnitialized) {
super.init();
setLi steners();
islnitialized = true;

}

private void setListeners() {
addConponent | nstanti ati onLi st ener (new Spri ngConponent | njector(this, context));

}

@verride
public d ass<?> get HonePage() {
return HonePage. cl ass;

}

public void setApplicationContext(ApplicationContext context) throws BeansException {
this.context = context;

}

@verride
protected O ass<? extends WebPage> get Si gnl nPageC ass() {
return Logi nPage. cl ass;

}

@verride
protected O ass<? extends AuthenticatedWebSessi on> get WebSessi onCl ass() {
return MyAut henti cat edWebSessi on. cl ass;

}

Spring 3 Application



MyWebApplicationSpring3.java

public class MyWebApplicationSpring3 extends AuthenticatedWbApplication {
bool ean islnitialized = fal se;

@verride
protected void init() {
if (lislnitialized) {
super.init();
set Li steners();
islnitialized = true;

}

private void setListeners() {
addConponent | nst anti ati onLi st ener (new Spri ngConponent I njector(this));

}

@verride
public C ass<?> get HonePage() {
return HonePage. cl ass;

}

@verride
protected O ass<? extends WebPage> get Si gnl nPageC ass() {
return Logi nPage. cl ass;

}

@verride
protected O ass<? extends AuthenticatedWebSessi on> get WebSessi onCl ass() {
return MyAut henti cat edWebSessi on. cl ass;

}



LoginForm.java

cl ass Logi nForm ext ends Form {
private String usernane;
private String password,;

public LoginForn(String id) {
super (id);
set Mbdel (new ConpoundPr opertyMdel (this));
add(new Requi redText Fi el d("usernane"));
add(new Passwor dText Fi el d(" password"));

}

@verride
protected void onSubmit() {
Aut hent i cat edWebSessi on sessi on = Aut henti cat edWebSessi on. get () ;
i f (session.signln(usernanme, password)) {
set Def aul t ResponsePagel f Necessary();
} else {
error(getString("login.failed"));
}
}

private void setDefaul t ResponsePagel f Necessary() {
if(!continueToOriginal Destination()) {
set ResponsePage( get Appl i cation(). get HonePage());
}

SecuredPage.java

@\ut hori zel nstanti ati on(" ROLE_ADM N')
public class SecuredPage extends WebPage {
//onmtted, since not rel evant

}

As stated before the above code examples show the very minimal and a basic setup of how to configure Spring Security with Wicket. For more advanced
configuration regarding authentication-provider mechanisms | refer to Spring Security manual.

Example Wicket 1.2.6

This example is extracted from a production system running on Wicket 1.2.6, Spring 2.0.5 and Acegi 1.0.2 on a 1.4 JVM. Wicket-auth-roles requires Java
5, but is quite simple to port it to Java 1.4 by removing everything related to annotations. If you do not want to port Wicket-auth-roles, this example requires
that you use Java 5.

Classpath
The code in this HOWTO works with the following jars. Newer and older versions probably work, but you'll have to try to find out.

Wicket 1.2.6

Wicket-auth-roles 1.2.6

Acegi 1.0.2

Spring, including spring-support 2.0.5
Ehcache 1.2.3

In addition, you'll need to inject some Spring beans into your wicket classes. This example assumes (but does not show) you are injecting these into the
application. You'll need more jars for this. See here for more information on integrating Wicket with Spring.


http://static.springframework.org/spring-security/site/reference/html/springsecurity.html
https://cwiki.apache.org/confluence/display/WICKET/Spring

Acegi basic setup

First of all you need to set up Acegi. Somewhere in your Spring configs add:

<I-- Proxy to a set of filters that enforce authentication and authorization. -->
<bean id="filterChainProxy" class="org.acegisecurity.util.FilterChainProxy">
<property name="filterlnvocationDefinitionSource">
<val ue>
CONVERT_URL_TO_LOWERCASE_BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
/**=ht t pSessi onCont ext | ntegrationFilter
</ val ue>
</ property>
</ bean>

<!-- Mintains security context between requests (using the session). -->
<bean id="httpSessionContextlntegrationFilter"
cl ass="org. acegi security.context. HtpSessi onContextlntegrationFilter">
<property name="forceEager Sessi onCreati on" val ue="true"/>
</ bean>

<l-- Users cache for Acegi (Ehcache). -->
<bean id="user Cache" class="org. acegi security.providers. dao. cache. EhCacheBasedUser Cache" >
<property nane="cache">
<bean cl ass="org. spri ngframework. cache. ehcache. EnCacheFact or yBean" >
<property name="cacheManager" ref="cacheManager"/>
<property name="cacheNane" val ue="your. application. name. USER_CACHE"/ >
</ bean>
</ property>
</ bean>

<bean i d="cacheManager" class="org. springfranmework. cache. ehcache. EnCacheManager Fact or yBean"/ >

This will configure the following:

® Acegi will keep track of the current user for every page in your application.

® |t will do so by storing that user in the session. During a request, the user is available through a ThreadLocal (accessed through the class Aut hen
ticationStore).

® User information is stored in a cache. This is very important for performance when you use LDAP or database authentication source. This
particular configuration uses a cache from EhCache.

Note that in most types of web applications you would configure Acegi to work on some URLSs only, and do authorization from Acegi. However, in Wicket
URL have no obvious relation to the content. Instead we let Acegi just track the user on all URLs (authentication) and postphone access checks
(authorization) to within the Wicket application.

Add the following to your web.xml:

<filter>
<filter-name>Acegi HTTP Request Security Filter</filter-name>
<filter-class>org. acegisecurity.util.FilterToBeanProxy</filter-class>
<i ni t - paranp
<par am nanme>t ar get G ass</ par am nanme>
<param val ue>org. acegi security. util.FilterChai nProxy</paramval ue>
</init-paran>
</filter>

<filter-mppi ng>
<filter-name>Acegi HTTP Request Security Filter</filter-nane>
<url-pattern>/*</url-pattern>

</filter-mappi ng>

Please mind that it is important to put the Acegi-filter-mapping before the wicket-filter-mapping. Otherwise the wicket-authorization would be dependend on
values that haven't been set yet.

You now have setup Acegi to put a security token in the 'security context' (which comes down to a thread local variable) during the invocation of each and
every request, based on some information in the session. At the end of the request, the security token is removed from the security context.

You will also have to configure an authentication provider. Here is an example that get its data from LDAP.



If Acegi's or g. acegi security. userdetails. UserDet ai | s does not have enough information, you can extend it with your own. Here we add a full
name and an e-mail address.

public interface YourAppUserDetails extends UserDetails {
String getEmail ();
String getDi splaynane();

An implementation:

public class YourAppUser Det ai | sLdapl npl inpl enents Your AppUserDetails, org.acegi security.userdetails.|dap.
LdapUserDetails {

private static final String LDAP_ATTRI BUTENAME MAIL = "pmail";
private static final String LDAP_ATTRI BUTENAME_ DI SPLAYNAME = "di spl ayname";

/** The wrapped <code>LdapUser Det ai | s</ code> i nstance. */
private final LdapUserDetails |dapUserDetails;

private String enmail;
private String displaynane;

/**
* Wap the given Acegi <code>LdapUser Detail s</code> instance. This class adds the additional properties
* <code>enmi | </ code> and <code>di spl aynane</code> that are fetched fromthe <code>LdapUser Det ai | s</ code>
* {@ink org.acegi security.userdetails.|dap. LdapUserDetail s#getAttributes() attributes}.

*

* Note: an e-nmil address is mandatory, full name is not.
* @aram | dapUserDetails the wapped user details instance
*/
publi c Your AppUser Det ai | sLdapl npl (final LdapUserDetails |dapUserDetails) {
this.ldapUserDetails = | dapUserDetail s;
Attributes attributes = this.|ldapUserDetails.getAttributes();

/1 Fetch e-nmil address fromattributes (required, exception is thrown if not available).

try {
Attribute mail Attribute = attributes.get (LDAP_ATTRI BUTENAME_MAI L) ;
email = (String) (mail Attribute == null ? null : mailAttribute.get());
if (email == null) {
String errorMessage = "No attribute named '" + LDAP_ATTRI BUTENAVE MAI L
+ "' found for user '" + | dapUserDetails.getUsername() + "'.";
t hrow new Runti meException(errorMessage);
}
} catch (Nami ngException e) {
String errorMessage = "Nam ngException while attenpting to retrieve value for attribute '"
+ LDAP_ATTRI BUTENAME_MAIL + "' for user '" + |dapUserDetails.getUsernane() + "'.";
t hrow new Runti neException(errorMessage, e);
}
/1 Get Display name
try {
Attribute displaynaneAttribute = attributes. get(LDAP_ATTRI BUTENAVE_DI SPLAYNAME) ;
di spl ayname = (String) (displaynanmeAttribute == null ? null : displaynameAttribute.get());

} catch (Nami ngException e) {
LOG. war n( " Nam ngException while attenpting to retrieve value for attribute ""
+ LDAP_ATTRI BUTENAMVE_DI SPLAYNAVE
+ "' for user '" + |dapUserDetails.getUsernane() + "'. Setting displayname to null.");

}

/** {@nheritDoc} */
public String getEmail () {
return enuil;

}

/** {@nheritDoc} */



public String getDisplaynane() {
return di spl aynaneg;

}

/**

* @eturn this user's authorities (i.e. roles)

*/

public GrantedAuthority[] getAuthorities() {
return | dapUserDetails. getAuthorities();

}

/*-k
* @eturn this user's password
*/
public String getPassword() {
return | dapUserDet ai | s. get Passwor d() ;
}

/**
* @eturn this user's user nanme
*/
public String getUsernane() {
return | dapUserDet ai | s. get User nane() ;
}

[** {@nheritDoc} */
publ i c bool ean i sAccount NonExpired() {
return | dapUserDetail s.i sAccount NonExpi red();

}

/** {@nheritDoc} */
publ i c bool ean i sAccount NonLocked() {
return | dapUserDetail s.i sAccount NonLocked();

}

/** {@nheritDoc} */
public bool ean isCredential sNonExpired() {
return | dapUserDetails.isCredential sNonExpired();

}

/** {@nheritDoc} */
public bool ean isEnabl ed() {
return | dapUserDetails.isEnabl ed();

}

/**
* @eturn this user's LDAP attributes
*/
public Attributes getAttributes() {
return | dapUserDetails.getAttributes();
}

/**
* Returns any LDAP response controls that were part of the user authentication process. See
* <a href="ftp://ftp.isi.edu/in-notes/rfc2251.txt" >RFC 2251</a> for a description of controls.
* @eturn LDAP response controls
*/
public Control[] getControls() {
return | dapUserDetails. getControls();
}

/**
* @eturn this user's distinguished nane
*/
public String getDn() {
return | dapUserDetails.getDn();
}

Its a bit messy, improvements are welcome.



We have to write our own LDAP authenticatoin provider as Acegi does not know about the e-mail address and full name:

import org.acegisecurity.providers.|dap. LdapAut henticati onProvi der;
i nport org.acegi security.providers.|dap. LdapAut henti cator;
import org.acegisecurity. providers.|dap. LdapAut horitiesPopul ator;

public class Your AppLdapAut henti cati onProvi der extends LdapAuthenticationProvider {
publ i c Your AppLdapAut henti cati onProvi der (LdapAut henti cat or authenticator, LdapAuthoritiesPopul ator
aut horitiesPopul ator) {
super (aut henti cator, authoritiesPopul ator);

}

/**
* Creates a <code>UserDetail s</code> instance ({@ink YourAppUserDetails}) that provides the additional
properties
* <code>enmui | </ code> and <code>di spl aynane</ code>.
*/
protected UserDetails createUserDetail s(LdapUserDetails |dapUser, String usernanme, String password) {
UserDetails userDetails = super.createUserDetail s(ldapUser, usernane, password);
return new Your AppUser Det ai | sLdapl npl ((LdapUserDetails) userDetails);

Finally the configuration of the LDAP authenticatoin provider. Again this is done in a Spring config file:



<!-- Authentication manager, configured with one provider that retrieves authentication infornation
froman LDAP instance. -->
<bean i d="aut henti cati onManager" class="org. acegi security.providers. Provi der Manager">
<property name="providers">

<list>
<ref |ocal ="| dapAut henti cati onProvider"/>
</list>
</ property>
</ bean>
<!-- Exanpl e query against Active Directory, uses sAMAccount Name as usernane -->

<bean i d="user Search" cl ass="org. acegi security.|dap.search. FilterBasedLdapUser Sear ch">
<constructor-arg i ndex="0" val ue="ou=users, ${__| dap. basedn}" />
<constructor-arg index="1" val ue="(&anp; (obj ect cl ass=per son) (sAMAccount Namre={0}))" />
<constructor-arg index="2" ref="initial D rContextFactory" />
<property name="searchSubtree" val ue="fal se" />

</ bean>

<!'-- Authentication provider for authentication via LDAP. -->
<bean i d="I| dapAut henti cati onProvider" class="com exanpl e. app. security. Your AppLdapAut henti cati onProvi der">
<constructor-arg>
<bean cl ass="org. acegi security.providers. | dap. aut henti cator. Bi ndAut henti cator">
<constructor-arg ref="initial DirContextFactory"/>
<property name="user Search" ref="userSearch" />
</ bean>
</ constructor-arg>
<constructor-arg>
<bean cl ass="org. acegi security. providers. | dap. popul at or. Def aul t LdapAut hori ti esPopul at or">
<constructor-arg ref="initial DirContextFactory"/>
<constructor-arg>
<val ue>ou=gr oups, ${ __| dap. basedn} </ val ue>
</ constructor-arg>
<property name="groupSearchFilter" val ue="nenber={0}"/>

</ bean>
</ constructor-arg>
</ bean>
<!-- Initial context factory for JNDI queries to LDAP server. -->

<bean id="initial DirContextFactory" class="org.acegi security.|dap.DefaultlnitialDirContextFactory">
<constructor-arg val ue="Idap://${__l dap. host}: ${__| dap. port}/"/>
<property name="nanager Dn" val ue="${__| dap. nanager.cn}"/>
<property name="nmanager Password" val ue="${__| dap. manager. pass}"/>

</ bean>

<!-- Read LDAP properties froma file. -->

<bean cl ass="org. spri ngframework. beans. factory. confi g. PropertyPl acehol der Confi gurer">
<property name="pl acehol der Prefix" value="${__"/>
<property name="location" val ue="cl asspat h: | dap. properties"/>

</ bean>

With Idap.properties something like:

| dap. host =192. 168. 20. 123

| dap. port =380

| dap. basedn=ou=Appl i cati on, ou=Or gani sati on, dc=exanpl e, dc=com

| dap. manager . cn=cn=nanager , ou=user s, ou=Appl i cati on, ou=COr gani sati on, dc=exanpl e, dc=com
| dap. manager . pass=secr et

TODO: describe how roles are structured in LDAP tree.

Wicket setup

Your application's session should extend wi cket . aut henti cati on. Aut hent i cat edWebSessi on from Wicket-auth-roles instead of Wicket's
WebSession.



Notice that YourAppSession below functions as the bridge between Wicket and Acegi. There are 2 methodes that we will later use for signin/signout: aut h
enti cat e and si gnout . Method get User is useful when you want to display the details of the user. Method get Rol es is used by Wicket-auth-roles to
get the roles of the current user.

i mport org.acegisecurity.*;
i nport org.acegi security.context.SecurityContextHol der;
import org.acegisecurity. providers. User namePasswor dAut hent i cati onToken;

public class Your AppSessi on extends AuthenticatedWebSession {
publ i c Your AppSessi on(final AuthenticatedWbApplication application) {
super (appl i cation);

}

/**

* Attenpts to authenticate a user that has provided the given usernanme and password.
* @aram usernanme current usernane

* @aram password current password

* @eturn <code>true</code> if authentication succeeds, <code>fal se</code> otherw se

*
/
public bool ean authenticate(String usernanme, String password) {
String u = usernane == null ? "" : usernane;
String p = password == null ? "" : password,
/'l Create an Acegi authentication request.
User nanmePasswor dAut hent i cati onToken aut hRequest = new User nanmePasswor dAut henti cati onToken(u, p);
/1 Attenpt authentication.
try {
Aut henti cati onManager aut henti cati onManager =
((‘Your AppAppl i cation) getApplication()).getAuthenticationManager();
Aut henti cation authResult = authenticationManager. aut henti cat e(aut hRequest);
set Aut henti cati on(aut hResul t);
LOG i nfo("Login by user '" + usernane + "'.");
return true;
} catch (BadCredential sException e) {
LOG info("Failed login by user '" + usernane + "'.");
set Aut hentication(null);
return fal se;
} catch (Authenticati onException e) {
LOG error("Coul d not authenticate a user", e);
set Aut hentication(null);
throw e;
} catch (RuntineException e) {
LOG error("Unexpected exception while authenticating a user", e);
set Aut hentication(null);
throw e;
}
}
/**

* @eturn the currently logged in user, or null when no user is logged in
*/
public YourAppUserDetails getUser() {
Your AppUser Detai |l s user = null;
if (isSignedin()) {
Aut henti cation authentication = SecurityContextHol der. get Cont ext (). getAuthentication();
user = (Your AppUserDetails) authentication.getPrincipal();
}
return user;

}

/**

* Returns the current user roles.
* @eturn current user roles

*/

public Roles getRoles() {



if (isSignedin()) {
Rol es roles = new Roles();
/'l Retrieve the granted authorities fromthe current authentication. These correspond one on
/1 one with user roles.
G antedAuthority[] authorities = SecurityContextHol der.get Context().getAuthentication().
get Aut horities();
for (int i =0; i < authorities.length; i++) {
GrantedAuthority authority = authorities[i];
rol es. add(authority.getAuthority());

}
return roles;
}
return null;
}
/**

* Signout, invalidates the session. After a signout, you should redirect the browser to the hone page.
*/
public void signout() {

Your AppUser Det ai | s user = getUser();

if (user !'=null) {

LOG i nfo("Logout by user '" + user.getUsername() + "'.");

}

set Aut henti cation(null);

invalidate();

}

/*-}r
* Sets the acegi authentication.
* @aram aut hentication the authentication or null to clear
*/
private void setAuthentication(Authenticati on authentication) {
SecurityCont ext Hol der . get Cont ext (). set Aut henti cati on(aut henti cation);
}

/*-k
* @eturn the current Your App session
*/
public static Your AppSessi on get Your AppSession() {
return (YourAppSessi on) Session.get();

}

In order to weave the extended session into your Wicket application, your application should extend Wicket-auth-roles's Authenticated
AuthenticatedWebApplication. (See method get WebSessi onC ass below.) The other function of the appliction instance is to configure which
components need authentication. There are 2 ways to do so. This example runs on Java 1.4 and therefore you can only use the
{MetaDataRoleAuthorizationStrategy}}. If you are running on Java 5 or higher, you can also use the annotations based approach. Look at the source code
in Wicket-auth-roles-example for inspiration.

Notice that the authentication manager needs to be injected (by Spring).

When no user is currently signed in, and an authorised component (page) is accessed, Wicket-auth-roles will redirect to the page that is given by method g
et Si gnl nPageC ass. We will see the implementation of that page later.



i mport org.acegisecurity. Aut henti cati onManager;
i mport wicket. authentication. Aut henti cat edWebAppli cati on;
i mport wicket.authorization.strategies.rol e. netadat a. Met aDat aRol eAut hori zati onStr at egy;

public class Your AppApplication extends AuthenticatedWbApplication {
/1 To be injected by Spring
private AuthenticationManager authenticati onManager;

protected void init() {
super.init();

I/l ... other settings ...

/] Security settings.
get SecuritySettings().setAuthorizationStrategy(new Met aDat aRol eAut hori zati onStrategy(this));

/1 List every(!) page and conponent here for which access is forbidden unless

/1 the current user has the correct role.

Met aDat aRol eAut hori zat i onSt r at egy. aut hori ze( Edi t Page. cl ass, SecurityConstants. ROLE_EDI TOR);

Met aDat aRol eAut hori zati onStrat egy. aut hori ze( Manager Page. cl ass, SecurityConstants. ROLE_MANAGER) ;
}

protected Cl ass get WbSessi ond ass() {
return Your AppSessi on. cl ass;

}

protected O ass getSignlnPaged ass() {
return Your AppSi gnl n. cl ass;

}

public Authenticati onManager getAuthenticati onManager () {
return aut henticati onManager;

}

/1 To be injected by Spring
public void setAuthenticati onManager (final Authenticati onManager authenticationManager) {
thi s. aut henticati onManager = authenti cati onManager;

}

As you can see in method i ni t we need to set authorization rules for each component (page) we want to restrict access to. Note that if you are using
inheritance, you still need to list every sub-class. The application that this information is extracted from uses a hack to circumvent that. It overrides wi cket
.authorization.strategies.rol e. metadat a. | nstanti ati onPerm ssi ons to use the authorisation

meta-data of the first higher base-class that has them. See Wicket-XXX for source code.

What now follows is the signin page. In the constructor you can see there is a check whether a user is already signed in. If that is the case, an error is
added to the feedback panel.

In the form submit you'll see that Your AppSessi on#aut henti cat (String, String) is called. Upon success, the user is redirected to the original
page the user was trying to see. If the signin page was requested directly there is no such original page, and the user is redirected to the 'home page'.
Note that a redirect is always necessary. This will remove the signin page from the browser history, and with it the used password.

public class Your AppSi gnl n extends WebPage {
public YourAppSignin() {
this(null);
}

/**
* Creates a new sign-in page with the given paranmeters (ignored).
* @aram paraneters page paraneters (ignored)
*/
public YourAppSi gnl n(final PageParaneters paraneters) {
add(new Si gnlnForn("l ogi nforni', new SinpleUser()));

Your AppSessi on Your AppSessi on = get Your AppSessi on();
if (YourAppSession.isSignedin()) {
error(getLocalizer().getString("login.errors.alreadysignedin", YourAppSignln.this));

}



}

/**
* The cl ass <code>Si gnl nFornx/ code> is a subclass of the W cket
* {@ink Forn} class that attenpts to authenticate the |ogin request using
* Wcket auth (which again del egates to Acegi Security).
*/
public final class SignlnFormextends Form {
public SignlnForn(String id, |Mdel nodel) {
super (i d, new ConpoundPr opertyMdel (nodel));
add( new FeedbackPanel ("feedback"));
add(new Text Fi el d("usernanme"). set Required(true));
add(new Passwor dText Fi el d(" password"). set Reset Password(true));

}

/**
* Called upon formsubnit. Attenpts to authenticate the user.
*/
protected void onSubmit() {
if (getYourAppSession().isSignedin()) {
/1 Already |logged in, ignore the submt.
error(getLocalizer().getString("login.errors.alreadysignedin", YourAppSignlin.this));

} else {
Si npl eUser user = ((SinpleUser) getMdel ().getbject(null));
String username = user.get Usernane();
String password = user. get Password();

/] Attenpt to authenticate.
Your AppSessi on session = (Your AppSessi on) Session. get();
if (session.signln(usernanme, password)) {

Rol es rol es = session. getRol es();
if (!continueToOriginal Destination()) {
/1 Continue to the application home page.
set ResponsePage( get Appl i cation() . get HonmePage());

if (LOG isDebugEnabl ed()) {
LOG debug("User '" + usernane + "' directed to application”
+ " honepage (" + getApplication().getHonePage().getNane() + ").");

}
} else {
if (LOG isDebugEnabled()) {
LOG debug("User '" + usernane + "' continues to original destination.");
}
}
} else {
LOG i nfo("Coul d not authenticate user '" + usernane + "'. Transferring back to sign-in
page.");
error(getLocalizer().getString("login.errors.invalidCredentials", YourAppSignin.this));
}
}
/1 ALWAYS do a redirect, no matter where we are going to. The point is that the
/1 submitting page should be gone fromthe browsers history.
set Redirect(true);
}
}
/**

* Sinple bean that represents the properties for a login attenpt (usernane
* and clear text password).
*/
public static class SinpleUser inplenents Serializable {
private static final long serialVersionU D = -5617176504597041829L;

private String usernane;
private String password,



public String getUsernane() { return usernane; }
public void setUsernane(String usernanme) { this.usernane = usernane; }
public String getPassword() { return password; }
public void setPassword(String password) { this.password = password; }

And here is the template (Your AppSi gnl n. ht m ). It is a bit rough as | removed all non-essentials.

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE htm PUBLIC "-//WBC//DID XHTML 1.0 Strict//EN' "http://ww. w3. org/ TR xhtm 1/ DTD/ xht Ml 1-strict.dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xhtml " xm ns: wi cket="http://wi cket.sourceforge.net/" xnl:lang="us_EN' | ang="
us_EN'>
<body>
<form wi cket:id="Iogi nf orn'>
<di v wicket:id="feedback"></div>
<di v>User nane <i nput wi cket:id="usernanme" type="text"/></div>
<di v>Password <i nput wi cket:id="password" type="password"/></div>
<di v><i nput type="subnit" val ue="Si gnin"/></div>
</forne
</ body>
</htm >

The error is read from the properties file Your AppSi gnl n. properti es.

I ogin.errors. al readysi gnedi n=You are al ready singed in, please singout if you which to sign as another user.
login.errors.invalidCredential s=Invalid user name and/or password.

Hiding components

We have now seen how to completely disallow access to a page (or any component) and redirect to the signin page as soon as it is accessed. | will now
show how to hide components on a page depending on the roles of the user.

1 TODO: finish this section with a menu as example

Questions?

Please send questions to the wicket user mailing list.
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