S2-024

Summary
Wrong excl udePar ans overrides those defined in Def aul t Excl udedPat t er nsChecker
Who should read this All Struts 2 developers and users
Impact of vulnerability If default settings are used, the attacker can compromise internal state of an application

Maximum security rating = Moderate

Recommendation Developers should immediately upgrade to Struts 2.3.20.1 or introduce the below change in framework's settings
Affected Software Struts 2.3.20
Reporter Jasper Rosenberg at Cargurus
CVE Identifier CVE-2015-1831
Problem

Wrong default exclude patterns were introduced in version 2.3.20 of Struts, if default settings are used, the attacker can compromise internal application's
state.

Solution

In Struts 2.3.20.1 a better set of exlude patterns was defined.

Backward compatibility

No backward compatibility problems are expected.

Workaround

If you cannot migrate to the latest version it's highly recommended to re-define def aul t St ack from st rut s- def aul t . xmi to this one below (or any
other which is used in your application and drop excl udePar ans parameter):


http://struts.apache.org/download.cgi#struts23201

Redefined defaultStack

<i nterceptor-stack name="nyDef aul t St ack">
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nane="exception"/>
nanme="al i as"/ >
nanme="servl et Config"/>
nanme="i 18n"/ >
nanme="prepare"/ >
nane="chai n"/ >
nane="scopedMdel Dri ven"/ >
nanme="nodel Dri ven"/>
nanme="fi | eUpl oad"/ >
nanme="checkbox"/ >
nane="dateti ne"/>
nanme="nul ti sel ect"/>
nanme="st ati cParans"/ >
nanme="act i onMappi ngPar ans"/ >
nanme="parans"/ >
name="conversi onError"/>
nane="val i dati on" >

<par am nanme="excl udeMet hods" >i nput, back, cancel , br owse</ par an»
</interceptor-ref>

nt erceptor-ref

nanme="wor kf | ow' >

<par am nanme="excl udeMet hods" >i nput, back, cancel , br owse</ par an>
</interceptor-ref>

<i nterceptor-ref nane="debuggi ng"/>
<interceptor-ref nane="deprecation"/>
</interceptor-stack>

and define the following constant in st rut s. xm

<constant name="struts. additional.excludedPatterns"

val ue=""(action| nmet hod):
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