Component Configuration

There are a number of components that need be configured for the system to work. Such components are: implementations of the Confi gurai t onEntry
Fact ory interface, Login Modules, Login Module Use among others.

We start with GBeans that implement Conf i gur at i onEnt r yFact ory interface and supporting GBeans, followed by the Logi nMbdul e gbean.

Configuring DirectConfigurationEntry

Di r ect Confi gur ati onEnt ry exposes login module directly to JAAS clients. You have to specify Login Module here directly. To be able to login into
Geronimo specify JaasLogi nCoor di nat or login module.

Di r ect Confi gur ati onEnt ry GBean declares following metadata:

® applicati onConfi gNane - attribute; application configuration name; this is a key by which configuration entry is found.

® control Fl ag - attribute; login module control flag according to the JAAS semantics; the only value that makes sense here is REQUIRED.

® wrapPrinci pal s - attribute; possible values are true and false. If set to true, all Principals generated by the login module (Login Domain) will
be wrapped into the Domai nPri nci pal and every Domai nPri nci pal will be wrapped into the Real nPri nci pal . This enables J2EE role
mappings into Donai nPri nci pal s and Real nPri nci pal s.

® Modul e - reference; This is object name specification for the Logi nMbdul eGBean.

The following example shows how Di r ect Conf i gur ati onEnt ry is configured to use the Ser ver Logi nCoor di nat or login module GBean.

<configuration
xm ns="http://geroni nb. apache. or g/ xm / ns/ depl oynent "
parent | d="or g/ apache/ geroni no/Cient"
confi gl d="or g/ apache/ geroni no/ d i ent Security"
>
<GBean name="Ser ver Logi nSt ubDCE" cl ass="or g. apache. geroni no. security.jaas. D rectConfigurationEntry">
<attribute name="applicati onConfigNanme">server-|ogin</attribute>
<attribute name="control Fl ag">REQUI RED</ attri but e>
<r ef erence name="Mdul e"> <!-- reference to the | ogin nodul e GBean:
nanme=Ser ver Logi nCoor di nator -->
<nane>Ser ver Logi nCoor di nat or </ nane>
</reference>
</ GBean>

<GBean name="Ser ver Logi nCoordi nator" cl ass="org. apache. geroni no. security.jaas.Logi nMbdul eGBean" >
<attribute name="I ogi nMbdul ed ass" >or g. apache. ger oni np. security.jaas.client.JaasLogi nCoordi nator<
[attribute>
<attribute name="serverSi de">fal se</attribute>
<attribute name="options">

host =l ocal host <l-- Ceroninp |ogin service endpoint -->
port =4242
r eal nrger oni no- properties-real m <!-- Security real mname -->

</attribute>

<attribute name="I ogi nDomai nNane" >ger oni np- properti es-real n</attri bute>
</ GBean>
</ configurati on>
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Configuring ServerRealmConfigurationEntry

Ser ver Real nConfi gur ati onEnt ry connects server side component (such as a Servlet) to the Security Realm. It allows decoupling of configuration
name and Security Realm name.

Ser ver Real nConf i gur at i onEnt ry declares following metadata:

appl i cat i onConf i gName - attribute; application configuration name; this is a key by which configuration entry is found.

r eal mNane - attribute; security realm name.

Logi nSer vi ce - reference; object name for the JAAS Login Service GBean.

wr apPri nci pal s - attribute; possible values are true and false. If set to true, all Principals generated by the login module (Login Domain) will
be wrapped into the DomainPrincipal and every DomainPrincipal will be wrapped into the RealmPrincipal. This enables J2EE role mappings into
DomainPrincipals and RealmPrincipals.



The following example shows how to setup the Ser ver Real nConf i gur at i onEnt ry with the name of JMX. The security realm name is ger oni no-
properties-realm

<configuration
xm ns="http://geroni no. apache. or g/ xm / ns/ depl oynent - 1. 0"
confi gl d="or g/ apache/ ger oni no/ Security"
par ent | d="or g/ apache/ ger oni nro/ RM Nani ng"
>

<CGBean name="JMX" cl ass="org. apache. geroni no. security.jaas. Server Real nConfi gurati onEntry">
<attribute name="applicati onConfi gNane">JMX</attri bute>

<attribute name="real mNanme" >geroni no- properties-real nx/attribute> <l-- Security Real mnane -->
<reference name="Logi nServi ce"> <!--reference to the login service
GBean -->

<nane>JaaslLogi nServi ce</ name>
</reference>
</ GBean>

</ confi guration>
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Configuring Security Realm

The only implementation of the or g. apache. geroni no. security. real m Securit yReal minterface in Geronimo is the or g. apache. ger oni no.
security.real m GenericSecurityReal mclass.

or g. apache. geroni no. securi ty. real m Generi cSecurityReal mimplements 2 interfaces: Secur i t yReal mand Confi gur ati onEntryFact o
ry. The Generi cSecurit yReal mname is also the name of the Conf i gur ati onEnt r yFact or y implementation. That is why you can use Generi cSec
ur i t yReal mname from your application as application configuration entry name passed to the Logi nCont ext () constructor, see the Geronimo and
JAAS section.

You need to give a name to the Gener i cSecuri t yReal mand configure it's authentication policy by wiring up login modules into the realm. Login
modules are not wired up by themselves but are qualified by their use in the computation of authentication outcome.

The list of login modules that must be configured into the Gener i cSecur i t yReal mis specified with the or g. apache. ger oni np. security. | aas.
JaasLogi nMbdul eUse GBean. It is injected with the Logi nModul eGBean, the value of the control-flag that specifies how authentication outcome of this
login module must be combined with the authentication outcomes of other login modules to compute authentication result, and a reference to the next Logi
nModul eUse definition.

You may wonder why do you need a linked list of GBeans. Wouldn't it be much easier to list parameters for the Gener i cSecuri t yReal mand be done
with it?

The answer is that Geronimo is an IOC container and one of it's major functions in addition to dependency injection is dependency management. That
means that if GBean A depends on GBean B, then GBean B will be started by the Geronimo container before GBean A. Login modules are deployed as
GBeans and Generi cSecur i t yReal mGBean depends on the login module GBeans. If you just list login module object names together with the control
flags, Geronimo container would not be able to resolve this dependencies and you would not have a guarantee that all login modules wired up into the
generic Security Realm are up and running before Gener i cSecuri t yReal mcomes online.

But still, an effort required to configure login modules into Gener i cSecur i t yReal mwith the list of Logi nMbdul eUse GBeans may seem excessive. To
help with this kind of problems GBean definition syntax allows for syntactic sugar in the form of xml-reference element. At this point it is necessary to
emphasize that this is just a reference that gets processed at the deployment time to create and wire up all GBeans that otherwise would have been
explicitly defined. We will show the use of xml-reference in the Gener i cSecur i t yReal mconfiguration later.

Here is an example of generic-security-realm setup, we want to wire the Gener i cSecuri t yReal mnamed geronimo-properties-realm with the login
module

named properties-login that authenticates against a property file. Our Security Realm authentication policy requires properties-login module
authentication to succeed.


https://cwiki.apache.org/confluence/display/GMOxDOC10/Geronimo+and+JAAS
https://cwiki.apache.org/confluence/display/GMOxDOC10/Geronimo+and+JAAS

<CGBean nane="ger oni nb- properties-real m class="org.apache. geroni no. security.real m Generi cSecurityReal ni'>

<l-- security-realmnanme; this is a nane of the Security Realmas well as the nane of
-- the configuration entry used by the application -->

<attribute nanme="real nNanme" >ger oni no- properties-real nx/attri bute>

<l-- reference to the head of the login nodule use list -->
<r ef erence nane="Logi nMbdul eConfi gurati on">

<nanme>pr operties-| ogi n</ nane>
</reference>

<I-- server-info reference is passed to nost GBeans -->
<r ef erence nane="Serverl|nfo">

<nodul e>or g/ apache/ ger oni no/ Syst enx/ nodul e><nane>Ser ver | nf o</ nanme>
</reference>

<I-- reference to the | ogin-service GBean -->

<reference nane="Logi nServi ce"><nanme>JaaslLogi nServi ce</ nane></r ef er ence>
</ GCBean>
<l-- this is the head of the |ogin-nodul e-use list -->

<CGBean name="properties-1login" class="org.apache. geroni np. security.jaas.JaasLogi nMbdul eUse" >

<!-- login modul e nust succeed -->
<attribute name="control Fl ag">REQUI RED</ attri but e>

<l-- reference to the login nodule -->
<r ef erence nanme="Logi nMdul e" >
<nane>properties-| ogi n</ nanme>
</reference>
</ GBean>

<l-- this is login nodule GBean -->
<GBean name="properties-1ogin" class="org. apache. geroni np. security.jaas.Logi nMdul eGBean">
<attribute name="I ogi nMbdul eCl ass" >
org. apache. geroni no. security.real m provi ders. PropertiesFil eLogi nMdul e
</attribute>
<attribute nane="serverSide">true</attribute>

<!-- login modul e specific options -->

<attribute name="options">
user sURI =var/security/users. properties <!-- user database -->
groupsURI =var/ security/ groups. properties <!-- group database -->

</attribute>
<attribute nanme="I| ogi nDomai nNane" >ger oni np-properties</attribute>
</ GBean>

It does not look too bad in this example but imagine that you have 2 login modules in the Security Realm and how many GBean dependencies you have to
configure.

Note that the order in which all these elements are defined does not matter. If you look at the deployment plans, you will find that login-module GBeans are
defined first (as they represent elements of reuse by the Generi cSecuri t yReal mGBeans). Generi cSecur it yReal mGBeans and JaasLogi nMbdul
eUse GBeans are normally close to each other.
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Configuring GenericSecurityRealm using xml-reference

The reason for the introduction of the xml-reference element in GBean syntax was explained earlier. But just to repeat: it is a syntactic sugar that allows pr
oblem friendly xml syntax in GBean definition.

Problem-friendly xml syntax for the login module configuration is defined by the "http://geronimo.apache.org/xml/ns/loginconfig-1.0" xml namespace.

The following example briefly shows how the Logi nConf i g schema is used.



<CGBean nane="ger oni no- properties-real n

cl ass="org. apache. geroni no. security.real m GenericSecurityReal nf>

<l-- security-realmnane; this nane is reused by the
-- configuration-entry-factory interface inplenentati on by the
-- generic-security-realm you may use this nanme as application

-- configuration nane paraneter passed to the Logi nContext constructor -->

<attribute nanme="real nNane" >ger oni no- properties-real nx/attri bute>

<l-- xm reference, better than before? -->
<xm -ref erence name="Logi nModul eConfi guration">

<lc:login-config xmns:lc="http://geroni no. apache. org/ xm /ns/| ogi nconfig">

<l c: |l ogi n-nodul e control -fl ag="REQUI RED" server-side="true">

<l c: | ogi n- domai n- nane>cl i ent - properties-real nx/ 1 c: | ogi n-domai n- name>

<l c: 1 ogi n-nodul e-cl ass>

or g. apache. geroni no. security.real m provi ders. PropertiesFil eLogi nModul e

</l c:login-nodul e-cl ass>
<l c: option name="usersURl ">
var/security/users. properties
</l c:option>
<l c: option name="groupsURl ">
var/ security/groups. properties
</lc:option>
</l c: | ogi n- modul e>
</l c:login-config>
</ xm -reference>
<l-- server-info reference is passed to nost GBeans -->
<reference nane="Serverl|nfo">
<nodul e>or g/ apache/ ger oni no/ Syst enx/ nodul e><nanme>Ser ver | nf o</ name>
</reference>

<l-- reference to the | ogin-service GBean -->
<ref erence nanme="Logi nServi ce"><nane>JaasLogi nServi ce</ nane></r ef erence>
</ GBean>
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Configuring Login module

Login module is configured with or g. apache. ger oni no. security.j aas. Logi nMbdul eGBean. It takes | ogi nMbdul ed ass attribute that specifies

the login module implementation class. Other interesting parameters are options and | ogi nDonai nNane.

The following is an example of a login module that uses property files as authentication database. Values of property files are passed as options attribute.

<GBean name="properties-|ogin"

cl ass="org. apache. geroni no. security.jaas. Logi nMbdul eGBean" >
<attribute nanme="I ogi nMbdul ed ass" >
org. apache. geroni no. security.real m provi ders. PropertiesFil eLogi nMdul e
</attribute>
<attribute nanme="server Side">true</attribute>
<attribute nane="options">
user sURI =var/security/users. properties
groupsURI =var/ security/ groups. properties
</attribute>
<attribute name="I ogi nDomai nNane" >ger oni no- properti es-real n</attri bute>

</ GBean>
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