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This realm type allows you to configure Web applications to authenticate users against it. To get to that point, you will need to first configure Geronimo to

use a custom SSL port listener and to get to that point you will need to configure SSL keys and keystore. The following sections describe step-by-step how
to configure each of these modules.

® #Create keystore and certificate

® #Create a Certificate Signing Request (CSR) and import CA reply
L]

L]

#lmport trusted certificates
#Add an HTTPS listener with client authentication

Create keystore and certificate

For this configuration we will create a new keystore, a new private key, a CSR and will import the CA reply

We already mentioned in the Administering Certificates section how to create a keystore and a private key, in this section we will complete the picture by
generating a CSR and importing the CA's reply.

The keystores in Geronimo are stored in the <geronimo_home>\var\security\keystores directory, the default keystore already provided with the
installation is geronimo-default. For this exercise we will create a new keystore.

From the Geronimo Administration Console click on Keystores to access the Keystore Configuration portlet.

Click on New Keystore, specify a new keystore name and password and then click on Create Keystore. For this example we used My_Keyst or e and pa
sswor d respectively.

Keystore Configuration O% -8

This tool walks you through the process of configuring keystores to use with SSL connectors (for the web
container, etc.).

Keystores start out as locked against editing and also not available for usage by other components in the
server. The Editable flag indicates whether the keystore has been unlocked for editing (by entering the
keystore password), which lasts for the current login session. The Available flag indicates whether that
password has been saved in order to make the keystore available to other components in the server.

_Editable Available

ca-keystore JKS Keystore locked 1 key ready
geronimo-default JKS Keystore locked 1 key ready
My Kevstore JKS 0 Keys and 0 Certs Ei'?] (£

Mew Kevstore

Click on the keystore file you just created, and create a private key by clicking on the appropriate link.

Fill in with the appropriate data and click on Review Key Data.


https://cwiki.apache.org/confluence/display/GMOxDOC22/Administering+certificates

Keystore Configuration O+ -8

On this screen you can configure the settings to generate a new private key. The next screen will let you
review this information before generating the private key and accompanying certificate.
Alias for new key: My_Private_Key
Password for new key —
Confirm Password: ™
Key Size: 1024 [v|
Algorithm: | MDSwithRSA ||
Valid for (# of days) : 365
Certificate Identity
Server Hostname (CN): localhost

Company/Organization (O): |Apache
Division/Business Unit (OWU): Geronima
City/Locality {L): My_Ciy
State/Province (ST): |My_State
Country Code (2 char) {C): CC|
[ Review Key Data ]

Cancel

Once you verified the values are correct click on Generate Key.

Keystore Configuration -8
This screen lists the contents of a keystore.

| JAias | Type | Certificate Fingerprint

View My Private Key Private Key  EC:ES8:B7:EE:84:0B:0F:38:AF:D7:98:5F:C8:CD:EE:02

Add Trust Certificate Create Private Key Change keyvstore password Return to kevstore list

Right after you created a new private key, this key is automatically locked. That means that you can only view it or delete it, to create a Certificate Signing
Request (CSR) you will have to unlock the key. To do that click on Return to keystore list.



Keystore Configuration O%—-8

This tool walks you through the process of configuring keystores to use with SSL connectors (for the web
container, etc.).

Keystores start out as locked against editing and also not available for usage by other components in the
server. The Editable flag indicates whether the keystore has been unlocked for editing (by entering the
keystore password), which lasts for the current login session. The Available flag indicates whether that
password has been saved in order to make the keystore available to other components in the server.

_Editable Available

ca-keystore KS Keystore locked 1 key ready
geronimo-default JKS Keystore locked 1 key ready
My Keystore JKS 1 Key and 0 Certs (&l

Mew Keystore

5
Click on the

to unlock the private key. You will be prompted with the password for the keystore and for the private key.

Keystore Configuration O%—-8

Enter keystore password: |77

Unlock Private Key: | My_Private_Key %] Password: |~
| Unlock Private Key |

Cancel

Click on Unlock Keystore.

Create a Certificate Signing Request (CSR) and import CA reply

Now that you have the private key unlocked you may now continue to create a CSR. From the Keystore Configuration portlet click on the keystore file

you created to display the current content. In this example we only have one private key. Click on either view or the alias links for the current private key to
display the details and additional actions.



Keystore Configuration O%—-8
Keystore|  Alias | Type |

My_Keystore My_Private_Key Private Key

Generate CSRE Import CA reply Change key password Delete Entry Back to kevstore/az

Certificate Info

Version: 1
Subject: CM=localhost,OU=Geronimo,0=Apache,L=My_City, ST=My_State,C=CC
Issuer: CM=localhost,OU=Geronimo,0=Apache,L=My_City, ST=My_State,C=CC

Serial Number: 1203625533328

Valid From: Thu Feb 21 14:25:33 CST 2008
Valid To: Fri Feb 20 14:25:33 CST 2009
Signature Alg: MD5withRSA

Public Key alg: RSA

Click on Generate CSR, the certificate request should be displayed as illustrated in the following figure.

Keystore Configuration O%—-8

Keystore: My_Keystore
Alias: My_Private_Key
PKCS10 Certification Requestt

MITEqDCCARECAQAWa ] ESMBAGAITEAXMILGS j YNXob3NOMREWDWYDVOOLEWhHZXJvbml th=
EPMAOGAITEChMGOXBhY 2hIMRAWDgY DVQOHDAANe VI DaXR SMREWwDWw YDV QQIDAhNeVITAdGFO
ZTELMAKGLIUEERMCQOMwgZ BwDQY JEoZ InvecHAQEBEQA DY OAMT GJAoGEAM fgqprJ/ aMbVzm
EjDimnMOuV,/Ca0T7YbEo9KP6ed3VQE+/EaZ2i+p0dRaskMEoNg+3kZeKulplwgSEGEUnp+xbf
gTMetLGrUgQEqL3EZUFE2ni zHSV=ZV093vEuS jgnRZ2RfbTc2Apl cldCPofUVuMUbDLEsmE1
YOOr+OcHtcHepZLStdagMBAARWDOY JEoZ ThveHAQEERQADGYEAZ FuPz 0gzKgMZNAOB Y Lm0
aPFLER9al SHNAOEDLgJLZ SY zoKnuEyplGZ JzMVQemyaez0J8t+iWtuth=T0kBihR=U2vgOWp
B4ogh+zbPwn4f871418PjJh3SkiDIYdMc LUl rxwFNAaIEpEfjfo/ udLY /BvTDZQGTUR=GE
+5Pdn+DbdBo—

Back

This is a PKCS10 certification request, you should copy this text and paste it into a flat txt file so it can be sent to a CA.

solidcsr.txt ----- BEGIN CERTIFICATE REQUEST----- MIIBqDCCARECAQAWaESMBAGALUEAXMJIbG9jYWx0b3NOMREwDwWY DVQQLEwhHZXJvbmitbz
EPMAOGA1UEChMGQXBhY2hIMRAwWDgYDVQQHDAdNeV9DaXR5MREwDwYDVQQIDAhNeVITAGFO
ZTELMAKGA1IUEBhMCQOMwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0GBAMfgprd/aMbVzm EjDIimnMQuVN/CaO7Yb89KP6ed3VQf+
/Ea2i+p0dRskM80oNg+3kZeKuOplwq5KGEUNp+xbf g7M6tLGrWqQ8gL3EZUFE2nizH5VzV093vKu5jgnR2RfbTc2AplcldCPofUVuMUbDLPsmEL
YQQr+OcHtcNspZL5tdAgMBAAEWDQY JKoZIhveNAQEEBQADgYEAZFuPz0gzKgMZNAObYLmMO
aPFLbR9a19NAOEbgJL2SYzoKnuKyplG2JzMVQ6myaez0J8t+iWtuthz70kBihRzU2vqOWp B4ogh+zbPwn4f871418PjJh3SkiDIYdMcL5U1rxwFNAalEpfift
/udLY/Bv7DZQG7UPsGz +SPdn+DbdBo= ----- END CERTIFICATE REQUEST-----

You can now click Back to return to the private key details portlet.



For this example we used a custom, home made CA so we could sign our own certificates for this test without altering the standard procedure. Assuming
that you sent you CSR to a CA, the CA should respond back with another similar file containing the CA signed certificate.

solidcsr_ca_reply.txt ----- BEGIN CERTIFICATE-----
MIICQjCCAa2gAwIBAgIBAJALBgkghkiGOWOBAQQwaDEWMBQGA1IUEAXMNR2Vyb25pbW8ncyBDQTER
MABGA1UECxXMIR2Vyb25pbW8xDzANBgNVBAOTBKFWYWNOZTENMASGA1UEBXMEQ2I0e TEOMAWGA1UE
CBMFU3RhdGUxCzAJBgNVBAYTAIVTMB4XDTA4MDIyMDA2MDAWMFoXDTASMDIyMTA2MDAWMFowajES
MBAGALUEAXMJIbG9jYWx0ob3NOMREwWDWYDVQQLEwhHZXJvbmltbzZEPMAOGALIUEChMGQXBhY2hIMRAW
DgYDVQQHDAdNeVI9DaXR5MREwDwWYDVQQIDAhNeVITdGFOZTELMAKGALUEBhMCQOMwgZ8wDQYJKoZI
hveNAQEBBQADgY0AMIGJA0GBAMfgprd/aMbVzmEjDimnMQuVN/CaO7Yb89KP6ed3VQf+/Ea2i+p0
dRskM8oNg+3kZeKuOplwg5KGEUNnp+xbfq7M6tLGrWqQ8qL3EZUFE2nizH5VzV093vKu5jgnR2Rfb
Tc2AplcldCPofUVUMUbDLPsmMEL1YQQr+OcHtcNspZL5tdAgMBAAEwWCwWY JKoZIhveNAQEEA4GBAB9s
1QuMD+dNe6H6XcizZSxNPOh1EocjGp05Z24VOpgFnB4gVRJqyxiuNgCBPVE030IuUHNJZOmG6jFhGs
YWKGIzL1zwOyXWAVRNI7Cs8C7Ibeoo+14yBA93w3XyGiBISb03yHOICNO6bf7BhCN6Z45NMhBGbP pCpnP+uM9VI2gn9H ----- END CERTIFICATE-----

From the private key details portlet click on Import CA reply. Remove any pre-filled text in the certificate reply window and paste the text from the CA
reply file and click on Save.

Keystore Configuration O%—9

Keystore; My_Keystore
Alias: My_Private_Key

PKCS7 Certificate Reply

MITCQiCCRa2ghwIBAgIBAjALBgkghki G9wiBAQOWwaDEWMEBQGRITUEAXMNE2Vybh2 SpbWEncyBDQTER
MALEGRITECKMIRZ2Vyb2 SpbWExD=zANBgNVELoTEEkFwYWNNo ZTENMA=GAITEERME Q21 0e TECHAWGAITE
CEMFU3RhdGUxCzAJBgNVBAYTAIVIMB4AXDTA4AMDI yMOA P MDAWMFoXDTASHDI yMTAZMDAWMFowajES
MBAGRIUEAXMIRGS ) YW xob3NOMREwDWwY DV QOLEwhHZXJvbml tbzEPMAOGAITEChMEOXBhY 2h IME AW
DY OVROHDAANe VI DaXRSMREwDwY DV I DAL NeVITAGFO ZTELMAKGAIUEBRMCQOMwg Z BwDY JE0Z T
hveHAQEEEQLADgYOAMIGIAoGEAM fgqprJ,/ aMbVzmnE j DimnMOuVi/ Ca0T7YbE8 9KP6ed3VQE+/EaZ2i+p0
dRskMEolNg+3kZeEulplwgSEGEUnp+xbfgTHe Lt LGrWgRe8gL3EZUFE2ni zHEV=V093vEnuSjognR2REb
Tc2AplcldCPofUVuMUbDLE=nE 1Y QOr+OcHtcHepZ Lo tdAgMBAARWwCwY JEoZ IhveHAQEEL4GEARS s
1guMD+dNe 6 HEXcizZ5xNPCOh1EocjGplSZ4VipgFnB4gVRglJgyxiulNgCEPvEo30TuHNJZ0mej FhEs
YWEGLzLlzwlyXWAVERITC=8CTIbeoo+I4yBAY3w3XyEiB15b03yHOICHOELETERCHEZ4 SHMOhBER P
pConP+uMavVIZgnoH

| Save || Cancel |

After saving the CA reply you should now notice that the certificate now shows a different Issuer. Click on Back to keystore and then on Return to
keystore list.



Keystore Configuration O%—-8
Keystore|  Alias | Type |

My_Keystore My_Private_Key Private Key

Generate CSE Import CA reply Chanae keyv password Delete Entry Back to kevstore/a=

Certificate Info

Version: 3
Subject: C=CC, 5ST=My_State, L=My_City, O=Apache, OU=Geronimo, CN=localhost
Issuer: C=l5, ST=5State, L=City, O=Apache, OU=Geronimo, CN=Geronimo's CA

Serial Number: 2

Valid From: Wed Feb 20 00:00:00 CST 2008
Valid To: Sat Feb 21 00:00:00 CST 2009
Signature Alg: MD5withRSA

Public Key alg: RSA

Import trusted certificates

In order to enable client authentication you will need to import the CA who signed your CSR as a trusted certificate, this process has to be only once. The
CA should provide along with the signed CSR a separate certificate for the CA itself. For this example we are using our own CA so we generated the
following CA certificate.

solidMy_Own_CA_Certificate.txt ----- BEGIN CERTIFICATE-----
MIICITCCAZCgAWIBAgICK2cwCwYJKoZIhveNAQEEMFoxDTALBgNVBAMTBFRIc3QxDzANBgNVBAST
BkFWYWNo0ZTERMABSGALUEChMIR2Vyb25pbW8xCzAIBgNVBACTAKXMMQswCQYDVQQIEWJTVDELMAKG
ALUEBhMCTEswHhcNMDcwMjAyMTgwMDAWWhcNMDgwMjAyMTgwMDAWWjBaMQOwCwYDVQQDEWRUZXNO
MQ8wDQYDVQQLEWZBcGFjaGUXETAPBgNVBAOTCEdIcm9uaW1vMQswCQYDVQQHEWIMTDELMAKGALUE
CBMCU1QxCzAJBgNVBAYTAKXLMIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCUZIleleTKLohO
15vfYqqvhk6lviva7ZBWQxZ6mOV9Ye2mii37Btmxajnngz0jKfiwHKgWRQBp6CUzbd9gfZrz2go9g
TwsUBWQWST6iVypKX1g0YAWhtTwLcEX78Lx5XN1YCqk34pn4by26SJiHdugs7/ClOillcpCt9QVa QI9BH7wIDAQABMASGCSqGSIh3DQEBBAOBgQANMOT
/dLvJa7jGstvZILrsWIMWWQNVJI1ZQmbrDGq9u oFnkAH1ImMGHIDbaz2avy/wotHJUlysGBIDPObtk5GVskl45EG/feWHLgCVmawf3NkdRdLI+CznBBJ
KCC5tINbcl6GgXsbO8hhjlrOGweNyV1653WEVZiIQVUMYaHTNGNx+RA== ----- END CERTIFICATE-----

While in the Keystore Configuration portlet click on the keystore file you created and then click on Add Trust Certificate. Delete any pre-filled content from
Trusted Certificate window and paste the content from the CA certificate and add an alias to this certificate.



Keystore Configuration

This screen lets you input a certificate to import into the keystore. Paste the content of the certificate file in the text

area and specify an alias to store it under in the keystore. The next step will let you review the certificate before
committing it to the keystore.

Trusted Certificate

----- BEGIN CERTIFICATE-----

MIICITCCAZCgAWIBAQICK2cwCwY JKoZThv cNAQEEMFoxDTALBgNVBAMTBFR1c30x Dz ANBgNVBAST
Bl FwYWho ZTERMABSGALUEChMIRZ2Vyb 25pbWax Cz A JBgNVBACT Ak xMMQswCQYDVQQLEw JTVDELMAK G
41 UEBhMCTESwWHhCNMDEWM Ay MTgwMDAwWNRC NMDgwM] Ay MTgwMD Awi  Ba MOGwCwY DVQQDEWRLZXNG
MQEwDQYDVQQLEWZBC GF JaGUxETAPBgNVBACTCEd LemSuaWl vMQswCOYDVQQHEW JMTDELMAK GALUE
CBMCULQxCz AJBgMVBAYT Al xLMIGTMABGCSqGSIb3D0EBAQUAAAGNADCBIQKBYQCUZ11eleTKLOhD
15vFYqqvhk6Iviva7BN0xZEm0VIYe2n1137Btmxajnngz 0K T lwHKgWROBpECUzbd9g fZrz2go8g
TwsUBNQwST61 vy pKX1g0Yanht TwLcEx 78LxSXN1YCqk 34pnaby 265]iHdugs 7/C10iI1cpCtoqva
QOBH7wIDAQABMASGCSGSIb3DOEBBADBgQANMOT fdLv Ja7 1Gs tvZILrsWiMwWGNYI1Z0nb rDGqSu
oFnk AHIMGHIDbaz 2avy /wotHIUIysGBLDPObthk SGVsk TASEG, feWHLgCVmgwT 3k dRAL1+CznBBJ
KCCS5tINbcISGqXsb08hh I r0GweNy V1ES3WEY ZLQVUMYaHT nGNx+RA==

----- EMD CERTIFICATE-----

Alias for certificate: My _Own_CA_Certificat e|

Review Certificate

Cancel

Click on Review Certificate and then click on Import Certificate. You should now see the trusted certificate you just imported.

Keystore Configuration

This screen lists the contents of a keystore,

I T 7N Certificate Fingerprint
view My Trust_CA Trusted Certificate E7:04:A8:42:24:58:7C:ES:CCFD: 71:0C: 441 46:01:00
view My Private Key Private Key 45:20:C9:23:2007:83:23:45:68:08: 7D:53: C2:BB:C2

Add Trust Certificate Create Private Key Return to keystore list

Add an HTTPS listener with client authentication

Apache Geronimo comes with a predefined HTTPS listener on port 8443 but this listener is not configured for client authentication. In this example we will
add a new HTTPS listener and configure it to request client authentication using the certificates we created and imported in the previous steps.

Note that in this example we are using the Tomcat distribution of Geronimo, although the process is the same some names and links may vary slightly if
you are using the Jetty distribution.

From the Geronimo Administration Console click on Web Server to access the Network Listener portlet.



Network Listeners

Notes:

® To enable APR connectors creation, you need to install APR native library firstly.

From the Network Listener portlet click on Add new HTTPS listener for Tomcat

Metwork Listeners

hame ] Prowool Teon] stwe ] Actons ] Twe
TomcatWebConnector 8080 running Stop Restart Edit Delete Tomcat Connector HTTP BIO
TomcatWebSSLConnector H'I'I'F‘S B443 running Stop Restart Edit Delete Tomcat Connector HTTPS BIO
TomcatAJPConnector AP 8009 running Stop Restart Edit Delete Tomecat Connector AJP
Add new:

® Tomcat BIO HTTP Connector

® Tomcat BIO HTTPS Connector

® Tomcat NID HTTP Connectar

® Tomecat NIO HTTPS Connector

® Tomcat AJP Connector

Add a newTomcat NIO HTTPS Connector

(* denotes a required attribute)

| A name that is different than the name for any other web connectors in
the server (no spaces in the name please)

| The host name or IP to bind to. The normal values are 0.0.0.0 (all

interfaces) or localhost (local connections only).

| The file that holds the keystore (relative to the Geronimo install dir)

*Unique Name String |SSL_CIient_Authentication
*address String | 0.0.0.0

*keystoreFile String |Nar{s ecurity/keystores/My_keystore
*port Integer (8443 |

acceptCount Integer |10 |
acceptorThreadCount Integer (1 |
acceptorThreadPriority Integer |5 |

algorithm String | Ibmx509 v |

allowTrace Boolean [

bufferSize Integer (2048 |

ciphers String |

clientauth Boolean (¥

command_line_options Boolean (¥

The TCP port number on which this Connector will create a server
socket and await incoming connections. Your operating system will
allow only one server application to listen to a particular port number
on a particular IP address.

The maximum queue length for incoming connection requests when all
possible request processing threads are in use. Any requests received
when the queue is full will be refused.

The number of threads to be used to accept connections. Increase this
value on a multi-CPU machine, although you would never really need
more than 2. Also, with a lot of non-keep-alive connections, you might
want to increase this value as well.

The priority of the acceptor threads. The threads used to accept new
connections.

The certificate encoding algorithm to be used.

A boolean value which can be used to enable or disable the TRACE
HTTP method.

The size (in bytes) of the buffer to be provided for input streams created
by this connector.

A comma separated list of the encryption ciphers that may be used. If
not specified, then any available cipher may be used.

Setto true if you want the SSL stack to require a valid certificate chain
from the client before accepting a connection. Set to want if you want
the S5L stack to request a client Certificate, but not fail if one isn't
presented. A false value (which is the default) will not require a
certificate chain unless the client requests a resource protected by a
security constraint that uses CLIENT-CERT authentication.

The following command line options are available for the NIO
connector:

-Dorg.apache.tomcat util.net NioSelectorShared=true|false. Set this
value to false if you wish to use a selector for each thread. the property.
Ifyou do setitto false, you can control the size of the pool of selectors
by using the selectorPool. maxSelectors attribute

Fill in the fields with the appropriate data and click Save. For this example we only specified the keystore and not a trustore. When specifying the keystore
file path you should add something similar to var/security/keystores/<your_keystore>, this path is relative to Geronimo's installation home directory.

Select the ClientAuth check box, this tells the HTTPS listener to only establish an encrypted connection with a client that provides a valid client certificate.
The client certificates are verified against the CA certificates stored in any of these locations (in order):

1. The trust store configured above
2. Akeystore file specified by the javax.net.ssl.trustStore system property
3. java-homel/lib/security/jssecacerts



4. java-home/lib/security/cacerts

Once you saved this HTTPS network listener configuration it will get started automatically as you can see in the status displayed. If you try to access this
port with your browser it should fail because at this point you have not configured your client with a valid certificate.
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